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Abstract—Behavior is increasingly recognized as a key entity in  With the emergence of new behavioral data, for instance, web
business intelligence and problem-solving. Even though bavior  ysage, vehicle movements, market dynamics, ubiquitonstra
analysis has been extensively investigated in social S0  gtiong| data recorded in computerized software systents, a

and behavior sciences, in which qualitative and psychologal - - . . . .
methods have been the main means, nevertheless to conduc?gem'zed behavior, behavioral data including human bdehav

formal representation and deep quantitative analysis it istimely IS largely electronically recorded. Behavioral sciencasnot
to investigate behavior from the informatics perspective.This support the formal representation and deep understanding o
article highlights the basic framework of behavior informatics, sych behavioral data.

which aims to supply methodologies, approaches, means anobls With the increasing needs and focus on social network

for formal behavior modeling and representation, behavioal . . . . .

data construction, behavior impact modeling, behavior nework analyslls and social C_OmpUt'”gy It is _very timely t‘? de"e'QP
analysis, behavior pattern analysis, behavior presentatn, man- D€havior representation and analysis from the informatics
agement and use. Behavior informatics can greatly complerm¢ perspective. Behavior informatics (including analytigs, or
existing studies in terms of providing more formal, quantitative BIA) is proposed for and aimed at the development of effectiv

and computable mechanisms and tools for deep understanding methodologies, approaches, tools and applications fandbr

and use. and quantitative behavior representation and modelind, an
Index Terms—Behavior, Behavior Informatics. deep analysis of behavior networks, impacts and patterns.
This differentiates the aims and tasks of behavior inforcsat
I. INTRODUCTION from those of behavioral sciences. This article outlines th

HILE behavior has been intensively studied in socid@’ea of behavior informatics. Behavior informatics [1] lias
W sciences and behavioral sciences, the current resea?efential for designing and supplying new and practicallmec
methodologies and approaches are derived mainly from th@isms, tools and systems for deep behavior understanding
social and psychological aspects. Behavioral science§l[T], and use. This will greatly complement behavioral sciences
[9] abstract empirical data to investigate the decisiortpsses and behavior studies in social sciences. It can be widely
and communication strategies within and between organiskgd in many areas and domains, including understanding
in a social system [2]. This involves fields like psychologgla the Internet network, human community behavior and its
social neuroscience (psychiatry), and genetics amongs)th@volution in the Internet, the deep understanding of human,
Qualitative analysis and experiments followed by psychilo @nimal, agentized and computerized organism behavior, and
cal explanation and reasoning are mainly conducted on huni@rvidespread domains such as counter-terrorism, crime pre
and animal behavior. vention, network analysis, intrusion detection, fraud aisé

Behavioral sciences include two broad categories [Zontrol, intelligent transport systems, trading agentarket
neural-decision sciences and social-communication segen dynamics, e-commerce, and financial transactions.
Decision sciences involve those disciplines primarilylsiga !N fact, many researchers have started to develop deep
with the decision processes and individual functioningpise analysis techniques for understanding behavior-relaseal ith
the survival of an organism in a social environment. Thegglevant domains. Typical examples include sequence sisaly
include psychology, cognitive science, organization tiieo [15], event mining, crime mining, and activity mining [3],
psychobiology, management science, operations reseaoth {41 and monitoring [8], as well as specific methods proposed
to be confused with business administration) and sociat nd@ handle intrusion detection [13], fraud detection, utli
roscience. On the other hand, communication sciencesdaclletection, customer relationship management [10], webeusa
those fields which study the communication strategies uged®ining [12], and so on. Behavior informatics is a scientific
organisms and the dynamics between organisms in an envirf@ld consolidating these efforts and further studies onnope
ment. These include fields like anthropology, organizailonissues toward a systematic and rigorous formalization and

behavior, organization studies, sociology and social ogtas Mechanism for behavior representation, analysis, prasent
and use. With the power of behavior informatics, many
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in deeply analyzing microstructure-based trading behavio
in stock markets, which has demonstrated very impressive
advantages compared to traditional methods in understgndi
low-level driving forces of exceptional market dynamicéeT
remainder of this article is organized as follows. Sectibn |
describes what behavior informatics is. Section Il argubg

we need behavior informatics. The theoretical underpigsin
are discussed in Section IV. Section V lists various researc
issues related to behavior informatics. We conclude thgepa

in Section VI.

\

Fig. 1.

Il. WHAT IS BEHAVIOR INFORMATICS?

Behavior Informatics is a scientific field which aims to
develop methodologies, techniques and practical tools for
representing, modeling, analyzing, understanding andiliz- .
ing symbolic and/or mapped behavior, behavioral inteoacti
and networking, behavioral patterns, behavioral impattis,
formation of behavior-oriented groups and collective lirte
gence, and behavioral intelligence emergence. In morel,deta
behavior informatics addresses the following key aspects.

Behavioral data: In preparing behavioral data, behavioral
elements hidden or dispersed in transactional data need
to be extracted and connected, and further converted
and mapped into a behavior-oriented feature space, or
behavioral feature space. In the behavioral feature space,
behavioral elements are presented in behavioral itemsets.
Figure 1 illustrates the mapping and conversion from
transactional data to behavioral data.

Behavioral representation and modeling: The goal is
to develop behavior-oriented specifications for describ-
ing behavioral elements and the relationships amongst’
the elements. The specifications reshape the behavioral
elements to suit the presentation and construction of
behavioral sequences. Behavioral modeling also provides
a unified mechanism for describing and presenting be-
havioral elements, behavioral impact and patterns.
Behavioral impact analysis: For analyzing behavioral
data, we are particularly interested in those behavioral

Entity-Oriented
Transactional
Space

Behavioral
Modeling

Behavior Feature
-Oriented Space

I

Transactional Data Behavioral Data _/,

From Transactional Data to Behavioral Data

Behavioral network: Multiple sources of behavior may
form into certain behavioral networks. Particular human
behavior is normally embedded into such a network to
fulfill its roles and effects in a particular situation. Be-
havioral network analysis seeks to understand the intrinsi
mechanisms inside a network, for instance, behavioral
rules, interaction protocols, convergence and divergence
of associated behavioral itemsets, as well as their effects
such as network topological structures, linkage relation-
ships, and impact dynamics.

o Behavioral simulation: To understand all the above mech-

anisms that may exist in behavioral data, simulation can
play an important role for observing the dynamics, the
impact of rules/protocols/patterns, behavioral intellige
emergence, and the formation and dynamics of social
behavioral networks.

Behavioral presentation: From analytical and business
intelligence perspectives, behavioral presentationstek
explore presentation means and tools that can effectively
describe the motivation and interest of stakeholders on the
particular behavioral data. Besides the traditional prese
tation of patterns such as associations, visual behavioral
presentation is a major research topic, and it is of high
interest to analyze behavioral patterns in a visual manner.

instances that are associated with having a high impact ol €SSence, the purpose of Behavior Informatics is to delive
business processes and/or outcomes. Behavioral implg&nologies and tools for understanding behavior andaboci

analysis features the modeling of behavioral impact.

behavior networks. In this sense, we also calbéhavioral

Behavioral pattern analysis: There are in general tW@MPUting.

ways of conducting behavioral pattern analysis. One is
to discover behavioral patterns without the consideration

I1l. WHY BEHAVIOR INFORMATICS?

of behavioral impact, the other is to analyze the relation- First of all, deep and quantitative behavior analysis canno
ships between behavior sequences and particular typedbefsupported by methodologies and techniques in tradltiona

impact.

behavioral sciences. In understanding and solving mangsss

Behavioral intelligence emergence: To understand behand problemsbehavior emerges as a key component, in
ioral impact and patterns, it is important to scrutinizéoth artificial societies (such as computerized busineppart
behavioral occurrences, evolution and life cycles, as welystems) and human societies. Behavior connects to many
as the impact of particular behavioral rules and patterestities and objects in businesses, such as business gbject
on behavioral evolution and intelligence emergence (flvehavior subjects and objects, causes, impacts, scersanibs
instance, the emergence of swarm intelligence from c@nstraints. In addition, multiple relevant behavior amtes
group of interactive agents). An important task in bemake up a social behavior network, which involves social and
havioral modeling is to define and model behaviorarganizational factors, and collective intelligence. iéfere,
rules, protocols and relationships, and their impact dnis highly likely that behavior-oriented analysis can yide

behavioral evolution and intelligence emergence.
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causes and impact about the formation and movement pgbmote a much deeper understanding of the roles and effects
exterior business objects and appearances. of comprehensive factors surrounding a business problem, f
In current business management information systems, ihstance, human demographics, human actions, environment
above behavior-related factors are normally hidden instrarand behavioral impact. With such a capability, behavioorinf
actional data. Transactional data is usually entity-dedn matics is likely to further expand the opportunities of desh-
and entities are connected through keys, which fortreaas- solving, and stimulate promising prospects. Behavior rinfo
actional entity space. In such transactional entity spacesmatics can complement classic behavioral analytical ntstho
behavioral elements are dispersed and hidden in multiplis makes it possible to more effectively understand, hode
transactions with weak or no direct linkages. An examplepresent, analyze and utilize behavior and social behavio
would be the trading transactions recorded in stock marketetworks toward more comprehensive and effective problem
in which an investor’s trading behaviors, such as buy quotsglving and understanding. This includes but is not limitied
sell quote, trade, withdrawal etc., are separately recbitt® behavior understanding, exceptional behavior analyaisng
different tables, while they are actually closely related tadvantage of opportunities, behavior pattern analystsawier
each other. We certainly lose the full picture of an invéstorimpact analysis, and cause-effect analysis.
overall behavior if we only look at any single aspect of
them rather than putting them together. Therefore, in gadner
behavior isimplicit and oftendispersed in transactional data.
It is not effective to straightforwardly analyze the intari ~ Behavior Informatics is a multidisciplinary research field
driving force of human behavior on normal transactionahdatlts theoretical underpinnings involve analytical, congignal
To effectively understand such driving forces, we need @nd social sciences as shown in Figure 2. We interpret
make behaviomrxplicit for further behavior-oriented patternthe theoretical infrastructure for behavior informaticen
analysis. For the example of trading behavior, if we considthe following perspectives: (1) Methodological suppog) (
the coupling relationships amongst quotes, trades, withidls Fundamental technologies, and (3) Supporting technigunés a
etc. regulated by trading rules and market mechanisms, dndls. From the methodological support perspective, behav
analyze the coupled multiple behavior sequences, it is vaoy informatics needs to draw support from multiple fields,
likely that we can generate a much more informative aridcluding information sciences, intelligence sciencestem
natural picture of trading behaviors. For this purpose, wseiences, cognitive sciences, psychology, social scieaoe
extract quotes, trades, withdrawals etc. behavioral elsne sciences of complexities. Information and intelligendersces
and their properties including timepoints, prices and rws provide support for intelligent information processingdan
when we detect exceptional trading behavior [5], [6]. systems. System sciences furnish methodologies and tech-
As addressed above, the presentation of behavioral datgues for behavior and behavioral network modeling and
differentiates from that of normal transactional data. To esystem simulation, and the large scale of a behavior network
fectively understand and analyze behavior and its impact,Gognitive sciences incorporate principles and methods for
is essentially important to squeeze out behavioral elesnennderstanding human behavior belief, and the intention and
from transactions, and to map behavior-oriented elementsgoal of human behavior. Psychology can play an importast rol
transactional data into a behavior-oriented feature spacein understanding human behavior motivation and evolution.
form the behavioral data. Such extrusion and transformatidhe social sciences supply foundations for conceiving the
from transactional space to behavioral space makes a lmehavrganizational and social factors and business procebsés t
shift from implicit to explicit for more effective analysissurround behavior and are embedded in behavior networks.
of behavior patterns and impacts. To support the mappiAgeas such as economics and finance are also important for
from transactional space to behavioral space, it is vitallynderstanding and measuring behavior impact. Methodedogi
important to build formal methods and workable tools foirom the science of complexities are essential for group
behavior representation, processing and engineeringelyarmbehavior formation and evolution, behavior self-orgatiiza
the sciences of Behavior Informatics. Even though genettal dconvergence and divergence, and behavior intelligence-eme
preprocessing on behavior element-oriented data is Helpfu gence.
is not effective enough nor sophisticated enough to miné suc Fundamental technologies are necessary for behavioral
data for explicit behavior patterns and impact. Straightbod modeling, pattern analysis, impact analysis, and behavior
behavioral data is expected in order to cater for behavisimulation. To support behavior modeling, technologieshsu
analytics smoothly. Further, to mine for behavior and intpaas user modeling, formal methods, logics, representation,
patterns, new issues and corresponding techniques hawe t@htological engineering, semantic web, group formatiod an
addressed. cognitive science are essentially important. They can not
As a result, with the development of foundations and techronly represent behavioral elements, but also contributbeo
cal tools for behavior informatics, it is possible for us tader- mapping from the transactional entity space to the behalior
stand and scrutinize business processes, problems antipbtefeature space. The modeling of behavior impact needs to
solutions from a perspective different from the traditibmaes refer to technologies in areas such as risk management and
of target behavior and behavioral network perspectiveatt,f analysis, organizational theory, sociology, psychologgn-
due to the intrinsic integration of behavior and its sulfjentd nomics and finance. For the analysis of behavioral patterns,
objects, the in-depth understanding of behavior can dgtualechnologies such as data mining and knowledge discovery,

IV. THEORETICAL UNDERPINNINGS
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Fig. 2. Field Structure of Behavior Informatics

artificial intelligence and machine learning can contrébat

1)

)

great deal. In simulating behavior, behavioral impact and
behavior networks, we refer to techniques and tools in fields

like system simulation, artificial social system, open cterp
systems, swarm intelligence, social network analysissaea

ing and learning. The presentation of behavior evolutiod an
behavior patterns can benefit from areas of visualizatiah an(
graph theory. In addition, the scale and complexity reldted

3)

behavioral data used to be a critical issue in social science
studies. We now have the ability to collect a huge amount of
data in a continuous fashion (just think about Facebook). An
analogy is bioinformatics. Even the simulation can produce
a large amount of data to predict behavior changes over a
long period of time. The studies on complex sequence arsalysi

can provide effective tools for handling complex behavior.

Adaptive and active learning offers capabilities for degli

with behavior changes in a dynamic and online environment.

From the operationalization aspect, behavior informataesds

to develop effective techniques and tools for representing

modeling, analyzing, understanding and/or utilizing heta

This involves many specific approaches and means. For in-
stance, several methods such as algebra and logics may be

useful for modeling behavior. Behavior pattern analysisy ma
involve many existing tools such as classification and secgie

analysis, as well as the development of new approaches. To
simulate behavior impact, one may use agent-based methods

for cause-effect analysis, while for presenting behawitay-
alization technigues may be useful.

V. RESEARCHISSUES

As behavior informatics is at its beginning stage, many open

issues are worthy of systematic investigation and caseestud

from aspects such dwhavioral data, behavior modeling and
representation, behavioral impact analysis, behavioral pattern
analysis, behavior presentation, andbehavior simulation. We

Behavioral Data: In many cases, it may be necessary

to convert normal transactional data into a behavior-

oriented feature space, in which behavior elements con-
sist of the major proportion of the dataset.

« Behavioral data modeling

« Behavioral feature space

« Mapping from transactional to behavioral data

« Behavioral data processing

« Behavioral data transformation
Behavior Modeling: The building of behavior models
will enable the understanding of interaction, conver-
gence, divergence, selection, decision, and evolution of
behavior sequences and behavior networks. To achieve
this, modeling language, specifications and tools need to
be developed to understand behavior dynamics.

« Behavior model

« Behavior interaction

« Collective behavior

« Action selection

« Behavior convergence and divergence
« Behavior representation

« Behavioral language

« Behavior dynamics

« Behavioral sequencing

Behavior Pattern Analysis: This is the major focus of
behavior informatics, namely to identify patterns in
behavior sequences or behavior networks. For this, we
need first to understand behavior structures, semantics
and dynamics in order to further explore behavior pat-
terns. We then need toinvestigate pattern analytical tasks
such as detection, prediction and prevention through
approaches like correlation analysis, linkage analysis,
clustering and combined pattern mining.

« Emergent behavioral structures

« Behavior semantic relationship

« Behavior stream mining

« Dynamic behavior pattern analysis
« Dynamic behavior impact analysis

« Visual behavior pattern analysis

« Detection, prediction and prevention
« Customer behavior analysis

« Behavior tracking

« Demographic-behavioral combined pattern analysis
« Cross-source behavior analysis

« Correlation analysis

« Social networking behavior

« Linkage analysis

« Evolution and emergence

« Behavior clustering

« Behavior network analysis

« Behavior self-organization

« Exceptions and outlier mining

(4) Behavior Smulation: Simulation can play an essential

further expand these by listing some key research topics for

each of the above research issues, although certainly rieye
be other issues.

IEEE Intelligent Informatics Bulletin

role in the deep understanding of behavior working
mechanisms, interaction amongst behavior instances, dy-
namics and the formation of behavior group and behav-
ior intelligence emergence, etc. For example, simulation
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can be conducted on large-scale behavior networks /(
convergence and divergence, evolution and adaptation o
behavior through setting up artificial and computation-
oriented behavior systems.

« Large-scale behavior network

« Behavior convergence and divergence
« Behavior learning and adaptation

« Group behavior formation and evolution
« Behavior interaction and linkage

« Artificial behavior system (
« Computational behavior system
« Multi-agent simulation Fig. 3. Research Map of Behavior Informatics

(5) Behavior Impact Analysis. Behavior that has a high

impact on business is our major interest. To analyze . . . . .
the behavior impact, techniques such as impact mo&" pattern analysis and impact analysis effectively, bara

eling, measurements for risk, cost and trust analysis, ffnulation and modeling can provide fundamental results
transfer of behavior impact under different situation bout behavior dynamics and relevant businesses and tools

exceptional behavior impact analysis would be ve r knowledge _discovery._ Besides.supplying anOther qunt 0
helpful. The analytical results will be utilized for detec/'eW for behavior analysis, behavior presentation conteb

tion, prediction, intervention and prevention of negativgachmques and means to study behavior.
behavior or for opportunity use if positive cases are

Behavior Presentation )

Y A 4
Behavioral Pattern Behavioral Impact
Analysis Analysis
—»( Behavioral Data

Yy

Behavior Simulation
Behavior Modeling

Behavior-Relevant Application Areas )/I

identified. VI. CONCLUSION

« Behavior impact analysis Behavioral sciences mainly explore the activities of and in

« Behavioral measurement teractions among humans and animals in the natural world. Fo
« Organizational/social impact analysis this study, qualitative, empirical, experimental and p&ftog-

« Risk, cost and trust analysis ical methodologies and tools are generally used. With the in
« Scenario analysis creasing emergence of computerized and agentized behhvior
« Cause-effect analysis data, behavioral sciences do not provide such methodalogie
« Exception/outlier analysis and use methods and means for formal representation and reasaming,

« Impact transfer patterns deep and quantitative analysis of behavior networks, ingpac

« Opportunity analysis and use and patterns, from either individual or group perspectives

« Detection, prediction, intervention and prevention For this purpose, behavior informatics is proposed. Bedravi

(6) Behavior Presentation: The presentation of dynamicsinformatics is essential for dealing with many behavidated
of behavior and behavior networks in varying aspec®oblems crossing widespread domains and areas. Typical
would assist with the understanding of behavior lifecycl@riving forces come from Internet networks and activities,
and impact delivery; for instance, rule-based behavifpancial market dynamics, e-commerce and online busisesse
presentation, visualization of behavior network, and vliuman community activities and interactions, and customer

sual analysis of behavior patterns. relationship management. o
« Rule-based behavior presentation This article highlights the framework of behavior informat

« Flow visualization ics, explaining its main concepts, driving forces, theiogdt

« Sequence visualization underpinnings, and research issues. As a new and promising
. Parallel visualization field, great efforts are expected to follow on every aspeoinf

« Dynamic group formation formal_modellng, pattern an.aly3|s, |mpac.t analysis, netwo

« Dynamic behavior impact evolution analysis, behavior presentauo_n, to behawolr managemght a

« Visual behavior network use, from fundamental, technical and practical perspestiv

« Behavior lifecycle visualization

« Temporal-spatial relationship REFERENCES
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