Lab9. Firewall Configuration

                    Comp2650


Firewall Configuration

When you install Red Hat 9.0, a firewall is also installed by default. You are going to create “iptables” to filter (discard) the unwanted packets to/from our server. 

1) Startup firewall-config

Start a built-in graphical interface in Red Hat 9.0 to create the iptables rules as follows:
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2) Creating iptables rules

a) Before creating rules

i) Enable the “iptables” daemon using the command “ntsysv” (then you have to reboot the computer). Then list the content of iptables. What can you see?

	


ii) Telnet to “peace.comp.hkbu.edu.hk” in Windows98, then telnet to the Linux server. Can you login successfully?

iii) Telnet to “peace.comp.hkbu.edu.hk” in Windows98, then ftp to the Linux server. Can you login successfully?

b) Create iptables rules 
Create the following iptables rules. Remind that the sequence of the rules is important.

i) Allow any IP address to access the mail server (port: smtp, protocol: TCP).

ii) Allow any IP address to download their mails (port: pop3, protocol: TCP).

iii) Allow the DNS query from any IP address (port: domain, protocol: TCP and UDP).

iv) Allow people to browse the web pages in web server (port: www, protocol: TCP).

v) Allow the rsync packet to web server (port: rsync, protocol: TCP).

vi) Only allow the internal IP addresses (in the same subnet “158.182.8.*”) to telnet to your server (port: 23, protocol: TCP).

vii) Discard all other non-internal packets to the ports from 0 to 1023 (protocol: TCP and UDP).

c) After creating iptables rules

i) List the content of iptables. What can you see?

	


ii) Telnet to the Linux server directly in Windows98. Can you login successfully? Why?

	


iii) Telnet to “peace.comp.hkbu.edu.hk” in Windows98, then telnet to the Linux server. Can you login successfully? Why?

	


iv) Telnet to “peace.comp.hkbu.edu.hk” from Windows98, then ftp to the Linux server. Can you login successfully? Why?
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