Chapter 9. Firewall Configuration


1. Introduction
· A firewall is a hardware or software that controls network traffic to/from a protected network for security. 

· System administrator can set a firewall to enforce security policies. Examples:

· Users cannot use telnet to log in from the outside networks.

· Block all the packets sent from a malicious computer.

· A firewall is composed of two types of components: (i) packet filter and (ii) proxy (one for each application).

· In this session, we will use a firewall software called iptables for packet filtering. 

What is iptables.
· iptables is a firewall software which enables packet filtering, network address translation (NAT) and other packet mangling.
· A packet filtering software allows or denies packets, whilst routing them from one network to another. 

· System administrator specifies rules that determine whether iptables should forward or block a packet based on its:

· Source & destination IP addresses and

· Source & destination port numbers

· There are three lists of rules in the `filter' table; these lists are called firewall chains or just chains. The three chains are called INPUT, OUTPUT and FORWARD.
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· The three boxes represent the three chains mentioned above. When a packet reaches a box in the diagram, that chain is examined to decide the fate of the packet. If the chain says to DROP the packet, it is killed there, but if the chain says to ACCEPT the packet, it continues traversing the diagram.

· When a packet comes in (say, through the Ethernet card) the kernel first looks at the destination of the packet: this is called `routing'. 

· If it's destined for this box, the packet passes downwards in the diagram, to the INPUT chain. If it passes this, any processes waiting for that packet will receive it. 

· Otherwise, if the kernel does not have forwarding enabled, or it doesn't know how to forward the packet, the packet is dropped. If forwarding is enabled, and the packet is destined for another network interface (if you have another one), then the packet goes rightwards on our diagram to the FORWARD chain. If it is ACCEPTed, it will be sent out. 

· Finally, a program running on the box can send network packets. These packets pass through the OUTPUT chain immediately: if it says ACCEPT, then the packet continues out to whatever interface it is destined for. 

· Usage: 
iptables -[ADC] chain rule-specification [options]

       iptables -[RI] chain rulenum rule-specification [options]

       iptables -D chain rulenum [options]

       iptables -[LFZ] [chain] [options]

       iptables -[NX] chain

       iptables -E old-chain-name new-chain-name

       iptables -P chain target [options]

Commands:

  -A chain            

Append to chain

  -D chain            

Delete matching rule from chain

  -D chain rulenum    

Delete rule rulenum (1 = first) from chain

  -I chain [rulenum]  

Insert in chain as rulenum (default 1=first)

  -R chain rulenum    

Replace rule rulenum (1 = first) in chain

  -L [chain]          

List the rules in a chain or all chains

  -F [chain]          

Delete all rules in chain or all chains

  -Z [chain]          

Zero counters in chain or all chains

  -C chain            

Test this packet on chain

  -N chain            

Create a new user-defined chain

  -X [chain]          

Delete a user-defined chain

  -P chain target         

Change policy on chain to target

  -E old-chain new-chain  

Change chain name, (moving any references)
Options:
-p [!] proto    


protocol: by number or name, eg. `tcp'

-s [!] address[/mask]

source specification

-d [!] address[/mask]

destination specification

-i [!] input name[+]

network interface name ([+] for wildcard)

-j target




target for rule (e.g. ACCPET, REJECT)
-o [!] output name[+]

network interface name ([+] for wildcard)
· Examples:
· Allow any computer to access the mail server (158.182.8.106).
# iptables –A INPUT –p tcp –-dport smtp –d 158.182.8.106 –j ACCEPT 

· Only allow the internal computers (in the same subnet “158.182.8.*”) to telnet to the server (158.182.8.106)   
# iptables –A INPUT –s 158.182.8.0/24 

           –p tcp –d 158.182.8.106 –-dport 23 –j ACCEPT 

· There are two basic approaches to a firewall:

· Deny every packet by default and explicitly allow the selected packets to go through.

· Accept every packet by default and explicitly block the selected packets.

The first approach (i.e., deny-everything policy) is easier to setup a secure firewall.
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