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Abstract

In the business world, financial institutions like banks and investment firms heavily rely on technologies to manipulate daily operations and support business activities. Due to limited resources, outsourcing of computer system development and maintenance has become a trend for many years, but many problems still exist during system development. In particular, the inter-dependencies among these artifacts cause integration and reliability problems and make the development process difficult to maintain. In this paper, we propose the e-monitoring of outsourcing projects centered on a central administration server, strengthened by an alert management system (AMS). Remote monitoring agents working in conjunction with outsourced parties, constrained by control rules, (as well as human experts) generate alerts through the AMS when discrepancies are detected. These alerts ensure that problems are detected and overcome in a timely manner. Web services are employed as the underlying implementation infrastructure. We demonstrate our approach (overall and discrepancies monitoring) with a case study on a new project development in a financial institution regarding mandatory provident fund projects in Hong Kong.
1. Introduction 

In order to improve efficiency, financial institutions are often willing to invest a significant amount of resources on developing various kinds of automated information systems. Although the traditional decision-making method deters investment in IT [5], some critical and basic activities within an organization still have to be maintained in-house. Financial institutions can either develop them by internal technical staff or outsource the work to third-parties. Unlike other general businesses, processes of financial institutions involving even a limited amount of money are monitored by legal entities and regulatory authorities. For example, the Securities and Futures Commission (SFC) in Hong Kong is responsible for administering the laws governing the securities and futures markets while facilitating and encouraging the development of these markets. On the other hand, the Mandatory Provident Fund Authority (MPFA) plays a similar role regarding the mandatory provident funds. Thus, the systems adopted by financial institutions must comply with both user and regulatory requirements.

As such, it is evident that there is still a great demand for project-based development outsourcing in financial institutions. First, if a bank decides to launch a new product or business, it is essential that the system be tailored to the particular business or targeted customers. Thus, standard features of software packages may not satisfy such needs. Second, outsourcing provides a wide range of specialized skills, experience of a range of platforms, of scale, and of technical complexity. It can help alleviate staffing difficulties and skill shortages [1].
Although the System Development Life Cycle (SDLC) [2] and many other methodologies have suggested ways to good practices of system development, many surveys find that over 90% of project developments fail during the implementation phase. Failure this late in the life cycle results in substantial losses in both money and business opportunity. Even in many successful cases, 80% of the information system projects go over budget and schedule because of changes in scope late in the life cycle [2]. So, our paper focuses on investigating the relationships among the development tasks during system development and demonstrate how e-monitoring through Web services helps to improve the current situation. We propose the use of control rules as well as dependency and discrepancy handling to alleviate the problems. We further suggest the use of an Alert Management System (AMS) [4] on top of monitoring, through Web services, for overall central administration and project management.
The remainder of this paper is organized as follows. Section 2 presents the details of our conceptual modeling. Section 3 describes our system implementation and design. Section 4 demonstrates the applicability of our approach through a typical scenario for the overall monitoring of a development process. Section 5 concludes our paper with our future work directions.
2. Conceptual Modeling of e-Monitoring
In this paper, we focus on outsourcing of the type “Project-based development”. Users requiring specific system functions need a tailor-made system. There are many consulting firms to handle these sorts of development in the market. Usually, a vendor initiates a project by obtaining the user’s requirements. Subsequent development tasks typically include schedule planning, design, building prototype, integration, performing user acceptance tests (UAT), and system deployment. For each stage, users have to work closely with the vendor in order to keep track of the working progress. 

The concept of a central administration server is not new; Janssen and Joha [6] explored the benefits of a shared service center. Coupled with the benefits of a shared service center, such as economies of scale and scope, the central administration server focuses on alerting and monitoring tasks. As ISO, SEI and six-sigma are gaining acceptance, control rules can reflect these quality standards [7].  However, this idea has not been extended to software development.
In order to monitor the system development of the outsourcing projects, the above tradition approach is inadequate because many external parties may influence each development stage. For example, MPFA may amend a set of guidelines and ordinance, which causes the change of system design. A fund house mainly performs internal system integration, but it needs some modification on those interfaces connecting to it. As such, more flexible control rules are required to specify the constraints and inter-dependencies as well as the handling of such dependencies and discrepancies.
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Figure 1. Workflow of service delivery process (simplified) in UML class diagram
Figure 1 presents a conceptual model for e-monitoring the whole process of the system development lifecycle. Outsource parties carry out development processes (we have included the support of a hierarchical composition of development process) comprising development tasks, which develops or maintains artifacts (e.g., software modules, servers, etc.). To increase the efficiency of monitoring, remote monitoring agents resides in each of the outsource parties to enforce the control rules. These control rules specify the attributes of the tasks to be monitored. Should the specified situation occur, the AMS in the central administration server would be notified to generate an alert task. The alert task manages the handling of the alert. The alert is sent to other affected tasks and may optionally execute addition handlers if other actions, particularly regulation of other tasks, are required. The following subsections explain this overall mechanism in more details with examples.

2.1. Information in the Administration Server
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Figure 2. Information in central administration server
First, we have to define what information the remote monitoring agents (residing in the outsourcing parties) require in order to execute its task. Each outsourcing party has many generic development processes corresponding to the projects. Each process consists of a task, which develops or maintains the artifacts to be monitored. In the central administration server, we need to specify what information needs to be transmitted across and the artifacts involved. We also define the default interval that the remote monitoring agent should be performing the health check. Moreover, we need to define the way that the remote monitoring agent should report (e.g., generates an alert in the AMS) to in case of problems or irregularities.
Furthermore, each outsourced party is identified by a unique ID and a unique name. Task records the activities and results of each physical step that the monitor takes. Each task is also identified by a unique ID and a name. The database in the central administration server records the position of the task in the e-monitoring process (see Figure 2).
For instance, a team starts to develop a module in the system concerning the display of information in websites. They need to determine the version of the Java Development Kit (JDK) being adopted as well as server products or tools like WebSphere and Tomcat. To record this stage of system development, a task “T001” is defined and stored in the repository for monitoring. This may also trigger an alert process through the central AMS to the vendor side to avoid project delay caused by this task. 
An artifact also contains the link details (e.g., URL) of the server at which the remote monitoring agent targets. The method (e.g., GET, POST, and HEAD) that the remote monitoring agent performs is specified at the RequestMethod. For websites, FormValue contains the form variables and values that the remote monitoring agent should be passing to the server (e.g., user id and password for a login request). ExpectedResponseCode states the expected HTTP Response Code by the remote monitoring agent. ExpectedMD5 holds the expected MD5 checksum of the response message so that the remote agent can verify the content integrity. For Web services, the service, port, operation, input / output parameters and their values are used instead [3].
The remote monitoring agents collect valuable information to be transmitted back to the central administration server. Note that each artifact may add in a HTTP header indicating the product (e.g., Weblogic, Websphere, or Tomcat) and version the server is using. In addition, we can also tell if the content is being poisoned by cross checking the MD5 calculated with the one sent from the central administration server. The response code, messages, and MD5 calculated are sent back to the central server for recording purposes. Finally, we add the IP address of the remote monitoring agent so that we know which agent has sent back information.

2.2. Process for Monitoring 

The above-mentioned task contains a set of attributes for alerting and monitoring purposes. To handle the nature of outsourcing projects, process template are implemented. We will use one of the development stages, “software plans and requirement,” as an illustration. This stage has many specified tasks including requirement specification, technical specification, module specification, etc. In the task requirement specification, attributes include Task ID, Party involved, Person in Charge, Milestones, Duration, Deadline, and Status. Figure 3 shows the relationship among process, task, and attributes. To achieve effective monitoring performance, our model also supports Control Rules as well as Dependency and Discrepancy Handling. 
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Figure 3. 
Example relationship of process, task, and attributes
Control Rules function over the task level to monitor the artifacts. Their main purpose is to set criteria to alert affected or related parties when needed. These control rules can be triggered by a value of the task or artifact attribute, the start or finish of task, or even a new party involved in projects.
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Figure 4. 
The conceptual model of how “control rule” works
Figure 4 shows an example of how a control rule functions. Each remote monitoring agent has a set of control rules. This information is updated and synchronized to the outsource parties through Web services when the information is set up in the central administration server. Suppose a control rule of a monitoring agent is violated, it will trigger the corresponding alert task in the central AMS. The alert task may take actions at once. In addition, it can cause follow-up handlers to be executed in the future. 

For instance, one interface for updating fund prices is modified and detected by a monitoring agent. This initializes the alert task in the central AMS, which handles any changes required by related modules. So, the system alerts users of changed requirements and then the affected modules are amended accordingly. On the other hand, external fund houses are also alerted about this alteration. Once the amendment of the affected modules is completed, a handler will take further actions, such as notifying the affected users about the resumption of software functionalities.

Dependency and discrepancy handling is necessary when one task may influence the execution of another one. In other words, there are dependencies among some tasks. The understanding of such inter-dependencies facilitates the monitoring of the overall progress of the whole project. This also enables a better understanding of specific problems such as project delay or allocation of job responsibilities. 
On the other hand, discrepancies describe some possible defects during the project, which may or may not influence system development. For instance, if a programmer’s experience is over-estimated, more time is required for some coding tasks. Checking is required to determine whether or not the change affects other tasks. Lack of clarification on user requirements, inadequate access for development, and ordinance amendments are other examples of discrepancy. 

This type of handler is similar to the control rules discussed before, but functions over the task level instead of artifact level. However, unlike a set of rules for monitoring artifacts, dependency and discrepancy handling allows the monitoring job to have a level of tolerance so that “false positives” can be reduced in normal situations. In particular, some high-level discrepancies (such as change in the ordinance) are usually triggered by the person-in-charge who observes the situation. Also, they often trigger human attention (such as a system analyst) to determine the consequences, dependent tasks and modules.
2.3. Alerts for Monitoring Tasks
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Figure 5. An example alert process between two tasks

During system development, some attributes in the tasks are configured for monitoring, i.e., they will trigger an alert process in the central AMS under some situations. This process generates alerts that are routed to concerned tasks and artifacts. Sometimes, an alert might need to be sent to several destinations (e.g., vendors, external business partners). 
Normally, alerts may or may not require the informed artifacts to respond or take actions shortly. Suppose a person in charge receives this alert and updates the schedule so that the whole task is not delayed, then no actions are needed. But an acknowledgement is expected, as only the responsible party knows about this and should communicate this fact to the others. However, when an alert requires some party to reply for further monitoring, the AMS increases the alert urgency with time, if no response is obtained. Although traditional alerts are small messages, we generalize the concept of alert to include any additional information including urgency, importance, justifications, and comments [4]. A response is a reply to an alert, indicating that the monitored agent may finish, confirm, or reject the request. From reported practice, we observe that as long as an alert is not responded, corresponding actions may be followed. As a result, the process can revise the matching between the alert and the follow-up steps. In addition, as the time passes without any acknowledgement, the urgency of the alert should increase as well. Thus, this may in turn trigger further serious steps to be requested in order to meet the minestrone set before. 

For example, MPFA requires trustees to submit files showing default contribution records (i.e., scheme participants do not give contributions punctually). The file given to MPFA must contain required information in the specified format. Therefore, an alert process is defined between design task and coding task so that predefined actions may be taken once conditions are triggered. Figure 5 shows the details.

System Design and Implementation 
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Figure 6. Deployment Diagram

Figure 6 shows a deployment diagram depicting the distribution requirement of this system. We first discuss the design of the remote monitoring agent. Then we discuss alert mechanism and communication requirements of the system. 
The core function of a front end monitoring agent is to first obtain a list of targets to be monitored from the back-end central administration server. It then checks through the list of URLs obtained with the supplied information. Finally, the monitoring agent sends any statistical information collected back to the backend central administration server. 
One of the core requirements of the monitoring agents is the ability to be deployed to as many platforms as possible without the need of rewriting any portion of code. Therefore, we have chosen Java, which is a platform independent language. Moreover, Java is increasing its popularity where more and more free components are available so that development time and effort can be reduced. 

Simultaneously, a monitoring agent has to check multiple tasks in its residing outsourced party. If the HTTP requests are issued one by one in a single threaded serial mode, it would be difficult to check each of the targets in a pre-defined time interval promptly. This is because the response time of each of the HTTP request would be affected by many factors and it would in turn push back the start time of the subsequent monitoring tasks. In order to collect statistics information for comparison, we would need to issue various HTTP request at the same time, or at least try to reduce the start time between issuing the first HTTP request for different site. 
Usually, there are not many parties involved, except in the case that a project is broken down when the project is separated into many different parts and outsourced to different parties. However, this is rare due to high costs for communication and integration. What we concern ourselves with is that numerous tasks and artifacts are involved and  are inter-related with one another by triggered processes. To satisfy our requirement, there is a thread pool implementation available in JSDK 1.5 where we can choose and is free. In addition, it has all the required features for a multi-threading system including thread pooling, atomic variable, locking and semaphore, etc.
In order to check accurately as many targets as possible, the remote monitoring agent should have the following capabilities.

1. Issue HTTP/HTTPS GET and POST request

2. Send HTTP variable and value together with HTTP/HTTPS POST request

3. Simulate user request by issuing a list of predefined HTTP request together with HTTP variable and value

4. Memorize and handle HTTP session of various language (e.g., with sites written in Java, session information will be identified by a cookies named JSESSIONID)

5. As Web services invocations are just SOAP messages sent over HTTP protocol, the communications are also adequately supported. However, to increase the performance, the SOAP message translations and templates can be performed beforehand and stored for repeated transmission.
In the conceptual model mentioned in the previous section, the alert mechanism is the key logic to connect different outsourcing parties and the central administration server. Each party, having tasks with alert needs, may receive or submit alerts. The alert process is responsible for creating and submitting the alerts by means of Web services requests to the AMS, so that corresponding parties can response to it. The process consists of three steps: the Condition Definition, the Target Matching, and the Follow-up Actions. The Condition Definition module specifies when an alert is triggered in a task. The Target Matching step is responsible for identifying the parties to which the alert will be forwarded. The Follow-up Actions are the handlers to be executed after an alert. Their functions include sending alert messages, receiving response, maintaining alert status, and logging information. For every response message received, it updates the status information of the associated alert [4]. 
The main purpose of the communication is mainly on transferring textual information for monitoring purposes. Moreover, the monitoring agents need to know if all of the information transmitted is successful or not so that it can determine whether to retry the failed transmission in the next batch of conversation. In addition, each conversation already provides some value-added information for the central administrator to see if each remote monitoring agent is functioning or not.

However, since the communication has to pass through the Internet, hackers may have access to the information as it flows through. We therefore would like a secure protocol. Although we have chosen Java to implement the monitoring agent, we would also like keep other supporting languages as an option for the future. This will ensure that the monitoring agent will be able to run on a large number of platforms. Amongst all the benefits, we have chosen to use Web services for the communication among monitoring agents and monitored agents.

Applicability and Demonstration
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Figure 7. Example tasks and processes for overall monitoring
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Figure 8. Communications among external parties
In this section, we further demonstrate the applicability of our approach with a typical example of the overall monitoring of an outsourcing project. Since MPF administration covers too many functional units and systematic modules, we focus on one of the core parts for illustration, namely, Default Contribution. 

According to the MPF ordinances, scheme participants are responsible to give MPF contributions for employees in their companies not later than 10 calendar days after the end day of salary period. Supposed that no contribution or late contribution is paid, it is classified as default contribution. All MPF scheme trustees are responsible to give reminders to scheme participants having default contribution. If contribution has not been received at that time, the trustees will send a corresponding electronic file record to MPFA to take appropriate legal actions. During the development of this part, three parties are involved, namely, MPF trustee, MPFA, and Vendor.

As we mentioned that Default Contribution is one of the artifacts (code module); it is assumed that the server has already stored information of parties involved, namely, MPF trustee, MPFA, and Vendor. In the stage of user requirement, MPF trustee should define the scope of Default Contribution module including the calculation method, business workflow for handling, reports and interfaces related to this function. All details and corresponding tasks and processes are stored in the repository of the central administration server. 
In Figure 7, once the MPF trustee has defined a task for getting user requirements, the central server activates the job for progress monitoring. For example, if the trustee has not completed the user requirement on Dec 4, 2005, the process will be triggered to send a reminder to the person in charge of the task. Furthermore, a serious action will be taken when the task runs past the deadline. Since the process alerts those related parties, there are some links among the process, MPF trustee, and Vendor. We can use the link details like URL for further communications. 

When the Vendor has completed the task, the central administration server triggers another task “Code of Default Contribution.” Figure 8 shows the workflow with the following steps:

1) Once the task “User requirement” has been accomplished, the central server updates the information and triggers the related process “Check if coding can be started.”
2)
Assuming the completion date is not later than the deadline, the monitoring system sends an acknowledgement to update the MPF trustee and Vendor.
3)
Then, the process triggers the start of the task “Coding of Default Contribution.” The attributes of this task have already been defined in the central administration.

4)
Since this artifact (the mode “Default Contribution”) concerns the generation of a raw data file to the MPFA interface, there is a process of dependency on the artifact “send samples to MPFA” after the completion of coding.

5)
The process finally executes the task “send samples to MPFA,” upon the completion of coding or to no confirmation received from MPFA.
In the above example, we have demonstrated how the monitoring mechanism handles the supervising and monitoring of the development process of a software module. When developing a module, many parties including regulatory body may be involved. Each one has its corresponding tasks which correlate with some others in turn. In addition, an overall monitoring process is used for keeping track of the overall progress. Parties are alerted when necessary to take the required actions. Further actions will be continued under this mechanism until the development process has been completed. 

Web service technology allows the monitoring on a global standardized platform. For large projects, vendors may have many development teams in different countries requiring involvement simultaneously. Regulatory institutions and external business partners may not locate at the same region. Furthermore, they can adapt different tools for monitoring project schedules, such as, MS Project, Lotus Notes, etc. Thus, it is a great advantage to solve geographical problem and incompatible platforms among sites by Web services.

Conclusions

 In this paper, we have presented a pragmatic approach to e-monitoring of outsourcing IS projects. First, we introduce a conceptual modeling of our e-monitoring approach. This involves the operation of both a central administration server for the overall monitoring job as well as remote monitoring agents working in each outsource party with control rules. We have further introduced the use of an Alert Management System to manage the handling dependencies and discrepancies through an alert mechanism. We have also discussed how well Web services can implement this distributed e-monitoring application. On top of the overall monitoring architecture, it strengthens the monitoring ability in both coverage and depth. 
For future research, we are looking into the application of monitoring complex system development (e.g., spiral model). We are also interested in extending the monitoring tasks for future both internal / outsourcing support and software reliability monitoring instead of just the development. Moreover, we are interested in the inter-dependencies of alerts and cascaded exceptions.
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Alerts

Alert Management

System 

Web Service Interface

Status and 

Synchronization

Triggered Action

Alert Input

Person in Charge

Internet

Enterprise

An Outsource Party

Web Service Interface

Alerts

Status and 

Synchronization

Development Processes

Remote Monitoring

Agents

Software Artifacts

Monitor

Alerts

Status and 

Synchronization

Alerts
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Module: Requirement

Task

		Task ID : T088

		Task Name: Default Contribution 

		…

		Completion Date:  6 Dec 2005



Administration Server



		Task ID: T098

		Task Name: Coding of Default Contribution 



		Task ID: T088

		Task Name: Default Contribution 





Process

		Process ID : P077

		Process Name: Check if coding can be started.



Trustee

Vendor

Module: Coding

* Update Info

* Send message for   updating Status

Task

		Task ID : T098

		Task Name: Coding of Default Contribution 

		Module: Coding

		Person  : Wong Tai Wai

		Duration: 24 days

		Start Date: 7 Dec 2005

		Deadline:  11 Jan 2006

		Entity Involved: Trustee, MPFA





* Trigger to activate another task 

MPFA

Process

		Process ID : P123

		Process Name: Get samples to match interface in  MPFA

		Related Task ID : T098

		Process Type: Dependency

		Condition: {When Task “T098” is completed, THEN Send a sample file for MPFA, message to PIC for confirmation If no reply from MPFA after 3 days, THEN Send again

		 Effective Period: Until Date of Confirmation from MPFA 



1

3

2

4

5

* Its completion trigger to another process 

* Send a file sample to related entity 
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Control Rules

		Conditions for Trigger

		Action Response

		Follow-up Alert



Attributes for task (Requirement specification)

		Task ID

		Party involved

		Person in Charge

		Milestones

		Duration

		Deadline

		Status



Attributes for task (Requirement specification)

		Task ID

		Party involved

		Person in Charge

		Milestones

		Duration

		Deadline

		Status



Monitored Entities

		Entity ID

		Party involved

		Person in Charge …



1. Control rule is triggered when tasks / entities violate the defined conditions.  

2. An alert task is generated in the central AMS for follow-up.  
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Requirement

Task

		Task ID : T088

		Task Name: Default Contribution 

		Module: Requirement

		Person  : Chan Tai Man

		Duration: 7 days

		Start Date: 28 Nov 2005

		Deadline:  6 Dec 2005

		Entity Involved: Trustee



		Task ID: T001

		Task Name: XXX



Administration Server

Template for SDLC

		Requirement

		Design

		Coding

		Integration

		Implementation

		Maintenance





		Task ID: T002

		Task Name: XXX



		Task ID: T088

		Task Name: Default Contribution 





Process

		Process ID : P077

		Process Name: Check if coding can be started.

		Related Task ID : T088

		Process Type: Alert

		Alert Condition: {IF Task “T088” is not completed after 4 Dec 2005, THEN Send Alert message to remind PIC; Else If Task “T088” is not completed after 6 Dec 2005, THEN Send Alert message to remind PIC, Send Alert message to Vendor for delay and adjust schedule planning; ELSE Send confirmation to Vendor for coding

		 Effective Period: From 4 Dec 2005 To 6 Dec 2005



Trustee

Vendor








