Data Security and Privacy
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Patient Personal Data: Private & Confidential (Restricted)

Secret: trade secret, national security – Industrial practice: only a few people can access it.

So, usually personal data is not classified as secret in the industrial sector

Practical security: covered, confidential label, and proper arrangement for transport

Information Security Triad (CIA): Confidentiality, Integrity, Availability.

The Compliance part is the most important – a loss of the USB, the response time to report the incident is important. The damages are not only to the organization, but create a lot of damages on the individual.
Risk management is only dealing with the reduction of the risk instead of getting rid of it.

From the new ordinance, Data user will be committing an offense for the misuse of data/information
Access to Data & Security in Design/Operation
Have separate tables within a database to store different class of data

So personal data is isolated.

Then linking the 2 tables can only be done thru some pseudo keys to reduce the risk of data leakage with personal data.

Roles and Groups:

Role: Doctors, Nurse, Administrator

Group: Manager, Officer

Rule Based Access Control:

ACL: Access Control List
Token (one time password) is mandatory for remote access
Finger print, Hand geometry, iris can be used.

Cryptography

Disclosed vs. Alternation
Why symmetric key is not good? Key distribution

https uses the RSA algorithm
Speed and shorter key length is preferred for practical purpose, and that is why symmetric key is used.
One half by a channel and another half by another channel, then the key can be distributed in a proper manner.
https: is tricky because the answer is both (hybrid) because of the key distribution problem. We use mechanism called PKI, once the public key is distributed, the rest is to use symmetric because of the speed.
VPN can be both but usually it is like the https (key distribution by asymmetric key then encrpt/decrypt by symmetric key)

Justification of safety and security: Visual Surveillance
If SARS reappears, HA can claim the exemption in sending data to 3rd party without asking the data subjects
PIA is important because it is data security right from the start when you are designing and implementing the project.
