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Course Syllabus:  
CISSP Preparatory course 

 
Enroll to Excellence

 
Objectives:  
This course provides an opportunity for Information Security Professionals to get prepared for the 
Certified Information Systems Security Professional (CISSP) Examination.  Ten CISSP information 
systems security test domains are covered. Instructor should be working within the industry. 
 

Medium:  
Cantonese supplemented with English 
 
CISSP examination specification: 
http://www.isc2.org 
 
Award of Certificate: 
Students who achieve an attendance of 75% or above are qualified for the Attendance 
Certificate issued by the Department. 
 
Topics include: 
 

• Access Control Systems & Methodology 
• Applications & Systems Development  
• Business Continuity Planning  
• Cryptography  
• Law, Investigation & Ethics  
• Operations Security  
• Physical Security  
• Security Architecture & Models  
• Security Management Practices 
• Telecommunications, Network & Internet Security 
 
• Other topics: Security practices within the industry & Examination techniques 

 
Total Hours: 60 
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