BHERGREERBER

HKBU Faculty of Science

DEPARTMENT OF COMPUTER SCIENCE

PhD Degree Oral Presentation

PhD Candidate: Mr. WANG Haixin

Date 20 August 2025 (Wednesday)

Time: 9:30 am — 11:30 am (35 mins presentation and 15 mins Q & A)
\Venue: ZOOM (Meeting ID: 981 9289 7853)

(The password and direct link will only be provided to registrants)

Registration: https://tinyurl.com/bucs-td (Deadline: 12:00 nn, 19 August 2025)

Towards Secure and Integrity-assured Blockchain Query Processing

Abstract

With the increasing enterprise adoption of blockchain for applications like supply chain management and
decentralized finance, the demand for efficient and trustworthy query processing over blockchain data has grown
dramatically. However, the decentralized nature of blockchains assumes no single trusted party, requiring query results
to be verifiable. While prior works like vChain introduced verifiable computation techniques to generate cryptographic
proofs alongside query results, existing solutions fail to meet critical enterprise requirements, such as practical public
key management, expressive query functionality, and data confidentiality.

To address these challenges, this dissertation explores novel techniques for secure and integrity-assured blockchain
query processing. First, we investigate verifiable blockchain Boolean range queries and design a new searchable
blockchain system, vChain+. Specifically, we propose a sliding window accumulator index for efficient query
processing and an object registration index for practical public key management without compromising security. To
support richer queries, we employ optimal tree-based indexes to index both keywords and numerical attributes of the
data objects. Several optimizations further enhance query performance.

Second, we address the problem of multi-chain query authentication. We propose a novel paradigm called verifiable
virtual filesystem (V2FS) that ensures compatibility with existing blockchains, supports diverse query types, and
guarantees query integrity. V2FS extends the POSIX 1/O interface, shifting the focus from verifying computation to
verifying data. This innovative approach empowers query clients to leverage an off-the-shelf database engine to evaluate
queries using verifiable data retrieved from an indexing service provider (ISP). It ensures strong integrity guarantees and
can be smoothly integrated with existing database engines. To achieve blockchain compatibility, we utilize the DCert
framework to certify blocks from different blockchains, making our system applicable to various blockchain systems.
Furthermore, we propose cache-based algorithms and a bloom filter-integrated algorithm to optimize query performance
and minimize network communication costs.

Third, we tackle secure collaborative query processing in multi-consortium permissioned blockchains. We present
C3MQ, a novel framework integrating blockchain consensus with secure multi-party computation (MPC) to ensure both
data confidentiality and query integrity. C3MQ advances the state-of-the-art Oblivious Yannakakis protocol by
achieving Byzantine fault-tolerant security via blockchain consensus, extending two-party MPC to multi-consortium
settings through secret re-sharing, and optimizing query plans using dynamic programming to minimize consensus
overhead. A delegation-based paradigm further enhances efficiency by offloading computations to delegated provers
using succinct cryptographic proofs, reducing redundant on-chain operations.
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