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ABSTRACT

The rapid advancement of multimedia generation technologies, from deepfakes to
sophisticated editing tools, has blurred the boundary between authentic and
fabricated content. Ensuring media integrity is now critical for information
dissemination, legal evidence, and social trust. At the same time, the rise of
powerful AI models introduces new challenges in model forensics, including
attribution, provenance, and protection against misuse. This talk addresses the
dual frontiers of media and model forensics, highlighting robust learning-based
approaches designed to withstand transmission degradation, adversarial attacks,
and obfuscation strategies. It will explore innovations in feature extraction,
resilient detection models, and emerging techniques such as model fingerprinting
for tracing and safeguarding AI systems. Together, these efforts point toward a
comprehensive framework for reliable and trustworthy forensics in an increasingly
digital and deceptive world.
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