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ABSTRACT

Public blockchains like Bitcoin and Ethe
economy. Blockchain is a native asset- ‘ ystem; whe_re/LtSAe
directly impacts financial risks and is. critic _\ebf\me&,lh :

between cybersecurity and economics in block K ystems—introduces distinct:
technlcal chaIIenges and opens up new design opport*nltik/ ]
Our recent research tackles these chaIIenges by discovering, understanding, and
“mitigating’ ' 'economic de5|gn flaws" with provable security across blockchains’
-infrastructure -and application layers. At the infrastructure layer, we uncover cost-
asymmetric denial-of-service vulnerabilities in Ethereum’s transaction admission-
control subsystems; including mempools (CCS'21) and RPC services (NDSS'21). We
advanced the field with semantic fuzzing for automated vulnerability discovery
(USENIX.Security'24) and provably secure defenses (IEEE S&P'25), with code
patches integrated into Ethereum clients. At the application layer, we investigated
financial risks, uncovering unfair trades and flaws in compositional smart contracts

(Euro S&P'23) and analyzing on-blockchain misuses of leaked private keys
(WWW'24).
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