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Deep Learning in Adversarial Environments and
Beyond

=) ABSTRACT

Deep Learning (DL) has achieved great success these days. It has been used in many applications in the real world,
even in safety-critical applications such as autonomous driving systems. It seems that we are ready for DL now.
However, is DL ready for us? In this talk, | will answer this question by exploring the threats of current DL systems in
adversarial environments where adversaries could manipulate inputs. To raise awareness of this threat and motivate
the investigation of defense, | will show the feasibility to apply this threat to the real-world. To address these
problems, | will introduce a principled method to mitigate this threat by exploring the properties of the learning model
or the data.
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BIOGRAPHY

Chaowei Xiao is an assistant professor at Arizona State University and the research scientist at NVIDIA Research.
Dr. Xiao received his B.E. degree in School of Software from Tsinghua University in 2015 and Ph.D. degree in
Computer Science Department from University of Michigan, Ann Arbor in 2020, respectively. His research interests
lie at the intersection of computer security, privacy, and machine learning. His works have been featured in multiple
media outlets, including Wired, Fortune, IEEE SPECTRUM. One of his research outputs is now on display at the
Science Museum in London. He has received the best paper award at Mobicom 2014 and ESWN 2021. His group
has multiple Ph.D. and internship positions. Feel free to contact him via email (xiaocw@asu.edu).
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