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to con5|der|ng automation apps, ignoring other loT contro Heh—2
commands, companion. apps, and physical operations. Second, it becomes
increasingly common that a smart home utilizes multiple 10T platforms, each of
which.has.a partial view of device states and may-issue conflicting commands. Third,
compared to detecting interaction threats, their handling is much less studied. Prior
work uses generic handling policies, which are unlikely to fit all homes. We present
loT-Mediator, which provides accurate threat detection and threat-tailored handling
in multiplatform multi-control-channel homes. Our evaluation in two real-world
homes demanstrates that loT-Mediator significantly outperforms prior state-of-the-
artwork. This work has been published at one of the top four security conferences -
USENIX Security 2023.
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