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Background and Motivations

Extensive deployed biometrics practical applications

Palmprint recognition — Amazon One

Iris recognition at Dubai’s airport

Border Control 3



Background and Motivations

Face Recognition Technology

BIOMETRIC
PAYMENTS
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N\ SnappPay

Contactless e-channel in HK

"'World's first' facial recognition ATM unveiled in China

202 — The year that facial recognition will lead the fintech
industry

MIT Technology Review:

10 breakthrough technologies 2017

ent.com

https://www.financedigest.com/2022-the-year-that-facial-recognition-will-lead-the-fintech-industry.html



Background and Motivations

Is Face Recognition Technology Secure?

ey

Primary students spoof the face recognition system of auto courier cabinet with
a printed photo

"A few days ago, the Science Team of Class 402 of
Xiuzhou Foreign Language School of Shanghai
International Studies University discoveredin an
extracurricular scientific experiment that as long as a
printed photo can be used instead of a real personto
scan their face, it can fool the Fengchao smart cabinet
in the community and take out parents’ personal
information. shipment. is this real?”
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News from https://www.sohu.com/a/347612078_115479



Background and Motivations

Vulnerabilities: Ratha et al. nemsysy 20011 pointed out eight
possible attacks on biometric systems

y 6. Modify
3. Override Feature Database template
extractor
7. Intercept
the channel
Human face v

____,| Sensor . Featurg Matching Results
Y Extraction
] | ] ‘ 8. Override

2. Replay 4. Synthesized c. Override final decision

old data Feature vector matcher

1. Fake
biometric

1, 6: specific for biometric systems



Background and Motivations

Face Presentation Attack Detection (PAD)
Face information can be easily acquired (facebook, twitter) and abused
3 popular attacks: Print (image), Replay (video), and 3D mask

)=

v/ Real Face X Prints Attack X Replay Attack X 3D Mask Attack

Low Cost High cost, but hard
to detect



Image and Video Face PAD

A straightforward approach: a two-class classification problem

Feature vector Classifier

Feature Real Face

5 extraction Learning //
Lll |ll|||i_..l.|||.| | |.||||

Texture feature [Maattaet.al, 1JCB11 ] Fake Face
Image Distortion Analysis [Diet.al, TIFS 15]




Image and Video Face PAD

Many methods have been proposed in the past decade

Input Feature Map Output Feature Map
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3D Face Recognition

Your face is your
secure password.

recorded imag

Face 1D is enabled by the TrueDepth
camern and |s smple to set up.
projects and analyses moee than

30,000 risible do1s 1o Create A precise
depth map of your face.

projector target object

FacelD iniPhone X

3D Face Recognition:

Announced on 12 September 2017 : Employed Structured-light 3D technology

https://matterandform.net/blog/how-do-3d-scanners-work 10


https://matterandform.net/blog/how-do-3d-scanners-work

3D Mask Face PAD

3D Mask Attack

With the advanced development on 3D reconstruction and 3D printing technology,
3D face model can easily be constructed and used to spoof recognition systems

Source: idiap.ch

Mask is made from ThatsMyFace.com



3D Mask Face PAD

The 3DMAD dataset

Score distributions of genuine, impostor, and mask attack scores of 3DMAD
using ISV for 2D face verification
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3D Mask Face PAD

Super-realistic 3D Mask

(a) (b)
Life face Real-F hyper real mask

Source: real-f.jp



3D Mask Face PAD

Custom Silicone Masks Datasets

Consider PAs performed using custom-made flexible silicone masks..
A new dataset based on six custom silicone masks

Bhattacharjee S, Mohammadi A, Marcel S. Spoofing deep face recognition with custom silicone masks, BTAS 2018



EEE NEWS

Brazil drug dealer dresses up as
daughter in bungled jail escape

O o5 August 2019 Latin America & Caribbean
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Fﬂ RT ll NE Airport and Payment Facial Recognition Systems Fooled by Mask... o @ @ Q

Airport and Payment Facial Recognition Systems
Fooled by Masks and Photos, Raising Security

By

The test, by artificial intelligence
company Kneron, involved visiting
public locations and tricking facial
recognition terminals into allowing
payment or access. For example, in
stores in Asia—where facial
recognition technology is deployed
widely—the Kneron team used high
quality 3-D masks to deceive AliPay
and WeChat payment systems in
order to make purchases.

Concerns

December 12, 2019

More alarming were the tests deployed at
transportation hubs. At the self-boarding
terminal in Schiphol Airport, the
Netherlands' largest airport, the Kneron
team tricked the sensor with just a photo
on a phone screen. The team also says it
was able to gain access in this way to rail
stations in China where commuters use
facial recognition to pay their fare and
board trains.
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Today Journey on PhotoPlethysmoGraphy based

Face PAD Methods for 3D Mask Attack

Local rPPG with Fast rPPG estimation Noise
Global background information for using Temporal disentangled
rPPG noise removal (ECCVa8) Similarity (TIFS 22) rPPG
(ICPR16) | AL (TIFS 24)
. N R Robust and Q\
q_e Local Multi-Channel %] generalised N\
- (PPG rPPG o B rPPG estimation
(ECCV 16) (TIFS 21) ’/ 1= (CVPR 23)
2016 2016 — 2018 2022 2023 2024
IS ' aml A
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PhotoPlethysmoGraphy (PPG

3d print

Sample over a duration of time

Flash

o [ " " " >
S Camera current time ! ! ' timeline

L.
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l frequency analysis

v 78 B P M (Beats Per Minute)

Arterial Supply .
wINay Snousp

Pic. from UCLA Lung Cancer Program http://lungcancer.ucla.edu/adm_tests_electro.html



History of PhotoPlethysmoGraphy

2016-2019

Applications: physiological
monitoring, Blood oxygen saturation,
Blood pressure, Cardiac output, Heart
rate, ...

F. Woning, >. Heimes and K. Van Laerhoven, "Unity in Diversity: Sampling Strategies in Wearable Photoplethysmography,” in IEEE Pervasive Comb




remote PhotoPlethysmoGraphy (rPPG)

sample over a duration of time

Image modified from: UCLA Lung Cancer Program: lungcancer.ucla,edufadm_tests_%t‘m
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Brief History of rPPG

Motion Augmented Videos
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Adversarial learning
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Privacy-protected Contactless Sleep Disorder

Monitoring and Detection

Sleep disorder Statistics:

Infrared LED 1
(1}

iiomereadasll 62% of adults around the world say they don‘t sleep as well
| ,Peloasedcamern as they'd like (Philips Global Sleep Survey, 2019).
Bi-modality A S i J\/\j\/ :JBF:;:R@:R; As many as 67% of adults report sleep disturbances at least
) L-D;f;c-u;e;_c;m_er_a_z“]-::cfefnfs:é%%iﬁéizi once every night (Philips Global Sleep Survey, 2019).
Rk A CamsSGi L TR 44% of adults around the world say that the quality of their
ggtniif;tr g i"N’M Regrossion 58 12 sleep has gotten worse over the past five years (Philips

______________

Global Sleep Survey, 2019).

- RS I
. fB:R;'.RfHRV Polysomnography (PSG) is the gold standard
SRR [ PTT i . . . . . .
i? mmW"]RE?fﬁé;Rv for sleep monitoring in clinical settings
e : RFSCG : [l i) @_'______J
Pati;nt s i 'A/W’W i‘[ Regression | *SBP 120
: T S— A new camera-based rPPG and

Seismocardiography (SCG) system

Y Zhui, Y Ge, QWei, Y Huang, D Huang, P CYuen, X Ji, F Xia, and W Wang, “Camera-based Bi-modal PPG-SCG: Sleep Privacy-protected Contactless Vital Signs
Monitoring”, Submitted to Journal under review, May 2024 22



Principle of rPPG Based Face PAD

essel

(@) rPPG signal can be extracted from genuine face skin.

(b) rPPG signals will be too weak to be detected from a masked face.
* light source needs to penetrate the mask before interacting with the blood vessel.
* rPPGsignal need to penetrate the mask before capturing by camera



Principle of rPPG Based Face PAD
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Global rPPG-based Face PAD [icPr 2016]
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X Li, JKomulainen, G Zhao, P CYuen and M Pietikainen, "Generalized face anti-spoofing by detecting pulse from face videos”
ICPR 2016 25



Experimental Results

Data:
3 DMAD [Erdogmus et.al TIFS'14]

255 videos recorded from 17 subjects
Masks made from ThatsMyFace.com

2 REAL-F Masks

24 videos recorded from 2 subjects
Hyper real masks from REAL-F

26



Experimental Results

Results on REAL-F (cross dataset)

Randomly select 8 subjects from 3DMAD for training and the e
other 8 subjects as the development set -

FPR FPR B
Method HTER(%) | EER(%) |@FNR=0.1%|@FNR=0.01%( [ #*%
Pulse (ours) 4.29 1.58 0.25 3.83
LBP-blk 26.3 25.08 37.92 48.25
LBP-blk-color| 25.92 20.42 31.5 48.67
LBP-ms 39.87 46.5 59.83 73.17
LBP-ms-color| 47.38 46.08 86.5 95.08




Limitations on Global rPPG method

Global rPPG signal is sensitive to certain variations such as
illuminations, head motion and video quality

rPPG signal strength may vary with different subjects



How to increase the robustness of
rPPG-based face presentation attack detection?



Local rPPG based Face PAD Method [eccv 2016
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SQ Liu, PCYuen, S P Zhangand GY Zhao' "3D Mask Face Anti-spoofing with Remote Photoplethysmography” ECCV 2016



Local rPPG based Face PAD Method

-------- Learning Local rPPG
Confidence Map

confidence
metric

Input Videos
". Local rPPG Extraction

mwvwi
rﬂll =

\\ , R g

Local rPPG
Correlation Model

Subjects

~Training |

Classifier

Masked Face Live Face

(a) Local ROIs are pre-defined based on the facial landmarks. Local rPPG signals are extracted from these local face
regions.

(b) Extract Local rPPG patterns through the proposed local rPPG correlation model.
(c) Training stage: local rPPG confidence map is learned, and then transformed into distance metric for classification.

(d) Classifier: SVM



Limitation on Local rPPG Approach

How to accurately obtain the liveness evidence from the
observed noisy rPPG signals?



Improved Method: rPPG Correspondence Feature

[ECCV 2018]
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1. SQLiy, XY Lanand PCYuen, "Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detedion”, ECCV 2018 33



Improved Method: Multi-channel rPPG

Correspondence Feature [TIFS 2021]
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1. SQLiy, XY Lanand P CYuen, "Multi-Channel Remote Photoplethysmography Correspondence Feature for 3D Mask Face Presentation Attack Detection”,
IEEE Transactions on Information Forensics and Security (TIFS), 2021. 34



Experimental Results

Dataset

3DMAD [TiFs14 Erdogmus et al]

HKBU MARs Vi+

Custom silicone mask attack dataset (CSMAD)
HKBU MARsV2+

(a) ThatsMyface (b) REAL-f (c) Silicone

VARIATION SUMMARY OF 3D MASK ATTACK DATASETS USED IN THE EXPERIMENT

Lighting Face (pixel)

#Subject/Mask | #Video | Mask Type | Condition Camera Resolution Compression
3DMAD [11] 17 17 255 TMF 1(Studio) Kinect 8080 Motion JPEG
HKBU-MARsVI1+ [14] 12 12 180 TMF+RF 1(Room) Logitech C920 200200 H.264
CSMAD [33] 14 6 246 Silicon 4 RealSense SR300 350x350 H.264
HKBU-MARsV2+ 16 16 1048 TMF+RF 6 3(C920, M3, MV-U3B) 200200 both
Summary 59 39 1729 3 12 6 4 2




Experimental Results

INTRA DATASET EVALUATION RESULTS(%) ON 3ADMAD

BPCER@ |BPCER@
HTER dev | HTER test | EER | AUC | APCER=0.1 | APCER=0.01

MS-LBP [7] 1.25 £ 1.9]4.22 £ 10.3]2.66 | 99.6 1.50 4.00
CTA [20] 2.78 + 3.6| 4.40 + 9.7 | 4.24 | 99.3 1.32 12.8
CNN 1.58 + 1.6| 1.93 + 3.4 | 2.07 | 99.7 0.38 4.26
FBNet-RGB [48]|3.91 4+ 2.4 | 5.66 + 9.7 | 5.54 | 98.6 2.21 19.9
GrPPG [12] 13.4 + 42132 + 13.2| 13.9 | 92.6 15.4 36.2
PPGSec [36] 152 + 4.4 159 + 14.6| 15.8 | 90.8 20.5 35.9
CFrPPG-crs 9.06 + 44857 = 13.3| 8.88 | 96.0 841 14.1
CFrPPG 595 + 3.3(6.82 £ 12.1|6.94 | 97.1 5.85 11.6
MCCFrPPG 442 + 23| 5.60 + 8.8 | 5.01 | 98.7 3.76 8.24

INTRA DATASET EVALUATION RESULTS(%) ON HKBU-MARSV2+

BPCER@ |BPCER@
HTER dev | HTER test | EER | AUC | APCER=0.1 | APCER=0.01

MS-LBP [7] 124 + 53129 + 144 12.8] 942 16.6 59.6
CTA [20] 13.1 + 4.6 |14.0 + 13.8 | 13.9 | 93.5 18.8 57.4
CNN 123 +3.9]13.3 + 12.1]13.3 | 93.8 17.1 64.2
FBNet-RGB [48] [29.4 + 3.0 | 29.7 + 89 [29.7| 77.8 |  57.3 89.7
GIPPG [12] 313423313+ 7.6 [32.1|743| 675 94.6
PPGSec [36] 144 +3.0]150 + 109|150 | 91.6 19.1 427
CFrPPG-crs 911+ 1.7 953 £ 6.1 |[9.55]963 | 923 36.7
CErPPG IR4 -+ 111301 27 1399 | 097 219 6 59
MCCFrPPG 2.88 + 09| 3.2 +3.2 (317|996 | 123 4.84

@ e B BABBE ES
(a) ThatsMyFace
WW"’ ® = OQBE@
4
(b) REAL-f

= eSS
=
5 —aF
room-ight dim-light bright-light

(%

sidelight

warm-light top-light

APCER: Attack presentation classification error rate” (false accept rate FAR
BPCER: “bona-fide presentation classification error rate” (false reject rate FRR)
36



CROSS-DATASET EVALUATION RESULTS (%) BETWEEN 3DMAD, HKBU-MARsSV I+, HKBU-MARSV2+, AND CSMAD.

A< B INDICATES THE EVALUATION ACROSS DATASETS A AND B, WHERE THE LEFT COLUMN IS A—B AND
RIGHT ONE IS B—+A. HTER STANDARD DEVIATION IS IN BRACKET

Methods 3IDMAD<MARsV I+ 3IDMAD<MARSV2+ 3DMAD<CSMAD MARsVI+<MARsV2+ MARsV [+<=CSMAD MARsV2+=CSMAD
MS-LBP [7] 36.8 (2.9 413 (14.00 | 47.7 (7.0) 432 (7.3) 50.6 (5.6) 42,7 (6.4) 45.2 (3.9) 24.6 (5.6) 42.3 (3.2) 45.0 (5.8) | 344 (3.8) 399 2.2)
CTA [20] 71.8 (2.1) 55.7 (8.7) 51.5 (2.4) 68.2 (7.7) 48.9 (5.8) 58.4 (7.8) 50.7 (4.8) 208 (5.4) 53.6 (5.0 37.8(4.8) | 35.7(3.3) 413 (3.7
CNN 494 (1.7) 62.5 (7.4) 50.8 (1.6) 46.5 (4.7) 45.6 (3.2) 46.5 (4.0) 31.3(5.1) 338 (17.0) 45.9 (4.3) 42,6 (5.6) | 45.7 (3.5) 423 (2.8)
=4 FBNet-RGB [48] 34.0 (1.4) 123 (106) | 445(0.3) 264 (21.5) | 46.3(2.3) 502 (18.1) | 43.2(1.4) 36.5(5.4) 41.6 (3.7) 409 (6.8) | 43.6 (3.4) 46.1 (3.4)
E GrPPG [12] 35.9 (4.5) 36.5 (6.8) 50.5 (0.2) 49.5 (4.0) 43.6 (3.7) 50.0 (0.0) 50.3 (0.2) 50.3 (3.3) 54.0 (11.4)  50.0 (0.0) | 44.1 (3.2) 50.6 (0.3)
- PPGSec [36] 14.4 (1.4) 19.1 (2.3) 33.5 (0.5) 14,0 (2.0 43,6 (1.5) 248 (11.9) | 31.5(1.6) 9.06 (1.4) 52.2(2.2) 376 (3.9) | 414 (3.8) 54.2 (4.6)
CFrPPG-crs 4.46 (0.9) 8.46 (0.3) 314 (1.0) 8.44 (0.6) 40.5 (2.6) 17.0 (7.2) 27.3 (1.5) 5.02 (1.7) 40.4 (2.9) 13.8 (8.0) | 36.0(4.8) 31.7(2.8)
Pl P ) e Tl )1"!"1 H"\Q‘\ AQI .rl"'l)‘l\ Ilﬂf."‘l’)\ é’l’l i1 I\ "!"}"J' :ﬁé} 6"}"} f]ﬁ\ Ilﬁ{ﬂ"!‘n '2")1 fl .I'"‘I\ "')"Il:fﬁﬂ\ “!M} "!"')'}.ri )I\ Iﬁd fﬁ.d\
MCCFrPPG 3.46 (l] 6) 4.78 (0 8} 3.76 (I] 2] 3.46 {0 6) 9.98 (0.4) 3.71 (0 8) 3.9 (U 2} 1.21 {0 6) 10.8 {0 5) 2.67 (0.9) | 10.5 (0 7} 4.08 ((} 4}
MSLBE 7] o7 B2 ST BRI T 382 R T 323 38 O8.0 o1
CTA [20] 459 48.6 48.9 40.1 50.7 46.5 52.8 84.5 48.8 61.5 67.1 62.6
CNN 72.1 50.4 52.7 86.1 78.2 75.5 76.9 884 62.0 83.7 81.1 67.9
U FBNet-RGB [48] 73.6 89.6 56.2 74.5 56.6 52.5 59.1 69.3 57.0 56.1 58.1 56.0
E GrPPG [12] 67.2 66.5 499 499 52.7 50.0 49.8 49.8 489 50.0 59.9 50.0
PPGSec [36] 91.8 87.2 73.5 91.8 60.7 77.2 76.4 96.5 52.1 533 61.7 58.7
CFrPPG-crs 08.9 95.3 77.3 95.8 67.0 84.7 82.5 08.9 654 88.6 66.4 80.0
CrTPPo A I8 1 50 g5 X0 953 FRRY L) T ) 7 e o) ERRY)
MCCFPPG 99.6 98.5 99.1 97.1 95.7 98.6 99.3 99.8 95.3 99,7 95,1 99.3
MS-LBP [7] 875 80.2 R6.4 87.5 80.0 83.0 840 641 854 87.1 78.2 78.3
CTA [20] 096.8 89.9 90.5 94.7 88.6 93.6 83.2 46.3 90.3 80.2 67.3 30.6
- CNN 864 90.5 00,7 354 49.3 69.1 61.3 30.2 84.9 498 65.1 75.5
® T | FBNet-RGB [48] 65.7 26.8 86.2 95.0 80.8 87.5 84.2 78.0 87.1 36.0 80.4 37.0
% % GrPPG [12] 75.8 86.3 89.9 90.0 85.5 90.0 89.8 90.0 88.7 90.0 76.7 90.0
E %_3 PPGSec [36] 16.9 26.2 79.6 17.1 874 46.5 76.6 09.42 91.6 83.7 76.3 79.2
M < CFrPPG-crs 1.33 3.79 80.4 8.03 63.5 46.3 61.6 2.25 65.1 39.2 56.7 71.6
CEPRG 283 A A4 17.Q Q R8 511 294 174 413 478 120 A17 100
MCCFrPPG 0.25 4.00 2.57 6.47 10.9 347 2.38 0.62 12.0 0.75 11.5 2.11
ESEBP 70 e 976 - a s 98 989 96 9878 7 S50 Cleny) 98
CTA [20] 099.3 97.4 08.8 99.9 98.1 99.3 95.9 93.0 08.7 96.2 88.7 97.4
= CNN 99.1 98.7 09.2 71.6 94.0 93.0 90.8 72.6 08.2 87.7 96.6 96.3
® T | FBNet-RGB [48] 097.8 66.8 97.3 99.9 99.0 98.5 96.8 06.2 099.1 97.2 9473 98.4
5 E GrPPG [12] 97.6 98.6 99.4 99.7 96.5 99.0 100.1 100.5 08.6 99.0 85.6 98.6
E E PPGSec [36] 25.8 45.0 04.8 36.1 98.6 64.6 94.8 17.3 999 96.0 96.2 89.5
/M - CFrPPG-crs 31.2 17.0 93.2 41.9 82.3 99.9 88.4 31.1 81.5 98.1 753 94.6
LDy 10 .0 14 2 691 17 () 20 1 I&’l éﬂd 127 SKQ 17 2 ’Té‘: ﬁQ
MCCFrPPG 7.63 8.59 10.8 10.7 46.9 8.09 7.92 2.79 40.9 5.50 38.6 7.72




Limitations on existing rPPG Methods

—
o

oo
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Observation Time Length(s)
N

PO

o
o

72 144 216
200 (bmp) Heart Rate(bmp)

Existing rPPG-based 3D mask PAD methods are based on spectrum analysis
—> Require long observation time (8-10 seconds) to identify heartbeat information



Learnable Temporal Similarity Analysis of rPPG (TSrPPG) for

Fast 3D Mask Face PAD

11\:1(8)

Amplitude Gradlent

local rPPG signals

10(s)

4
Masked Face

local rPPG signals

Reference:
1. SQLiu, XY Lan, and P CYuen, “Temporal Similarity Analysis of Remote Photoplethysmography (TSrPPG) for Fast 3D Mask Face Presentation Attack

Detection”, WACYV, 2020.
2.SQLiu, XY Lan and P CYuen, “Learning Temporal Similarity of Remote Photoplethysmography for Fast 3D Mask Face Presentation Attack Detection”, IEEE

Transactions on Information Forensics and Security (TIFS),2022.



The proposed TSrPPG

Amplitude
: - f' Rationale
k ) -‘ The periodicity information is not available
SIS / N\ within short observation time.
g r ol 7 NS Hard to adopt spectrum analysis
0 j 2 Correlation of local rPPG signals on genuine
z (a) faces is higher compared with those on

masked faces.
Design liveness feature in temporal space

_local rPPG signals

Masked Face = 0




The proposed TSrPPG

400

3 Amplitude TSrPPG; ;[m] = D(silt], s;[t +m])dt

g’ © ‘
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I ot | - Nt
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©
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Extract features on the result pattern
- Min, Mean, Std (... etc.)



The proposed TSrPPG -

TS’I‘PPGi’j [m] — 'D(Si [t], Sj [t + m])dt

Amplitude Gradient
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Masked Face > =

Final result is obtained through score-level-fusion



LeTSrPPG: Learnable rPPG to enhance Temporal

Similarity of TSrPPG

Gradient

=

\ rPPG Extractor

Local Consistent
_local PR signals

~ Genuine F

rPPG Extractor

Local Consistent
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—

o —
S

—_—

@ L
S

—

=

Masked Face



LeTSrPPG: Learnable rPPG to enhance temporal

similarity of TSrPPG

Learnable rPPG estimator:

Learn robust rPPG feature through 3D convolution

Spatial Temporal
:  Convolution E_EInstance;_,_; RelLU =

(C(+1)D) | i Nom
m _ §
Facia = . =] o = = = _,\.:5*
. = == ] ] w w w = &
ROI Clip o , : . : : : = ¢
AN HIEHIHIEEE A
Q c
(=] =] (=] [=] [=] i
g |S||o]|o]]|o]]|S]| o= A
ol l=ll=lELE=ELE
I | 73] D w ()] o

SQ Liy, XY Lanand P CYuen, “"Learning Temporal Similarity of Remote Photoplethysmography for Fast 3D Mask Face Presentation Attack Detection”, IEEE
Transactions on Information Forensics and Security (TIFS),2022.



LeTSrPPG: Learnable rPPG to enhance temporal

similarity of TSrPPG

Learnable rPPG estimator:

Learn robust rPPG feature through 3D convolution

Boost the discriminability of TSrPPG using local
consistency loss

Genuine face: Enhance the temporal similarity
Fake face: Reduce the temporal similarity

ROI_1 ROI_2 ROI_N ROI 1

ROIL.M

l ‘ ! Spatl al Tempo raI P :
+ Convolution '—hlnrafr?;e—l- Rel U ‘—+
Local Consistent Local Con5|stent H (C(2+1)D) -
rPPG extractor, rPPGextractor
A \‘ | v —
= ’ = Facia
.- ROI Clip
= | <
= =

tPPG_11PpPG_2 Consensus rPPG_N PPG_1 Consensus ,ppg

V\/ y " Y
Background Decorrelatior&*/v

Local Con3|stency Loss

SQ Liy, XY Lanand P CYuen, “"Learning Temporal Similarity of Remote Photoplethysmography for Fast 3D Mask Face Presentation Attack Detection”, IEEE
Transactions on Information Forensics and Security (TIFS),2022.

ST. Conv. 64’

Average Pool 3

Loss



LeTSrPPG: Learnable rPPG to enhance temporal

similarity of TSrPPG

Learnable rPPG estimator:
Learn robust rPPG feature through 3D convolution

Further boost the discriminability of TSrPPG
Genuine face: Enhance the temporal similarity
Fake face: Reduce the temporal similarity

ROLT  ROI2 ROI N ROl 1 ROLM
g Lr";:;‘('fe"x”tf;‘;?‘ “Fa C|aI TS rPPG Background TSrPPG
= } l — Improve TSrPPG in rPPG extraction stage
H f:éz H é (i % Enhance the consistency of local rPPG signals
L < u = Reduce the correlation between background rPPG and facial
tPPG_1rPPG 2 ConseU ” ﬁ 1 Consensus rpsﬁ,\n/v (PPG
Backgrund Bsccrsistio

Local Consistency Loss

Loss
SQ Liy, XY Lanand P CYuen, “"Learning Temporal Similarity of Remote Photoplethysmography for Fast 3D Mask Face Presentation Attack Detection”, IEEE

1
Transactions on Information Forensics and Security (TIFS),2022



LeTSrPPG: Learnable rPPG to enhance temporal

similarity of TSrPPG

Experimental Setting:

Lighting Face (pixel)

#Subjects/Masks | #Video Slots | Mask Type | Condition Camera Resolution Compression
3DMAD [13] 17 17 2550 TMF 1(Studio) Kinect 8080 Motion JPEG
HKBU-MARsV1+ [15] 12 12 2160 TMF+RF 1(Room) Logitech C920 200200 H.264
CSMAD [30] 14 6 1582 Silicon 4 RealSense SR300 350x350 H.264
HKBU-MARsV2+ 16 16 12480 TMF+RF 6 3 3
Summary 59 39 18772 3 12 5*

I
<l
(]
S

(a) ThatsMyface (b) REAL-f (¢) Silicone

Evaluation Protocols:

Intra-dataset evaluation
Leave one subject out cross validation (LOOCV)

Cross-dataset evaluation
Train and test on different datasets

ﬁnugl
ﬂzﬁm@m




LeTSrPPG: Learnable rPPG to enhance Temporal

Similarity of TSrPPG

Intra dataset evaluation with short observation time (1 second) :

HTER _dvlp | HTER _test | EER | AUC HTER_dvlp | HTER_test | EER | AUC
GrPPG 341457 | 33.7£11.6 | 383 | 659 GrPPG 202+ 4.7 20.1£9.7 | 338 | 72.0
PPGSec 33.3 4+ 3.1 33.0£8.1 | 348 | 694 PPGSec 424 + 2.1 429 4+58 | 43.0 | 59.3
LrPPG 452+ 3.2 448 £ 8.8 | 45.3 | 55.7 LrPPG 453 +£3.7 | 45.1 £12.0 | 453 | 56.2
CFrPPG 328 +1.7 327+74 | 325 | 70.8 CEFrPPG 41.6 £33 42.1 +£5.6 | 420 | 60.8
TransrPPG 207 4+2° 2706 +873 70 R R4 3 TranstPPG 329 + 2R VT L4 33 1 720
TSrPPG 13.1 3.0 | 134+112 | 13.3 | 938 TSrPPG 21.5+2.6 223 +88 | 22.0 | 85.2
LeTSrPPG 11.5 +£ 2.7 11.8 8.6 | 119 | 944 LeTSrPPG 153 +2.2 158+ 6.5 | 15.7 | 91.5
3DMAD HKBU-MARsV1+
3DMAD HKBUMARsV 1+

Is 28 3s 4 [s 28 3s 4s

GrPPG [14] 659 79.1 846 877 | 720 792 803 823

LrPPG [13] 094 841 893 920 | 593 715 788 845

PPGSec [40] 557 683 745 80.0 | 562 744 767 79.8

CFrPPG [15] 70.8 88.1 931 944 | 608 78.6 858 89.0

TrapstPPG (411 | 845 873 894 881 | 720 768 776 796

TStPPG 93.8 970 97.7 984 | 852 §9.0 899 90.3

LeTSrPPG 944 971 98.0 98.6 | 91.5 96.0 973 98.0

Performance (AUC) with different length of observation

SQLiu, XY Lan and PCYuen, “Learning Temporal Similarity of Remote Photoplethysmography for Fast 3D Mask Face Presentation Attack Detection”, IEEE Transactions on Information
Forensics and Security (TIFS),2022.



LeTSrPPG: Learnable rPPG to enhance temporal

similarity of TSrPPG

Overall comparison with state of the arts on both intra and cross dataset evaluation
(1 second)

TSrPPG and LeTSrPPG achieve the best robustness and top-level discriminability

- - - - F - - - L o —————— e ——————— | 0_5 i t T i 05 4 i f
' TCTA
+CTA rpp BT PESec *crp *gPGSQC
0.9 1 LeTSIPPG Sl e VGG16 e i
i ST CDCN DeepFixBis
C[ﬁ'@ﬂﬁ LBP DeepPixBis CFPPG CFIPPG
TSIPPG 04k +FaceB1g | 04+ '|'MS-LBF‘
+FaceBag
- 0.8 - —
® @ o
% % VGG16 '*'Traner‘PG % '*TransrPPG
9 *7 VGGi16| T 0.3 F D 03¢F
§ 07 F ransrPPG J % §
O O O
os | FraceBag CDCN 02} TSIPPG 1 oz} TSIPPG
. CFrPPG DeepPixBis, |
PPIBioS 1 5 . LeTSIPPG LeTSIPPG
LrPPG +cTA _
PRGSHGIPPG .
05 1 1 1 0_1 L 1 i 1 01 L 1
0.6 0.7 0.8 0.9 1 0.1 0.2 0.3 0.4 0.1 0.2 0.3 0.4
Intra-dataset Intra-dataset Intra-dataset
(a) AUCs 1 (b) EERs | (c) HTERs |

SQLiu, XY Lan and PCYuen, “Learning Temporal Similarity of Remote Photoplethysmography for Fast 3D Mask Face Presentation Attack Detection”, IEEE Transactions on Information
Forensics and Security (TIFS),2022.



How to improve the robustness and generalization of
rPPG estimation (1)?



Existing Approaches for Cross Domain Estimation

Problems:
Robustness of rPPG estimation
Generalisation to unseen interference

» Solution 1: GAN-based

* Perform well under intra-dataset evaluation
* Not aim to handle unseen scenarios

Source

Fake

oo

G teeees » SYN e Real

»Solution 2: Unsupervised domain adaptation

* Denoise -> domain invariant feature

* Successful experience in natural image tasks
* Domain classification may not give sufficient
information in rPPG regression task

Source

D or
Target

[1] Ganin, Yaroslav, et al. "Domain-adversarial training of neural networks." The journal of machine learning research, 2016.
[2] G. Wei, C. Lan, W. Zeng, Z. Zhang, and Z. Chen, “Toalign: Task-oriented alignment for unsupervised domain adaptation,” Advances in Neural Information Processing Systems,
51

vol. 34, 2021



Dual-bridging with Adversarial Noise Generation for

Domain Adaptive rPPG Estimation [cvPRr23]

NR | : Noise Reducer

Source feature GTPPG
5," S I\ I\ N \
> S 3 \
2 © J N
S
rPPG signal

BE - B
i SngP
Emﬁﬂ

Source domain

v
10)0e40X3
ainjea4

stage (I-/I;I =
> NR 53
8 @
g
- } estimated rPPG
Target domain Denoised target feature

JDu, S Liu, BZhang, P CYuen, “Dual-bridging with Adversarial Noise Generation for Domain Adaptive rPPG Estimation”, CVPR 2023



Dual-bridging with Adversarial Noise Generation for

Domain Adaptive rPPG Estimation

NR | : Noise Reducer
D] : Domain Classifier
""" : Backpropagation

R Source feature
¢ Gradient Reverse A GT PPG

v
Jjorewns3
9dd!

y
//

Adversarial

Domain Adaptation rPPG signal

HEE - B

i SquP

Eiﬁm %‘7:%0&- -

' ‘ : |D ]8T
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l10)0enx3
alnlea
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g
- } estimated rPPG
Target domain Denoised target feature

JDu, S Liu, BZhang, P CYuen, “Dual-bridging with Adversarial Noise Generation for Domain Adaptive rPPG Estimation”, CVPR 2023



Dual-bridging with Adversarial Noise Generation for

Domain Adaptive rPPG Estimation

NR | : Noise Reducer
D] : Domain Classifier
""" : Backpropagation

RN _ Source feature
“.¢ . Gradient Reverse

»NR — .- -

> P ~
7 ~
4 W

loyewns3y
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99 WA rPPG signal
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inference stage
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Target domain

JDu, S Liu, BZhang, P CYuen, “Dual-bridging with Adversarial Noise Generation for Domain Adaptive rPPG Estimation”, CVPR 2023



Dual-bridging with Adversarial Noise Generation for

Domain Adaptive rPPG Estimation

Adversarial Noise Generation
Conditioned on NR

NR | : Noise Reducer \
— G . )/\

D] : Domain Classifier Noi G NR
olse .
..... - Backpropagation Generator
{21 - Gradient Reverse s o NR JUPEEA =
\ /,/ N' J » \\ (I_nn
! ”j ), \l = :‘U
e it A b F
\ , S

Dual-bridgin s Je Wy SN
ging ’:'\M/ rPPG signal

10)0e40X3

inference stage

9dd

Jorewns3y

NN

estimated rPPG

enoised target feature

Target domain

JDu, S Liu, BZhang, P CYuen, “Dual-bridging with Adversarial Noise Generation for Domain Adaptive rPPG Estimation”, CVPR 2023



Dual-bridging with Adversarial Noise Generation for

Domain Adaptive rPPG Estimation

NR | : Noise Reducer
D] : Domain Classifier
""" : Backpropagation
' : Gradient Reverse

Source domain

10)0e40X3

Target domain

Source feature

Adversarial Noise Generation

I
G _NR

Generator

5
o] » P ~
> —> NR - .

loyewns3y
9dd!

Dual-bridgin s Je Yy SN
ging ’:'\M/ rPPG signal

inference stage

9dd/

Jorewns3y

NN

enoised target feature
estimated rPPG

! Hard Noise
Pattern Mining

JDu, S Liu, BZhang, P CYuen, “Dual-bridging with Adversarial Noise Generation for Domain Adaptive rPPG Estimation”, CVPR 2023



Experiments

4, datasets < |
PURE, MMSE-HR, UBFC,
C O H F AC E Steady sit Head translation

Variations:
lllumination e i |
Facial motion and expression, g Co@rre o OMIBEE
Camera and video H H am = 1 |
compression i | N @
Skin tone (c) UBFC‘ | - Iig(hc;) COHFACE e

Heartbeat ranges



Dual-bridging with Adversarial Noise Generation for

Domain Adaptive rPPG Estimation

Method MAE RMSE r Method MAE RMSE  r
Li2014[16] 1995 038 GREEN [40] 447 116 0.842
CHROM [5] . 1397 055 ICA [32] 351 864 0.908
Task- Tulyakov2016 [39] 1137 071 CHROM [5] 344 461 0968
, ST-Attention™ [29] - 10.10  0.64 POS [41] 2.44 6.61  0.936
independent RhythmNet [27] - 503 0.86 CK [35] 229 380 0981
uat CVD* 4] ot osd Frédéric 2] 545 864 -
evaluation on PhysNet [1] 1395 044 HeartTrack [3 1] 241 337 0983  Participant-
MMSE-HR DeepPhys [2] 443 998  0.80 ETA‘%*[PP]GN“[ . i'jg 3'3; g'gi independent
dataset E;Eﬁg[[ ]] 8 ;é; g'gg PulseGAN [34] 119 210 098  evaluationon
BVPNet [4] ~ 747079 ?S‘S'EPP]G[ oo e 0 UBFCGrPPG
Federated2022 [23] 299 242 0.79 Gideon2021 [4] 36 46 095 dataset

EfficientPhys-C [22] 291 543 092 Federated2022 [23] 2.00 438 093

EfficientPhys-T1[22] 348 721  0.86 Dual-GAN [2] 044 067  0.99
PhysFormer” [19] 2.84 536 092 ContrastPhys [37]  0.64  1.00  0.99
ERM [ 1] 130 258  0.99 ERM [ 1] 075 181  0.99
DANN [7] 124 271 099 DANN [7] 058  1.19  0.99
CST[17] 120 242 099 CST[17] 0.41 1.04  0.99
Ours 0.85 2.05 0.99 Ours 0.16 0.57 0.99

" Trained on VIPL-HR datasets due to the large model-scale 58



Dual-bridging with Adversarial Noise Generation for

Domain Adaptive rPPG Estimation

MMSE-HR — PURE PURE — MMSE-HR

Method MAE RMSE r MAE RMSE r

CHROM [5] 3.25 12.92 0.84 5.72 12.69 0.58
POS [41] 2.83 12.49 0.85 4.98 13.11 0.53
CVD [28] 2.75 3.98 0.98 4.08 7.03 0.84
ERM [12] 2.49 8.48 0.93 2.59 5.44 0.96
DANN [7] 2.69 6.97 0.95 284 7.65 0.93
CST[!7] 1.27 2.96 099 232 5.97 0.96
EfficientT1 [22] - - . 3.04 5.91 0.92
PhysFormer [49] - - - 2.84 5.36 0.92
Synthetic [25] - - . 2.26 3.70 0.97

[ Ours 1.10 1.67 099 1.71 3.72 0.98 ]

Cross-datasets -



How to further improve the noise robustness and
generalization of rPPG estimation (2)?



Noise Disentangled DeeprPPG Framework

[TIP 24]

> DeeprPPG backbone

Dj STconv Layer

l...

LY 1
4"

g
*

DeeprPPG-¢

1. SQ. Liu and PC. Yuen, “"A General Remote Photoplethysmography Estimator with Spatiotemporal Convolutional Network,” FG, 2020.
2.5QLiu and P CYuen, "Robust Remote Photoplethysmography Estimation With Environmental Noise Disentanglement” TIP, In Press, 2024



Noise Disentangled DeeprPPG Framework

Dj STconv Layer

We want to disentangle the environmental
noise from the physiological signals at feature
level:

— DeeprPPG-¢ Xraw = Xphy T Xnoise
Xphy = Xraw — Xnoise



Noise Disentangled DeeprPPG Framework

~ DeeprPPG-¢
Noise Disentangler

Disentangle the environmental noise X pise
from the observed raw signal feature x



Noise Disentangled DeeprPPG Framework

Canonical
Dj STconv Layer m FC Layer m Correlation Layer

.
.
-----

-’0 ) D .
.:‘ Canonical Correlation
Xhoise Regularizer

Il

Adversarial training: two-player min-max game:

Lagy = min max Dist(D (cp(z) — B((p(z))) ,D (B((p(z))))




Noise Disentangled DeeprPPG Framework

Canonical
Dj STconv Layer m FC Layer m Correlation Layer
Lony
Xphy“" " De
\
e
el ’......‘v 0‘\,‘)
LT Py . %e £
. o adv
: ‘l SILL N &0\
=.
. n,*
\‘ .:" Canonical Correlation
@t Xnoise Regularizer
(N R ‘$

DeeprPPG-¢
Noise Disentangler

Use background regions as reference to train the Noise Disentangler B(x)



Dj STconv Layer m FC Layer m Canonical

Correlation Layer

aun=® pune
.

Background .
Regions

N Xnoise
DeeprPPG-¢

nEE,,

Canonical Correlation
Regqularizer

*

N\ R

) NN
Noise Disentangler ’
-

DeeprPPG-{/

Noise Disentangled DeeprPPG Framework



Noise Disentangled DeeprPPG Framework

Canonical
Dj STconv Layer m FC Layer m Correlation Layer
Lony
Xphy“" *De
3
. e?
"'-.--v ‘\’b
NS REN . 2"
Ky A 5&° Lagy
:. -I ““-.‘ &
5 5, ;" Canonical Correlation
., 4 @t Xnoise Regularizer
L N ..“ " NN \}Lnoise
- . . —_cnd
Background DeeprPPG-¢ \oice Dicentan . 5\<\0N°\565\9-
Regions oise visentangler --Vi_#’__,___,.--""_j
DeeprPPG-{/

The noise rPPG signals extracted from skin region and background region should be similar



Noise Disentangled DeeprPPG Framework

Canonical
Dj STconv Layer m FC Layer m Correlation Layer
NN NN Lopy
N I I ">
Xphy“"“ DeeprPPG-/
N
N e
g "---.-V ‘o
e LT T ™ . : “Ga“ £
. o ady
: ‘l SILL N &0\
S % N Canonical Correlation
. A O X .
. . noise Regularizer
I R B . ® i}
N R N .'0
lll.. X — 1
”“ ENRNRNRN gﬂa\}Lnoise

™ Background BEDRIRRCP L % ! (\NO\QS\
J Noise Disentangler S\<\

Regions
DeeprPPG-y/ 5\9“3\5

No\se

gackgr® o

The noise rPPG signals extracted different background regions should be similar to each other



Experiments

Datasets
PURE

6 statuses: steady sitting, talking, slow head translation, fast head translation, small head rotation, and
medium head rotation

Industrial camera, uncompressed video storage.

COHFACE
2 lighting conditions: (a) studio light (b) natural side
Web camera, compressed video storage.

UBFC

Small head movement (Subjects are asked to play a time sensitive mathematical game)
Larger heart rate variation (80-120 bpm)
Logitech Cg20, uncompressed video storage

MMSE-HR

Spontaneous larger facial expressions and head motions
dark skin tones

MAHNOB-HCI

subjects are stimulated with emotion-eliciting clips and behave with corresponding facial expressions and
head motions



Experiments

Evaluation of average HR on PURE, COHFACE, UBFC

Performance metrics:
RMSE (root mean square error)
MAE (mean absolute error)
Pearson correlation R



Experiments

MAE (bpm) RMSE (bpm) R MAE RMSE
MAE  RMSE ICA[1] 8.16 13.99 0.36 (bpm)  (bpm) R
MRICA 5.87 11.26 0.55 GREEN 147 116  0.842
(bpm)  (bpm) R iBCG 8.20 14.09 0.39 ICA [1] 351 864 0908
2SR 2.44 3.06 0.98
. : - CHROMI2] 8.44 13.74 0.34 CHROMI2] 3.44 461 0.968
CHROM 2.07 2.50 0.99 LiCVPR 19.98 25.59 -0.44 POSI[4] 2.44 661 0936
LiCVPR 28.22 30.96 -0.38 25R1 20.98 25-?4 —(}-3(2 CK [5] 2.29 3.80 0.981
HR-CNN 1.84 2.37 0.98 E‘;ﬁéﬂ 1] g?ﬁ i {') : ;g 8:}; Frédéric [6] 5.45 8.64 -
- ) . 2 - 8
CVD 270 285 0.1 Two-stream CNN[{2]  8.09 9.96 0.40 MetarPPOLL | 357 142 058
DeeprPPG 0.28 0.43 0.999 MOMBAT[11] 5.89 - 0.62 C\;D[9]‘ 188 23 0.10
ND-DeeprPPG 0.18 0.41 0.999 EEMD-MCCA[10] 2.08 4.80 0.91 : — :
cVDIal 42 177 0.01 DeeprPPG 0.67 1.70  0.995
Evaluation results on PURE DeeprPPG ND-DeeprPPG | 0.31 098  0.999
ND-DeeprPPG Evaluation results on UBFC

Evaluation results on COHFACE

[1] Poh et.al., "Non-contact, automated cardiac pulse measurements using video imaging and blind source separation.”. Optical Society of America, 2010

[2] G. de Haan et al., “Robust pulse rate from chrominance-based rppg”, TBE, 2013

[3] R. Spetlik et al., “V|suaI heart rate estimation with convolutional neural network”, BMVC, 2018

[4] Wang et.al. “Algor|thm|c principles of remote PPG”, TBE, 2015

[5]1Song et.al. “New insights on super-high resolution for V|deo based heart rate estimation with a semi-blind source separation method”, Computers in Biology and Medicine, 2020
[6] Frederic et.al., “3d convolutional neural networks for remote pulse rate measurement and mapping from facial video”, Applied Sciences, 2019

[7] Olga et.al., “HeartTrack Convolutional neural network for remote video-based heart rate monitoring”, CVPRW, 2020

[8] Lee et.al,, “Meta -rppg: Remote heart rate estimation using a transductive meta-learner”, ECCV, 2020

[9] Niu et.al., "Video-based Remote Physiological Measurement via Cross-verified Feature Disentangling”, ECCV,2020

[10] Song et. aI , "Remote Photoplethysmography with an EEMD-MCCA Method Robust Against Spatially Uneven Illuminations”, Sensors Journal, 2021

[11] P.Gupta et. aI “*Mombat: Heart Rate Monitoring from Face Video using Pulse Modeling and Bayesian Tracking”, Computers in biology and medicine, 2020
[121Wang et.al., “V|5|on Based Heart Rate Estimation via a Two-Stream CNN”. ICIP, 2010



Qualitative comparisons

=, /\K\ Q \ I [ ‘ﬂ A R\\ = ‘m’ A Al :’A A A ’ I 5 \
NI L IVVAANAY L NN L | e

A

R
\/\/\/4

M\/xwﬁ (w\«mmxf

B Ao N 2117 VY VVV ted ol 55
BT S oo 2odp) o 0 20 40  60(s)
(a) PURE
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂm
m /\\/ \/\ /\ h\ \/X\V/\\}A I{ /N wf\j\‘ /\\/ X rH‘ | ss\f\\/\/\\ﬁ(v
T el T r Ton T w0 20 40 60(s)
\/ \(\]l \\/ xﬁ \/ \q} ﬁ.c | N /\f‘\v \\r/\j\ / A ' f\?\b&k%/\\ \\ j\\f\ ;\‘ 1 :: ‘?\‘",‘f'/::‘“,.wd
,,,,,,, Rl d 0 20 40 60
]ll]lll]lllll]ll]ju
J \\/\\U/\Qﬁ\/\ i ,” /\\/ [\\/[\\7/\\0 ‘ > f\ A ‘/\*] \‘/\’ ﬂ = \J#‘ N.Q?V
; S e o ‘s:o e mmm 0 20 40 60(9)

(b) COHFACE
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Fig. 9. Qualitative comparisons of , ND-DeeprPPG, and ground-truth PPG on PURE, COHFACE, and UBFC dataset. rPPG signal slots and

corresponding spectrums are visualized. Right column shows the HR trace where each point of HR (bmp) is obtained from 6 secs. signal. with stride = 1sec



Experiments

Ablation Study

Components COHFACE
Lohy Ladv Lnoise Lpg | MAE (bpm)  RMSE (bpm) R
v 3.07 7.06 0.86
v v 1.67 5.85 0.94
v v v 1.11 3.90 0.94
v v v v 0.64 1.89 0.98

Ablation study of the four components of ND-DeeprPPG on COHFACE dataset

Different Backbone

MAE (bpm) RMSE (bpm) R r Spatia|-1+'emporal :T‘ ‘ +
DeeprPPG((2+1)D) 3.07 7.06 0.86 ‘| " Convolution | ! -
DeeprPPG(3D) 2.05 6.80 0.82 3 ] 4
ND-DeeprPPG((2+1)D) 0.95 2.84 0.98 L Bathlorm |, |72 P
ND-DeeprPPG(3D) 0.84 2.86 0.97 R ] N ¥ .ﬂ
Evaluation the effectiveness of ND-DeeprPPG using different f) o o
a Cc

spatiotemporal convolutions on COHFACE dataset
3D (2+2)D



Visualization of the Disentangling Process

Visualize the correlation of rPPG signals of Y (x,1,,) and Y (Xppise):
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Visualization of the Disentangling Process

Visualize the correlation of rPPG signals of Y (x,1,,) and Y (Xppise):
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Experiments

Cross-dataset evaluation between PURE, COHFACE, and UBFC

PURE— UBFC UBFC—PURE
MAE] RMSE] RT | MAE] RMSE] RT

DAE 2.70 5.17 0.96 : 5 5
PulseGAN 2.09 4.42 0.97 : : :
Dual-GAN 0.74 .02 0.997 : - :
DeepPhys 1.02 2.53 099 | 5.80 17.1 0.71
PhysNet 1.99 4.49 097 | 8.39 19.2 0.71
TS-CAN 0.99 2.41 099 | 575 16.3 0.74
DeeprPPG 2.30 4.15 097 | 029 0.63  0.997
ND-DeeprPPG | 0.34 098  0.999 | 0.17 035  0.999

PURE—COHFACE COHFACE—PURE
MAE  RMSE MAE — RMSE
(bpm)  (bpm) R | (bpm) (bpm) R
HR-CNN* - - - 8.72 11.0 0.70
Two-stream CNN* - - - 9.81 11.81 0.42
DeeprPPG 7.66 1335 0.46 | 6.55 20.83 0.54
ND-DeeprPPG 3.04 7.10 0.78 | 0.29 0.62 0.997
UBFC—COHFACE COHFACE—UBFC
MAE RMSE MAE  RMSE
(bpm)  (bpm) R (bpm)  (bpm) R
DeeprPPG 4.0 10.6 0.70 4.52 9.69 0.86
ND-DeeprPPG 2.39 6.65 0.84 0.49 1.12 0.998




Experiments

DeeprPPG for 3D mask face PAD

Extract local rPPG signals from forehead, cheek
and low-face region

Apply LrPPG on the extracted 3 local rPPG signals

3DMAD HKBU-MARsVI1+
HTER _dev(%) | HTER test(%) | EER(%) | AUC(%) | HTER dev(%) | HTER test(%) | EER | AUC(%)
CHROM 10.82 11.65 11.68 94.69 8.83 10.10 9.81 96.48
DeenrPPG 16 46 1715 17 04 29 6] 37 67 2R 83 3R 2R 64 90
ND-DeeprPPG 8.42 8.81 8.51 94.77 1.88 2.67 2.19 99.14

Intra-dataset evaluation on 3DMAD and HKBU MARsV1+ using LrPPG with different rPPG extractor

HKBU-MARsV1+—3DMAD 3DMAD—HKBU-MARsVI+
HTER _test(%) | EER(%) | AUC(%) | HTER test(%) | EER | AUC(%)
CHROM 12.47 12.47 93.97 11.23 10.90 94.88
DeeptPPG 48 25 5103 50.03 40 83 47 42 54 39
ND-DeeprPPG 7.24 7.76 95.76 2.81 3.42 99.12

Cross-dataset evaluation between 3DMAD and HKBU MARs Vi+ using LrPPG with different rPPG extractor



Experiments

Performance comparison with various training video clip lengths: T=32,
64,128, 256

Demonstrate the effectiveness of ND-DeeprPPG using different video clip length
settings

MAE RMSE

N WP U1 OOy 0L

ND-DeeprPPG DeeprPPG ND-DeeprPPG DeeprPPG

COHFACE:



Vision-Language Model for FAS

» Aligning the image representation with an ensemble of class text prompts.

=a photo of | [[ELS]|| “in” [Dnmain TDI{EHJ “it ig® ﬁ:httac}c Type]]
E-

Domain Prompt

— ]_____ Learner

Visual _ # & Textual
Encoder | Encoder
v L _

“a photo of” | |[CLS]

Visual # & Textual
Encoder o Encoder
— i

(a) Intuitive solution of CLIP for Face Anti—Spomfing|

[

(b) Bottom-Up Domain-Generalized Prompt Tuning for FAS (ours)

» Question: How to further improve the domain generalizability of Vision-Language-based FAS

model?
v" Solution: Introduce domain information with Prompt Tuning.

{a photo of [CLS] captured under [Recording Setting]}

» Issues: How to define domain?
How to ensure domain information helps learn more generalized FAS feature?

Srivatsan et al. (2023). “Flip: Cross-domain face anti-spoofing with language guidance.”, ICCV, 2023



Bottom-up Domain Prompt Tuning ccvae,

Initial CLIP visual embedding space

Context
Content ~

Learned domain prompt embedding space
e :

P | ety e 11 R
0 Visual i

e rcoer Domain Prompt

B L — Learner =

A
Adversarial Learning ClipScore Style
DP Alignment DP Alignment
x \
- o N4

X

Context-Aware Adversarial Recording
Domain Prompt Learning

“a photo of” “in” [Domain TokenRJ “itis” |[Attack Type]

| Domain Prompt
I Learner {

mask

print
\ ¢ video
P T/ S5 ol

"H B & ': /’
_| visual | (A “ ,\,J Textual
* Encoder »_—\ri) 4\ ‘ Encoder | =
) | »
- e,

/

live
Frozen

z 3 . YTuned = - s
Bottom-Up Domain-Generalized Prompt Tuning Spaofing Domain Prompt Tuning

BUDOPT: Covering different levels of domain variance to improve generalizability

S Q Liu, B Q Wang and P C Yuen, “Bottom-Up Domain Prompt Tuning for Generalized Face Anti-Spoofing”, ECCV 2024.



Bottom-up Domain Prompt Tuning ccvae,

» Recording Domain Generalized Prompt Learning

v" Employ Prompt Learner PL to learn the generalized domain prompt p;p from vision domain features.
v' CLIP score-based DG learning strategy: For image embedding, push away domain-specific prompt
Pp, (4, ) and pull with generalized domain prompt psp (A).

2x(M+1)

€X (<fb(w):ft(10z)>)
ﬁcc - - lo ( J P
2 e 2D exp((fol), fi(pr)))

| Domain Promet L. ), @) @D AGDAED @& @

| Learner %y

= 1 0O o o 10 0 0
BEES SO
= — N 0 0 0 1 0o 0

ax— —Q0

» Domain Partition Strategies: dataset, capturing devices, environments, sessions -
S Q Liu, B Q Wang and P C Yuen, “Bottom-Up Domain Prompt Tuning for Generalized Face Anti-Spoofing”, ECCV 2024.



Bottom-up Domain Prompt Tuning ccvae,

P
Content Coptaxt
» Context-aware Domain Clue > //:-\‘

. Wichl: ) B s ] 2 i3
Highlight t.he shallow Iayer s-context | ] . v | [Domain Prompt
patches with purer domain information. ) Learner

' /A
. . . Adversarial Learning ClipScore Style
» Adversarial Domain Prompt Learning DP Alignment DP Alignment

* Minimize the domain-specific trace in

X

prompts h - -"‘\i‘,
. ®__.

X

Context-Aware Adversarial Recording
Domain Prompt Learning

S Q Liu, B Q Wang and P C Yuen, “Bottom-Up Domain Prompt Tuning for Generalized Face Anti-Spoofing”, ECCV 2024.



Bottom-up Domain Prompt Tuning ccvae,

» Spoofing Domain Discriminative Prompt Tuning

. . . int
e Attack types can be clearly described with high-level textual prompts . 5{5290
* Regularize the visual embedding with finer grained attack types text ; mask

ﬁt — — Nz*ﬂjfolog( e){p(<fv(m), ft('pao))) ) \ | . / /|
o—1 ij:vf exp((fu(2), fi(pay))) \\

< K

Spoofing Domain Prompt Tuning

S Q Liu, B Q Wang and P C Yuen, “Bottom-Up Domain Prompt Tuning for Generalized Face Anti-Spoofing”, ECCV 2024.



Experimental Results

Table 1: Evaluation on I,M,C,O with coarse domain partition. 1 employs CelebA-
Spoof as supplementary training dataset.

OCI— M OMI— C OCM— | ICM— O

Methods TPR@ TPR@ TPR@ TPR@ | Avg.

HTER| AUC | .p_ o, |HTER| AUC | oo = |HTER| AUC | oo | HTER | AUC | oo
MADDG 17.69|88.06| - 5450 (8451 - 5510|84.99| - 5798 |80.02| - |23.09 > Datasets: MSU-MFSD(M),
MDDR 17.02|90.10| - 10.68 |87.43| - 20.87|86.72| - |25.025|81.47| - |2064
NAS-FAS 16.85|90.42| - 15.21 |92.64| - 11.63|96.98| - 13.16 [94.18| - |14.21 CASIA-FASD(C),
RFMeta 13.89 |93.98| - 20.27 |88.16| - 17.30 |90.48| - 16.45 |91.16| - 16.97 :
D2AM 12.70 | 95.6 - 20.98 |8558| - 15.43|91.22| - 15.27 |90.87| - 16.09 Idiap Replay attack(l),
DRDG 12.43 | 95.81 - 19.05 |88.79 - 15.56 |91.79 - 15.63 |91.75 - 15.66 OULU-N PU(O),
Self-DA 15.40 |91.80| - 2450 [84.40| - 15.60[90.10| - 23.10 |84.30| - 19.65
ANRL 1083|9675 - |17.85|s926| - |16.03|91.04| - 1567 9190 - |15.09 CelebA-Spoof
FGHV 9.17 |96.92| - 12.47 |93.47| - 16.29 [90.11 - 13.58 |93.55| - 12.87
SSDG-R 7.38 |97.17| - 10.44 |95.94| - 11.71|96.59| - 15.61 |91.54| - 11.28 )
SSAB-R 6.67 (9875 - 10.00 |96.67| - 8.88 |96.79| - 13.72 |93.65| - 9.80 > Domain gaps:
PatchNet 7.10 |98.46| - 11.33|94.58| - 13.40 |95.67| - 11.82 |9507| - 10.90 » Recording devices
GDA 9.20 |98.00| - 12.20 |93.00| - 10.00 |96.00| - 14.40 |92.60| - 11.45
LDCformer 6.43 |98.39| - 8.11 |96.67| - 8.57 |97.09| - 11.17 |9558| - 8.57 » Attack types
TTDG-V 4.16 |98.48| - 759 |9s.18| - 9.62 |98.18| - 10 |96.15| - 7.84 o lllumination
BUDoPT(ours) 0.95 (99.70| 87.12 | 2.85 |98.03| 55.00 | 4.4 |98.54| 86.46 | 2.26 |98.78| 55.25 | 2.62
Vit 1.58 |0068| 96.67 | 570 |98.07| 8857 | 9.25 |97.15| 5154 | 7.47 |98.42| 69.30 | 6.00 e Environment
FLIP-VT 3.79 |99.31| 87.99 | 1.27 |99.75| 95.85 | 471 |98.80| 75.84 | 4.15 |98.76| 66.47 | 3.48
FLIP-ITT 5.27 |98.42| 7933 | 0.44 |99.98| 99.86 | 2.94 |99.42| 8462 | 361 |99.15| 8476 306 7
FLIP-MCLT 4.95 (98.11| 74.67 | 0.54 |99.98| 100.00 | 4.25 [99.07| 84.62 | 2.31 [99.63| 92.28 | 3.01
BUDoPT-CoOp’ | 1.98 |99.54| 8063 | 1.93 |99.58| 88.06 | 3.18 | 99.3| 904 | 3.33 |98.91| 89.29 | 2.61
BUDoPT-CoCoOp'| 1.51 |99.43| 7555 | 1.55 |99.56| 84.74 | 353 | 99.2 | 9253 | 3.51 |98.98| 87.98 | 2.53
BUDoPT(ours)T | 0.40 |99.99]| 9967 | 0.26 |99.06| 99.92 | 1.38 [99.69] 981 | 1.60 |99.51| 97.18 | 0.91




Experimental Results

One-to-one cross-dataset evaluation Unseen attack type evaluation

Table 3: Evaluation on WMCA

with un n 3D mask K.
Table 2:0One-to-one cross-dataset evaluation on ILM,C,O with EIELE e

fine-grained domain partition. Comparing with domain adapta-

IMCO — WMCA

tion models (Unseen=No Methods

( ) HTER| AUC
Methods [Onseen|C <1 C—-MC—-0I=Cl-MI-=0OM=C M-I M-00=CO—=I10—=M) Avg. DIiVT-M 22.36 86.82
ADDA No | 41.8 36.6 - 498 351 - 390 352 - - - - 396
DRCN No | 444 274 . 489 420 - 289 368 - . - - 381 DGUA-FAS 20.62 | 88.07
DupGAN No |421 334 . 465 32 - 271 354 - . . . 368 Method Cl— WMCA
KSA No |39.3 15.1 . 123 333 - 91 349 - ) ; . 240
DR-UDA No | 156 9.0 287 342 290 35 168 3.0 302 195 254 274 23.1 BUDoPT(ours) | 9.20 | 95.93
ADA No |175 93 201 415 305 396 177 61 312 198 268 315 25.0
USDAN-Un No |160 9.2 . 302 25.8 133 3.4 ) ) ; . 163 '
GDA No [15.10 5.8 . 297 208 122 25 . . ; - 14.4 Train Test
CDFTN-L No |17 81 299 119 96 299 88 13 256 191 58 63 132
BUDoPT(ours) [ Yes || 9.65 4.37 6.76 826 564 7.73 607 29 616 481 297 294 |569
FLIP-VT Yes | 15.08 13.73 12.34 430 968 7.87 056 396 479 209 501 6.00 712
FLIP-ITT Yes 1233 1518 7.98 112 837 698 019 521 496 016 427 563 6.03
FLIP-MCLT Yes 1057 7.15 391 068 722 422 019 588 1395 019 569 B840 484

BUDoPT(ours)t Yes | 4.33 262 498 048 1.83 4.14 0 245 1.87 044 253 143 246




Implementatlon of our rPPG based Face PAD Method




My Journey: Face PAD

Local rPPG with Robust and generalized
Global background information Meta-learning Multi-Channel rPPG estimation ~ ND-DeeprPPG
PPG for noise removal (AAAI 20) PPG (CVPR23) (TIFS2024)
(ICPR16) (ECCV18) (TIFS2021) @\
el %
\/sm \ ol (DTT\ oise Disentangler
* \'(;HM
2019
2016 2018 2020 2022 2023 2024
dindic @ 888 - Domain Prompt
"""" Tuning for
Local rPPG Deep Dynamic Deep domain Fast rPPG Federated Generalisation Generalized
(ECCVa16)  Textures(TIFS19) generalization estimationusing ~ face PAD [TNNLS 22] Face PAD
(CVPR19) and test-time adaptation (ECCV 24)

Temporal Similarity

(TIFS2022) [FG21]

8



Our dataset: HKBU-MARs

http://rds.comp.hkbu.edu.hk/mars
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http://rds.comp.hkbu.edu.hk/mars

Conclusions

PAD is an important and un-solved issue in biometric systems

Rapid progress in the past 5 years, still a lot issues needed to be
solved

Face PAD has high academic and commercial values

rPPG offers very good generalisation ability for face PAD, in
particular 3D mask attack. Performance can be further improved
by integrating other PAD methods

rPPG is also a powerful tool in healthcare domain
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