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Course Outline

= Fingerprint enhancement

¢ Session II:

= Texture-based matching
= Fingerprint Mosaicking

= Classification schemes

= Deformation models
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Fingerprints

Description: graphical flow like ridges present in human fingers
Formation: during embryonic development

Permanence: minute details do not change over time
Uniqueness: believed to be unique to each finger

History: used in forensics and has been extensively studied
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Fingerprints
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FACES CAN LIE.

FINGERPRINTS NEVER
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Many impressions of fingers have been found on ancient pottery

Grew (1684): first scientific paper on ridges, furrows & pore structures
Maver (1788): detailed description of anatomical formation of
fingerprints

Bewick (1809): used his fingerprint as his trademark

Purkinje {1823): classified fingerprints into 9 categories based on ridges
Herschel (1858): used fingerprints on legal contracts in Bengal

Fauld (1880): suggested "scientific identification of criminals” using
fingerprints

Vucetich (1888): first known user of dactylograms (inked fingerprints)
Scotland Yard (1900): adopted Henry/Galton system of classification

FBI (1924) set up a fingerprint identification division with a database of
810,000 fingerprints

FBI (1965): installed AFIS with a database of 810,000 fingerprints

FBI (2000): installed IAFIS with a database of 47 million 10 prints;
conducts an average of 50,000 searches/ day; ~15% of searches are in
lights out mode. Response time: 2 hours for criminal search and 24
hours for civilian search
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History of Fingerprints

i

Fingerprint on Palestinian lamp (400 A.D.)  Bewick's trademark (1809)

& Chinese deed of sale (18390 signed with a fingerprint
@ Ross 2007
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Same Finger, Different Sensors
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Flat Fingerprint S

(Crne-touch print from a | - =iap Fmgerpﬂ.nt . |
single-finger livescan device) (4-finger simultaneous impression from livescan
devices or scanned from paper FP cards)

Rolled Fingerprint

(Image collected by rolling the
finger across the livescan platen
or paper from nail to nail)
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Fingerprint Matching
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e Assign fingerprints into one of pre-specified types
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Minutiae-based Representation

LATENT FINGERPRINT INKED FINGERPRINT
- - - rapm : 14.
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Ridge Anomalies

Ridge Bifurcation Ridge Ending

2 Rose 2007



Termination

Bifurcation

Independent nidge

Point or island

Spur

b 1ol

Crossonver

2 Rose 2007



Minutia extraction algorithm
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Minutiae Extraction

Minutiae Extraction Fostprocessing Fidge Thinning

rinutiae Detection
@ Foss 2007



Orientation field estimation algorithm

using Sobel or Marr-Hildreth operator
* Least squares estimate of the local orientation of the block
centered at (1, 1) 18
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Orientation field estimation algorithm
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* To apply low pass filter the orientation 1mage 18 converted
into a continuous vector field

@, (i, j) = cos[28G, j)] o (1Y, L[ @)
@, (G, j) =sin[26(, /)] O(I’j)_(ﬂmn {‘I‘}(W}
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Minutiae Template

Number X Coordinate Y Coordinate Angle

1 43 2 3.
2 18 /B 3IB

3 12 280 320

4 57 328 331}

5 81 %57 38

6 92 214 103

7 b6 130 336

8 42 118 140/

] 18 12 320

10 128 58 187

11 130 7 1

12 162 B 19

13 172 15 2

14 140 126/ 34

15 168 o 20

16 120 18 214

17 206 27 23

18 p.17) 261 214

19 193 85 a8

T~ 20 167 04 191

Fingerprint Template
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Alignment of Input and Template
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e Fstimate the rotation and translation parameters
and align the two minutiae patterns

e Convert the template and input patterns into the
polar coordinate system with respect to the
reference minutiae and represent them as strings
by concatenating each minutia in an increasing
order of radial angles

o b))

0, = 1.6 )...{r¥. 5.6% )
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String Representation
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String Matching

o Edit distance must have the elastic property of
string matching
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Bounding Box Adjustment

E,I{Il]..n}..__________i g
Template minutia A

gp(m.n)

= Reference minutia
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Minutiae Correspondences
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Matching Score

e Total number of corresponding minutiae is
computed as Mg,
* The matching score is

. 100M ,,M ,,
- MN
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Matching Score Distributions
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2-D Dynamic Programming based
Minutiae Matching

Find an alignment that maximizes the
number of minutiae correspondences

Score o (Sz,L max)

5, — Ridge similarity measure, S, — Orientation similarity measure,
Rit) — 1-D representation of ridge points of minutia £, O(T) — Orientation field

Matching time ~0.1 sec,
@ Ross 2007



Why is Fingerprint Matching Difficult?

o Feature extraction errors
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Cuts and bruises on finger; dry or oily fingers; ~3% of
fingerprints are not of "good”™ quality

Wear and tear of sensor; no proven contactless fingerprint
sensor technology is currently available

New compact solid-state sensors capture only a small portion
of the fingerprint

Fingerprint impression is often left on the sensor
Non-universality of fingerprint

Changes in sensor technology; sensor interoperability

|
1 i
H'“H-l

Fake fingerprint

Non-universality of fingerprint
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Fingerprint Acquisition Process
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e Minutiae Extraction

— Extraction stage does not extract all minutiae and their ridges

— There may be no corresponding minutiae having ridge points
for finding the correct alignment

e Alignment

— Corresponding minutiae with ridge points exist

— Alignment step fails due to small number of correspondences
e Matching

- Estimated alignment is correct

— But, the matching score is low because the number of
correspondences is low compared to the number of minutiae

- Reasons: deformation, spurious and missing minutiae
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Minutiae Extraction Failure

True Minutiae Matches: A1—B3, A18—B9, A19—B7
Al, B9 and B7 were detected, but the associated ridges

were not detected because they are close to the boundary
2 Rose 2007



Alignment Failure

True Minutiae Matches: A7—>B9, AB—»Bg8, A4—»Bl1
A7—B9 and AB—B8 pairs have ridge points; however, there

exists a false alignment that results in more than three matches
2 Rose 2007



Matching Failure

No. of matching minutiae identified by the matcher = 10
No. of minutiae in A = 38; No. of minutiae in B = 34

Spurious minutiae and large deformation leads to small score
2 Rose 2007



Noisy Images




Motivation for Fingerprint

Enhancement

1,.-,:'-. "‘I —

Minutia extracted from a poor quality input image
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Difficulty in Orientation Field
Estimation
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Fingerprint Regions

Well defined region Recoverable Unrecoverable
corrupted region corrupted region




A bank of even-symmetric Gabor filters is applied
to the fingerprint image

A ridge extraction algorithm is applied to each of

the filtered images and the corresponding ridge
map is obtained

A voting algorithm is used to generate a coarse-

level ridge map and the unrecoverable region
masks

Orientation field estimation is applied to the
coarse-level ridge map and from the computed
orientation field enhanced images are obtained
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Gabor filters are both frequency and orientation
selective

A Gabor filter with the correct local orientation
and local frequency can remove noise while
preserving the true ridges

The algorithm is computationally intensive and
therefore applied only to the template image

A fast enhancement algorithm is applied to the
input images during live verification
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Even—symmetric Gabor Filters

r2

. ﬁz]}ms(i’wfa:')

—1
Gy _f{-'r y) =exp {

x' = xsinf + ycﬂsﬁ",
y' = xcost — ysinb,

where f is the frequency of the sinusoidal plane wave at an angle 8 with the
r-axis, and 4, and 4, are the standard deviations of the Gaussian envelope
along the r and y axes. respectively.

0® orientation filter 450 orientation filter
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Filtered Images




Fingerprint Enhancement
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Results of Enhancement

Coarse ridge map

Estimated orientation field Enhanced image Extracted minutiae
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Minutiae extraction after enhancement
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Fast Enhancement Algorithm

Enhanced Image
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Results of Fast Enhancement

Algorithm
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Performance with Enhancement
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False Acceptance Rate (%)
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(a) Ridges in local region (b Ridge directions in {a) () Fourier spectrum of {a)

The ridge pattern in a fingerprint may be viewed as an oriented
texture pattern having a fixed dominant spatial frequency and
orientation in a local neighborhood. The frequency is due to the

inter-ridge spacing present in the fingerprint and the
orientation is due to the ridge flow pattern
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Even—symmetric Gabor Filters

r2

. ﬁz]}ms(i’wfa:')

—1
Gy _f{-'r y) =exp {

x' = xsinf + ycﬂsﬁ",
y' = xcost — ysinb,

where f is the frequency of the sinusoidal plane wave at an angle 8 with the
r-axis, and 4, and 4, are the standard deviations of the Gaussian envelope
along the r and y axes. respectively.

0® orientation filter 450 orientation filter
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Filtered Images




Texture-based Representation

(a) Filtered image




The filtered images are examined using a square tessellation
and the variance of pixel intensities in every cell is used as a
feature value

The ridge feature map is a fixed-length feature vector
*Rogs et al, "A Hybrid Fingerprint Matcher”, Pattern Recognition, Val, 36, July Z0803: onn7



Normalized cross-correlation of regions around
corresponding minutia points is used to describe the
quality of a minutia match

Gray level values around the minutiae retain most
of the local information; hence, this method
determines the degree of minutia match accurately

Procrustes analysis of corresponding ridge curves is
used to estimate rotations and displacements

Gabor filter-bank based technique is used for
fingerprint enhancement and segmentation

Since correlation is done locally, the method is
reasonably resistant to non-linear deformations
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Fingerprint Matching using Local Correlation

Template Image  Template Minutiae
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- : : Regions in Template : 1
Estimation of Rotation and Translation
around Template Minutiae

using Ridge Correspondences Matching
Score

Query Image Query Minutiae
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Regions in Rotated Guery Image around
Transformed Template Minutiae
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Performance of Hybrid Matcher

(Minutiae, Texture & Local Correlation)

Farformance on FVC2002 Database 3a

Genuine Accapt Rate [GAR)%

——2-D DP

65 —— Ridge Fealure Maps
—+— Local Comelation
80} —a— Hyhyid
55 PR A | L M 2 2 PR N | " 2 £ 2 a4 4 2 g
19~ 10" 10° 10’
False Accept Rate (FAR)%
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Stitching two fingerprint impressions of a user to create a
composite template comprising of more number of minutiae
points and more texture information

*¥laln and Foss, "Fingerpnnt Mosalcking”, Proc, JCASSE, May 2002, @ Ross 2007



Motivation for Mosaicking

* Multiple impressions of the same finger may have small
overlap. Consequently, fewer minutiae points available for
matching. Results in degraded performance of the
fingerprint matcher

Template Image

Two images of the
same finger having
very few common
minutiae points
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Histogram of Minutiae Points

Mumber of fingerprint images
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Advantages of Mosaicking
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Problem Description

Transformation, T

>
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Difficulty in mosaicking

Two different inypressioms of the sane Anger using a Digiial Biometros scaner.
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* Given: two fingerprint images, /- and /, of size MxM;
f,(x,y) denotes the intensity at (X, y), x,y=1..M

® Compute range images, Ry and Ry, R,={(x,,1,(x y))},

x,y=1.M

* Align Rs with R, using the iterative closest point (ICF)
surface registration algorithm

® |nitial 3D affine transformation, 7°, for the ICP algorithm
IS provided by minutiae points extracted from /- and /5

[cos acos (3
S11 o COs (3
— sin o
]

COS ¢ 5in 3 sin~ — sin o cos ~

SN ¢ sin (3 sin % 1+ COS G COS Ty

Cos 381
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Fingerprint as a Range Image

(b Median filtered Image

(c) Segmented Image (d) Range image
® Ross 2007



ICF minimizes distance from a point to a plane

1. Let{p} peRy be a setof control points, /=7..A, and
let {n} be the surface normal at these points

2. Do fork=1,2,3... until|e"—e*"|/N'<z
a) For every p,
.. Apply T<' to p, and n, and obtain p’ and n’

li. Find g" e R, which intersects with the normal
line defined by p,’ and n’

lii. Compute tangent plane Skof R, at g

M
b) Find T that minimizes € = > &I ®T*" p, Si*)
c) Let T*=7@r* -

* Chen and Medioni, "Oblect Modsling by Regisiration of Multiple Range images”, image and Vision
Computing, Vol 10, MNo. 3, April 1992
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The ICP Algorithm
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Composite Templates

Extract minutiae from

First image mosaicked image
—) o

ol ;
Aligning the images fih it ‘V \1 \
(7 //// -' ) Il
{W'bf’_?f;?/j/; .;I
Augment minutias set using

transformation matrix
@ Foss 2007

Second image



Average number of minutiae

-
as AU



5y - | — syl

Vo And? Evamnlac
J00d CEXdImnpIES
e ' = £ el ol b E'-:"" M a_

“Successful” registration of images
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Unsuccessful registration of
images due to few common
minutiae points
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“They left a mark - on criminology and culture. But what if they're
not what they seem?" - Simon Cole, 2001

“"Only Once during the Existence of Qur Solar System Will two
Human Beings Be Born with Similar Finger Markings". - Harper's
headfine, 1910

"“Two Like Fingerprints Would be Found Only Once Every 104
Years" - Scientific American, 1911

Fingerprint identification is based on two premises
(i) Persistence: fingerprint characteristics are invariant
(ii) Uniqueness: fingerprint characteristics are unique

The uniqueness of fingerprints has been accepted over time
because of lack of contradiction and relentless repetition. As a
result, fingerprint based identification has been regarded as a
perfect system of identification.
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e Factors determining admissibility of expert scientific
testimony: (i) Hypothesis testing, (ii) Known or
potential error rate, (iii) Peer reviewed and

published, (iv) General acceptance (Daubert vs.
Merrell Dow Pharmaceuticals, 1993)

e Fingerprint identification was challenged under
Daubert: error rate is not known and the
fundamental premise that “Fingerprints are
distinctive or unique” has not been put to test (UsA
v. Byron Mitchell, 1999)
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e On Jan 7, 2002, Louis Pollak, a federal judge in Pennsylvania,
decided that fingerprint evidence was unreliable

e Fingerprint examiners, cannot tell the jury point-blank
whether prints from defendants and those collected from
crime scenes do or do not match

e They could, however, testify how fingerprints were obtained
and about similarities or differences between them

e On Mar 13, 2002, Louis Pollak reversed his earlier ruling and
ruled that experts could testify that prints lifted from the
crime scene came from a particular defendant

2 Rose 2007



Probability of False Correspondence

Area of Tolerance (C) Image Area i

\ -

(a) M=52
m=n=q=26
A P=2.40 x 10°%®

(b) M=52
m=n=26, q=10
P=0549 x 10+

M= A/C

\

[ L]
Minutia Area of Overlap (A)

Pankant, Prabhakar and Jain “On Individuality of Fingeprints® IEEE Trans, On PAMI Yol 24, Mo, 2, pp, 1010-1025, 2002
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Algorithm | EER(%0) Avg Enroll |Avg Match |Avg Model
Time (sec) |[Time (sec) |Size (KB)
Bioscrypt 2.07 0.08 1.48 24
Inc.
Sonda Lid 2.10 2.07 2.07 1.3
Chinese 2.30 0.35 0.67 16.4
Academy of
Sciences
Gevarius 2.45 0.69 0.71 2.0
Jan Lunter 2.90 1.01 1.19 3.1
e Database:

— DBl optical sensor "W300" by CrossMatch

- DBZ: optical sensor "U.are. ) 4000" by Digital Persona

- DEZ. thermal sweeping sensor "FingerChip FCD4B14CB" by Atmel

— [B4: synthetic fingerprints
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e Classify fingerprints for binning/indexing
e Goal: 99% classification accuracy with 20% reject rate
e Even experts cannot always do correct classification
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Classification Using Orientation Field Flow Curves

: : S Estimate :
Input Fingerprint Orientation Fiald Generate OFFCs

L ]

A LR orW «—— Classify : Isometric maps
fingerprint and features
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Orientation Field Flow Curves

OFFC is a curve inside a
fingerprint image whose
tangent direction is
parallel to the direction
of the orientation field

Starting points of OFFCs
are chosen along the
vertical and horizontal
lines passing through the
midsection of the image
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Orientation Field Flow Curves




Isometric Maps

1. letp, = (x;; ¥J:J=0, 1, 2, ..., N be equidistant points (at a
distance 8) on the OFFC

2. Approximate the tangent vector at p. by the chord vector:

1 z
Vo = 5041 — 25, yjta - u)

The unit vector is e, = V,,/||V;[|. Obtain the isometric
maps in terms of rotation angies Y; with cos Yi=¢, @ e
where @ is the Euclidean inner product on R®

2 Rose 2007



[sometric Maps

- - - - - - L] - - -

(a) curve type: whorl (b) isometric map : right-lmp (b) isometric map
\'lll
IUII\ L - —r——r—r— Tt
: (c) curve type: arch (b) isometric map

(c) curve type: left-loop  (d) isometric map
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Classification Results

True/Assigned A L R W Accuracy (%)
797 2 1 O 990,02

781 19 O O Q7.62

63 /730 1 O 01.25

/5 4 720 1 90.00

12 23 18 747 93.34

smor P
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(a) Input image

Oversmoothing of orientation fi
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Fingerprint Deformation

camera

causes:

Elasticity of skin
Amount of pressure applied by the subject
Movement of fingertips during capturing
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Non-linear Rotation

Non-linear lateral movement

http /Avww.cim.mcgill.ca/~vleves/homepage/
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K. -

Non-linear deformation

= In order to align (register) two impressions of a finger, the non-
linear deformations in the ridge structure have to be considered

| I UE 4 |
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(a) Template image (b)) Query image (o) Aligning query with template
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Average Deformation Model

mtnuttaﬂ pnmts |
= The deformation model is developed using Thin Plate Splines

(TPS)

= Minutiae points and ridge curves are used to establish
correspondences between pairs of impressions

2 Rose 2007



Average deformation

# i

| ] E E

Baseline impression

L

Target impressions

» We compute the "average” deformation that relates the
baseline impression with the target impressions
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Thin Plate Splines

(Rohr et al. 2001)
I

| a
S -,
\ | BRN
N
OO
e

Given 12 control points:

® TPS is first applied to x-axis and y-axis separately to

interpolate the displacement surface given the displacements of
control points. Obtain the deformation parameters

 The two interpolated surfaces are then combined to provide
displacements for all the points on the grid

Control point pairs Deformed grid
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The TPS model

¢ is a 2x1 translation vector,

A is a 2x2 affine matrix, and

W7 is a nx2 weighting matrix;

s(u) = (o(u-us), o(u-ty),..., o(u-u,))T

o(u) = ||ulleg(||ull), |lull > O
0 el =0
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Estimating parameters of TPS

» The constraints are:
"W =0
UW =0

2 Rose 2007



Minutiae correspondences
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= The TPS model requires point correspondences between

image pairs

= We use an elastic string matching technique to obtain

minutiae point correspondences
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Ridge curve correspondences

= Ridge curve correspondences are next determined by tracing
the ridges in the vicinity of corresponding minutiae points

= These ridge curves are then sampled at regular intervals to

obtain point correspondences
2 Rose 2007



Alignment using TPS

(a) Alignment using TPS when (b Alignment using TPS when ridge
minutiae correspondences are used CUrve correspondences are used
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The average deformation model

= For each pairing —{TJ, T} _]?5‘{ a TPS model, FIjr
computed using Eampled ridge curve curregpundences

» The average deformation of each pixel u in T, can then
be computed as:

Filu) = 71 Fij(u).
J#i

2 Rose 2007



Non-linear deformation
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(d) TPS deformation
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(c) Target impression () TPS deformation
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Average deformation model
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e The average deformation model of three different baseline
impressions is shown; each baseline impression was

compared against 15 other impressions of the same finger
in order to compute the model
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Improved ahgnment

1
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= The average deformable model results in an improved

alignment between query and template minutiae points
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Matching performance

Genuine Accept Hate (%)

used for
computing the
average
deformation of a
finger

T9r| - = Without Average Deformation 1

—— Average Deformation Using Minutiae Correspondences =16 impressions
78 _1— Average Deformation Using Ridge Curve Comespondences | . Lsed in testing
10 10
False Accept Rate (%)

* Using distorted minutiae templates results in better
alignment
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Index of deformation (@)

HEEEEEgREENEER)

-II
I [} ]

¢ = 63.02

= The index of deformation represents the variability

associated with the estimated deformation around the
average

» The index of deformation (@) is the sum of the trace of the
covariance matrix of deformation over all the pixels
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Template selection
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Performance using ®-optimal templates
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* Using the ®-optimal templates results in better performance
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Attacks on Biometric Systems
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Hill Climbing Attack

Template
Database

i [ synthetic ]} g [ Fingerprint | S(0.5)  modules
I Template : Matcher | {dﬂfﬂh 5 lﬂg,
: (Generator : - | e
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Attack
Module

Attack System Target System

L; : Database template corresponding to user §
T/ . jhsynthetic template generated for user
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Template Protection

e« Encrypting or watermarking templates in the database
e Storing only a transformed version of a user’s template to
protect the original template

Jain,Wadag, Hru, "Hiding & Face ln & Fingerorint Image”, Froc. of ICFR, dug., 2002
Fatha, Connell, Bolle, "Enhanding security and privacy In Mometrics -based authentication systems", IEBM Systams Journal, vol 40,
ro. 3, 2001, po. 614-634.
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Watermarking Fingerprints

‘Original fingarprint
irmage

Fingerprint image
watermarked with 5& bytes
of eigen face coefficents

Qriginal face image

Reconstructed face image
(Lsing eigen coefficients)

Jain Wudzg, “Hiding Blometric Data”, IEEE Trahs on PAMI, Noy 2003
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Cancelable Biometrics
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e Fingerprint: temperature sensing; detection of pulsation on
fingertip; pulse oximetry; electrical conductivity of skin

* Voice: matching the lip movement (video) to the audio;
repeating randomly generated sequence of digits and phrases

e Face: Expression change; pose change
e Iris: Blinking eyes; saccadic movements

e Multimodal biometrics makes it difficult for an intruder to spoof
multiple traits simultaneously
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Reliable and automatic user authentication is becoming a
necessity; emerging applications include homeland security,
e-banking, Internet shopping, instant credit approval, ATM
cash withdrawal, e-cash and computer data security

Biometric-based identification has come a long way since
fingerprints were introduced more than 100 years back

The present need is for automated systems that can operate
in a remote environment in an unattended scenario

There is a popular misconception that fingerprint identification
is a fully solved problem
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Fingerprint matching can be accomplished in several different
ways: minutiae-based, texture-based, correlation-based, hybrid

Fingerprint classification and indexing schemes are necessary to
reduce the number of matching operations in an identification
scenario

Need more tests like FVC 2004 and FPVTE to compare and
evaluate systems

Develop systems capable of handling spoof attacks in
unsupervised applications

Need to ensure that the user's privacy and biometric information
is secured (encryption, digital watermarking, cancelable
biometric)
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Representation;:

- How can the fingerprint of a person be effectively modeled using
the limited number of samples obtained during enrolment?

Scaling:
— Can one reliably predict the performance {accuracy, speed,

vulnerability) of a large-scale biometric system that has several
million identities enrolled in it?

Security:
- How does one ensure security of the templates stored in a database?
Privacy:

- Will fingerprint databases be cross-linked? Will minutiae template
data be used to reconstruct fingerprints?
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Research Directions

« Multibiometrics: fingerprint in conjunction with other traits
 Fingerprint template protection schemes

e« Fingerprint cryptosystems
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