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Abstract— Terrestrial-satellite networks (TSNs) can provide
worldwide users with ubiquitous and seamless network services.
Meanwhile, malicious eavesdropping is posing tremendous chal-
lenges on secure transmissions of TSNs due to their widescale
wireless coverage. In this paper, we propose an aerial bridge
scheme to establish secure tunnels for legitimate transmissions
in TSNs. With the assistance of unmanned aerial vehicles (UAVs),
massive transmission links in TSNs can be secured without
impacts on legitimate communications. Owing to the stereo
position of UAVs and the directivity of directional antennas, the
constructed secure tunnel can significantly relieve confidential
information leakage, resulting in the precaution of wiretap-
ping. Moreover, we establish a theoretical model to evaluate
the effectiveness of the aerial bridge scheme compared with
the ground relay, non-protection, and UAV jammer schemes.
Furthermore, we conduct extensive simulations to verify the
accuracy of theoretical analysis and present useful insights into
the practical deployment by revealing the relationship between
the performance and other parameters, such as the antenna
beamwidth, flight height and density of UAVs.

Index Terms— Eavesdropping probability, legitimate connec-
tivity, stochastic geometry, terrestrial-satellite network (TSNs),
unmanned aerial vehicles (UAVs).
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I. INTRODUCTION

AS AN emerging enabler, terrestrial-satellite networks
(TSNs), are prospective to assist 6G wireless networks

in constructing comprehensive and seamless network services.
TSNs can effectively complement traditional wireless ser-
vices in remote or rural areas. Owing to their ubiquitous
service footprint and robust multi-link transmission, TSNs can
provide flexible access, high-speed and wide-coverage connec-
tivity to worldwide terminals, in fields including intelligent
transportation, remote area monitoring, disaster rescue and
tactical surveillance [1].

In fact, TSNs face a vital menace in information leakage,
resulting in serious adversary wiretapping. Both the openness
and the broadcasting nature of wireless channels in TSNs
may cause confidential information leakage to eavesdroppers.
Meanwhile, radio signals in TSNs are emitted by an extremely
large transmit power to resist high attenuation caused by a long
transmission distance and masking effect [2]. By contrast, the
increase of transmit power obliges TSNs to face a tremendous
surge in eavesdropping risks [3], [4]. Taking Fig. 1(a) as an
example, all the eavesdroppers fall into the coverage regions
of terrestrial users, where the coverage region (in blue shade)
refers to the transmission region of a terrestrial user who
directly transmits information to the satellite. Consequently,
eavesdroppers can easily wiretap confidential information.
However, traditional cryptographic encryption schemes cannot
be fully adopted for TSNs due to inherent limitations and
vulnerabilities. First, there are unpredictable difficulties in
secret key distribution and management for TSNs [5]. Second,
encryption typically has an explicit computational capability
requirement, which may nevertheless be satisfied by resource-
constrained devices like the Internet of Things (IoT) devices.
In TSNs, the prevalent encryption, such as Advanced Encryp-
tion Standard (AES), usually assumes that the computational
capability of adversaries is restricted, i.e., less than that of
legitimate nodes [6], [7] while it cannot be ruled out that the
encrypted information can be decoded by practical adversaries
who may have sufficient computing capability.

A. Related Work and Motivation

As a complement to cryptographic encryption, physical
layer security (PLS) has been proposed to provide TSNs
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Fig. 1. Aerial bridge scheme versus direct link in TSNs and the ground relay scheme.

with promising security solutions. Generally, PLS can pro-
tect confidential information without a strong constraint on
computational capability of devices [8]. The popular PLS
methods in TSNs are cataloged as beamforming and friendly
jamming schemes. In [9], secure TSNs were first realized with
consideration of beamforming, in which a joint beamforming
scheme was proposed to minimize the transmit power under
the required secrecy rate constraints. Moreover, Lin et al. intro-
duced robust secure beamforming to serve multi-beam satellite
communications [10]. However, for unknown eavesdroppers,
obtaining the accurate channel state information (CSI) is still
a challenge. The presence of unknown eavesdroppers still
poses challenges on the network security. By contrast, friendly
jamming does not need to know the CSI of the eavesdropping
channel. In [11], [12], and [13], they considered friendly jam-
ming methods, in which jamming signals emitted by multiple
antennas of the transmitter are utilized to prevent wiretap-
ping. In fact, the impact of jamming signals on legitimate
communications can be relieved, only if the jamming signals
are known to the legitimate receiver. Thus, sharing pseudo-
random sequences and establishing secure wired links are
chosen to cancel the jamming signals received by legitimate
users. Friendly jamming may be inappropriate for TSNs, since
a satellite usually serves massive terrestrial users [9] and it
will be quite expensive to deploy many satellites as jammers.
Moreover, the effective jamming-cancellation is also difficult
to be deployed.

Recently, a relay network has drawn an increasing atten-
tion, due to its merits on the coverage extension for TSNs.
Meanwhile, some studies also focused on the relay-based
PLS to improve the security of TSNs. In [14], Bankey and
Upadhyay investigated the secrecy performance of a multi-
relay hybrid satellite-terrestrial relay network with multiple
eavesdroppers, and the relay selection was optimized to min-
imize the secrecy outage probability. Yan et al. [15] proposed
an interference relay model to decrease the eavesdropping
risk. Moreover, Guo et al. [16] introduced a relay selection
scheme to enhance the quality of legitimate transmission
in TSNs. The aforementioned studies only considered static
relays (i.e., ground relays), which nevertheless limit the net-
work flexibility and extensibility. As illustrated in Fig. 1(b), the
introduction of ground relays can avoid some eavesdropping
activities (at some specific regions) in contrast to the non-
relay scheme as shown in Fig. 1(a). However, this decrement
is not significant since the introduction of ground relays
also increases the area of the coverage regions, consequently
increasing the eavesdropping risks.

As an emerging technology, UAVs play roles of assistance
to support traditional terrestrial networks. With the grow-
ing number of deployed UAVs, they have been increasingly
introduced in TSNs to enhance the security and reliability of
transmissions. For example, Li et al. [17] studied an artificial
noise-aided method where UAV relays generated artificial
noise to disturb a single eavesdropper around a legitimate user.
Yin et al. [18] investigated a jamming relay scheme where
UAVs act as relays to participate in legitimate transmissions
while confusing the eavesdropper by sending jamming signals.
Similarly, Pang et al. proposed a cooperative jamming scheme,
when a UAV relay connected with the destination through a
legitimate link, another UAV can work as a jammer to disturb
the eavesdropping through jamming signals [19]. In [20],
Liao et al. considered a UAV cooperative communication
scheme to resist both eavesdropping and jamming attacks,
where an incentive mechanism is designed to encourage UAVs
to defend an illegal node with the perfect CSI jointly. Accord-
ingly, most of the existing studies have the following restric-
tions: 1) The network security is improved at the expense of
degrading legitimate data transmission. When deploying artifi-
cial noises or jamming signals to destroy the wiretapping link
of the eavesdropper, these signals cannot avoid the impacts on
the quality of legitimate data transmissions, since it is difficult
to obtain the accurate CSI of secret eavesdroppers. 2) Effective
protection is only suitable for an individual transmission.
In TSNs, a satellite usually serves numerous users, and the
individual transmission protection is unsuitable and ineffective
for practical TSNs.

B. Contribution

To fill the above gaps, in this paper, we present an aerial
bridge scheme for TSNs with the help of multiple UAVs,
to provide secure communication service for massive terres-
trial users. In our scheme, the confidential information is
transmitted through a UAV bridge to the satellite rather than
being directly transmitted to the satellite so as to weaken the
eavesdropping risks. Considering Fig. 1(c) as an example,
eavesdroppers can barely wiretap confidential information
when we properly configure the stereo position of UAVs and
the directivity of directional antennas. Comparing with the
direct link in TSNs and the ground relay scheme (as shown in
Fig. 1(a) and Fig. 1(b), respectively), our aerial bridge scheme
can significantly reduce the eavesdropping risk (i.e., the
decreased coverage region). In particular, our proposed aerial
bridge scheme has the following merits: 1) it can significantly
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Fig. 2. Aerial bridge-assisted TSNs.

reduce the eavesdropping risk, resulting in the reduced infor-
mation leakage; 2) it can improve the legitimate connectivity
by reducing the interference from other terrestrial users; 3) the
aerial bridges can be flexibly deployed in TSNs to serve for
terrestrial users; 4) the deployment number of aerial bridges
can be dynamically adjusted according to the requirement of
terrestrial users, thereby reducing construction costs. Based on
the theoretical analysis and extensive simulations, we further
verify the effectiveness of the proposed scheme. The major
contributions of this work can be summarized as follows:
• Firstly, we propose an aerial bridge scheme to secure the

massive data transmissions in TSNs with the presence of
eavesdroppers. Multiple UAVs serving as bridges assist
the legitimate transmissions between terrestrial users and
the satellite to degrade the eavesdropping risk.

• We establish a theoretical model to analyze the eaves-
dropping probability and the link connectivity, thereby
measuring the legitimate transmissions and eavesdrop-
ping risks in wiretapped TSNs. In particular, we derive
the closed-form expressions of both metrics.

• To evaluate the performance of the aerial bridge scheme,
we compare it with the ground relay scheme, non-
protection scheme, and UAV jammer scheme. Extensive
simulation results validate the accuracy of our theoreti-
cal model. Meanwhile the simulation results also reveal
that our scheme outperforms the others. Furthermore,
we investigate the performance of our scheme under
different parameter settings.

The remainder of this paper is organized as follows.
Section II presents the system model of the proposed scheme.
Section III and Section IV analyze the eavesdropping prob-
ability and the link connectivity, respectively. In Section V,
we present simulation results. Finally, we conclude the work
in Section VI.

II. SYSTEM MODEL

A. Network Model

In this paper, we mainly consider a wiretapped TSN
model, as depicted in Fig. 2, where multiple terrestrial users

(denoted by t) transmit confidential information through legit-
imate links to a satellite (denoted by s), in the presence
of eavesdroppers (denoted by e). We denote the deployment
height of the satellite as Hs. To make the distribution of
terrestrial users traceable in theoretic analysis, we assume
that terrestrial users are randomly distributed on the ground
according to the homogeneous Poisson point process (HPPP)
with density λt [21]. It is worth mentioning that the location of
each user is independent, so that, such distribution is deemed
as a close-to-accuracy model to describe the practical locations
of users [22]. Especially for TSNs, the different distance
among the terrestrial users caused by diverse distributions,
e.g., PPP and Poisson cluster process (PCP), is much smaller
than the communication distance between the terrestrial user
and the satellite [23]. Herein, we adopt HPPP as the user
distribution model for theoretical analysis.

To prevent wiretapping from passive eavesdroppers in
TSNs, we propose an aerial bridge scheme, as shown in Fig. 2.
Multiple UAVs (denoted by u) are uniformly deployed on
the aerial platform with height Hu, serving as aerial bridges
between terrestrial users and the satellite. Specifically, the
legitimate terrestrial user can transmit confidential information
to a UAV with relatively low power, thereby reducing the
information leakage risks at the terrestrial user. Then, the
UAV bridge forwards the received signal to the satellite by
a directional antenna towards the satellite. Thanks to the
directivity of directional antennas introduced in Section II-C,
the information leakage can be significantly reduced in the
direction towards eavesdroppers. Herein, we model the distri-
bution of UAVs according to the 3D-HPPP with density λu.
The serving height of UAVs Hu is uniformly distributed in the
space enclosed by the minimum UAV height Hu,min and the
maximum UAV height Hu,max.

For comparison purposes, in this paper, we introduce a
ground relay scheme, where relays (denoted by r) are placed
on the ground. Like the secure transmission process of the
aerial bridge scheme, confidential information is transmitted
from the target user to the satellite with the assistance of the
closest ground relay. Similarly, we also choose HPPP with
density λr to represent the distribution of ground relays for
performance comparison.

B. Threat Model

In TSNs, passive eavesdroppers are randomly distributed
among terrestrial users. Each eavesdropper independently
wiretaps confidential information from possible terrestrial
users and UAVs in the aerial bridge scheme. Specifically,
eavesdroppers are deployed with the omni-directional antenna
to acquire potential confidential information from all direc-
tions. When eavesdroppers appear within the communication
range of any legitimate node (i.e., terrestrial users and UAVs),
an eavesdropping link can be established with that node, then
successfully receiving and decoding the target signals. It is
worth mentioning that both CSI and the precise locations of
the eavesdroppers are always unknown to legitimate users.
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Fig. 3. Antenna models.

In this case, eavesdropping activities are hard to be detected
and defend, since eavesdroppers are perfectly hidden.

C. Antenna Model

In the considered scenario, there are two types of antennas,
i.e., omni-directional antennas and directional antennas. Omni-
directional antennas are deployed at all ground nodes to
transmit/receive signals uniformly in all directions. Hence,
ground nodes can conquer the coverage deficiency in horizon-
tal and vertical planes [24], to achieve maximum coverage.
Likewise, for eavesdroppers, omni-directional antennas can
make them to wiretap confidential information from legitimate
users in all directions. On the contrary, UAVs and satellites
are equipped with directional antennas to intensively trans-
mit/receive signals in the desired direction. Since UAVs and
satellites are all deployed in the air, signals usually need
to transmit towards a specific direction, i.e., the target node
on the ground. Moreover, these signals suffer from a large
path loss caused by the long transmission distance. Adopting
directional antennas can ensure a high transmission quality
for communications of UAVs and satellites [25]. As shown
in Fig. 3, the radiation of the realistic antenna model varies
in diverse directions (i.e., red dotted line), so that, it is not
tractable in the theoretic analysis, especially for directional
antennas [26], [27]. In this context, we adopt the approximated
antenna models [28]. We then introduce the antenna gain to
further measure the directivity of an antenna.

1) Omni-Directional Antenna: As shown in Fig. 3(a), the
realistic radiation model of the omni-directional antenna varies
with directions. Referring to 3GPP, the antenna has the nor-
malized gain in both horizontal and vertical directions, while
the gain for all horizontal directions are equal to 1 [29].
Hence, the antenna gain of the omni-directional antenna Go

for realistic model can be expressed as Go = 10(−1.2ϕ2
o/ϕ2

3dB),
where ϕo ∈ [0, π/2] is the elevation angle of the antenna
element, ϕ3dB = 65◦ is 3dB antenna beamwidth. Furthermore,
we also adopt the isotropic antenna model (i.e., blue radiation
in Fig. 3(a)) which radiates equal radio power in all directions
to track reasonable analysis. In this model, the antenna gain of
an omni-directional antenna is denoted by Go, where Go = 1.

2) Directional Antenna: A realistic directional antenna is
usually composed of one main lobe and several side/back
lobes, i.e., red dotted line in Fig. 3(b), which can transmit the
signals in multiple specific directions with different antenna
gains. Nevertheless, it also makes the theoretical analysis more
complicated. In this paper, we adopt the keyhole model and iris
model, i.e., blue radiation and yellow radiation, respectively,

in Fig. 3(b). The keyhole model is composed of one main lobe
with beamwidth θm and a joint side/back lobe with beamwidth
2π−θm [30]. Then, the antenna gains of the main lobe and the
joint side/back lobe are denoted by Gm and Gb, respectively,
with the following relationship

Gm =
2−Gb

(
1 + cos θm

2

)
1− cos θm

2

. (1)

To precisely track the radiation pattern of realistic directional
antennas, we also adopt the iris model which consists of a
single main lobe with beamwidth θm and several side/back
lobes with beamwidth θb. Note that, for simplicity, we assume
that θm = θb. Then, the antenna gain of the main lobe and
the side/back lobes can be given by the following expressions
[31], [32], respectively,

Gm =
3
θ2m

,

Gb =
1− 3

2πθm
sin
(

θm

2

)
1− θm

2π sin
(

θm

2

) .

(2)

The main lobe and N side/back lobes of the antenna are uni-
formly distributed in the space. Herein, the solid angle between
any two neighbor lobes denoted by ψ can be calculated by
ψ = 4π/(N + 1)− 2π (1− cos (θm/2)).

D. Channel Model

In this paper, we summarize four channel models as shown
in Fig. 2, including the ground communication link, low-
altitude link, high-altitude link and direct link, which are
introduced as follows.

1) Ground Link/Low-Altitude Link: The transmission links
among ground nodes (i.e., eavesdroppers, terrestrial users and
relays) are modeled as ground links. Particularly, ground links
are denoted by g = {te, tr, re}, where te, tr and re represent
the links from a terrestrial user to an eavesdropper, from a
terrestrial user to a ground relay and from a ground relay
to an eavesdropper, respectively. Moreover, we define the
transmission links between a terrestrial user or an eavesdropper
and a UAV as low-altitude links, which are denoted by
l = {tu, ue}. Because both ground links and low-altitude links
mainly suffer from multi-path effect and large-scale path-loss
effect, we assume that they experience path loss and Rayleigh
fading [33]. Then, the received power of ground links or low-
attitude links can be expressed as

Rg,l = Pg,lG{t,r,u}G{e,r,u}hg,llg,l
−αg,l , (3)

where Pg,l is the transmit power of ground links or low-
attitude links, G{t,r,u} is the transmitted antenna gain, and
G{e,r,u} is the received antenna gain. Since all ground
nodes are equipped with omni-directional antennas, we have
G{t,r} = G{e,r} = 1. For UAVs, the antenna gain Gu in the
low-altitude link can be expressed as Gm

u (received/transmitted
by the main lobe) and Gb

u (received/transmitted by the
side/back lobe). The straight-line transmission distance
between two target nodes is denoted by lg,l, hg,l is the channel
coefficient following an exponential distribution with mean
1/µg,l, and αg,l is the path loss factor.
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2) High-Altitude Link: The transmission link from a UAV
to the satellite is defined as a high-altitude link. Since it is
barely to be affected by obstacles, the high-altitude link has
a limited multi-path effect. Therefore, the signal experiences
unbound path loss in the high-altitude link [34]. Then, the
received power at the satellite can be given as

Rus = PusGuGslus
−αus , (4)

where Pus is the transmit power of UAVs, Gu is the transmit-
ted antenna gain of UAVs, and Gs is the received antenna gain
of the satellite. Moreover, lus denotes the distance between the
UAV and the satellite, and αus is the path loss factor.

3) Direct Link: We depict the transmission link between
a legitimate ground node (i.e., a terrestrial user or a ground
relay) and the satellite as a direct link, which is subject to
shadowing and obstacles. As a widely used model in TSNs,
the Shadowed-Rician fading model can represent a realistic
channel by adjusting the fading parameters. Thus, we use
the independent and identically distributed (i.i.d) Shadowed-
Rician fading to depict the channel of the direct link [35].
In this paper, direct links are denoted by d = {ts, rs},
where ts and rs represent the links from a terrestrial user
or a ground relay to the satellite, respectively. Therefore, the
received power at the satellite can be expressed as

Rd = PdG{t,r}Gshdl
−αd
d , (5)

where ld is the distance of the direct link, and αd is the path
loss factor. In addition, hd is the channel coefficient. Since
the fading severity parameter m is an arbitrary integer with
the range of [0,∞), the probability density function (PDF) of
hd is given by [36]

fhd(x) =
1
2ρ

(
2ρm

2ρm+ Ω

)m

exp
(
− x

2ρ

)
1F1

×
(
m, 1,

Ωx
2ρ (2ρm+ Ω)

)
, (6)

where Ω and 2ρ denote the average powers of the line-of-sight
(LOS) and multipath components, respectively. It is worth
noting that when the fading severity parameter m = ∞,
the envelope of hd follows the Rician distribution. Moreover,
1F1(a, b, c) is a confluent hypergeometric function, which can
be further rewritten as [37] and [38]

1F1

(
m, 1,

Ωx
2ρ (2ρm+Ω)

)
=

m−1∑
n=0

(1−m)n

(n!)2

(
− Ωx

2ρ (2ρm+Ω)

)n

× exp
(

Ωx
2ρ (2ρm+ Ω)

)
. (7)

III. EAVESDROPPING PROBABILITY ANALYSIS

In this section, we aim at investigating the eavesdropping
risks of TSNs under the aerial bridge scheme, the ground
relay scheme and the direct link. Since eavesdroppers are
secret, they may appear at any locations to wiretap confidential
information from legitimate nodes in TSNs. Hence, we need
to accurately evaluate the eavesdropping risks from any

eavesdroppers in TSNs. Herein, we exploit the eavesdropping
probability as a metric, which is defined as follows.

Definition 1: Eavesdropping probability is the probability
that the confidential information from no less than one legiti-
mate user is successfully wiretapped by the eavesdropper.

In fact, if there is one user in TSNs can be wiretapped
by the eavesdropper, the network security will be challenged.
Hence, the eavesdropping probability given in Definition 1 can
accurately evaluate the eavesdropping risks in TSNs. Next,
we analyze the eavesdropping probability of the aerial bridge
scheme in Section III-A and the eavesdropping probability
of the ground relay scheme and the direct link in TSNs in
Section III-B.

A. Eavesdropping Probability of Aerial Bridge Scheme

We present the eavesdropping probability of the aerial
bridge scheme in this subsection. For the aerial bridge scheme,
the data transmission is processed in two steps through the
low-attitude link (i.e., the link from the terrestrial user to the
UAV bridge) and the high-attitude link (i.e., the link from
the UAV bridge to the satellite). Unfortunately, confidential
information is possibly leaked in both links. To evaluate the
eavesdropping risks for the aerial bridge scheme, we should
comprehensively consider the eavesdropping probability of
both eavesdropping links. Firstly, we derive the eavesdropping
probability of a ground eavesdropping link denoted by Pk. The
expression is present in Lemma 1 as follows.

Lemma 1: The eavesdropping probability of a ground
eavesdropping link Pk can be expressed as

Pk =
∫ (

PkhkGeG{t,r}
ηe

) 1
αk

0

lk exp
(
−λ{t,r}πlk2−µkγelk

αkσ2
)
dlk

× 2πλ{t,r} exp

(
−2πλ{t,r}

∫ lmax

0

γe

1 + γe
lkdlk

)
, (8)

where k = {te, re} denote the ground eavesdropping links,
γe is signal-to-interference-plus-noise ratio (SINR) threshold
at the eavesdropper, λ{t,r} is the density of legitimate ground
transmitters, and σ2 is Gaussian white noise. The straight-
line distance from a legitimate ground transmitter to the
eavesdropper is represented by lk.

Proof: Considering the component sensitivity of the
antenna, the signal cannot be availably received when its
power is extremely low. We specify the threshold of received
power at the eavesdropper as ηe. Thus, the maximum eaves-
dropping range for ground eavesdropping links denoted by
lmax can be calculated as

lmax =
(
PkhkGeG{t,r}

ηe

) 1
αk

. (9)

The legitimate users or ground relay are horizontal to the
eavesdroppers, thus, the elevation angle ϕo at both transmitter
and receiver are equal to 0, resulting in Ge = G{t,r} = 1. Note
that only when the legitimate users appear at the region within
the maximum eavesdropping range lmax, the eavesdropper can
acquire the legitimate signal. Referring to [39], the cumula-
tive distribution function (CDF) of the distance between the
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eavesdropper and the legitimate node lk can be expressed as

Flk(lmax) = P [lk ≤ lmax] = 1− exp
(
−λ{t,r}πl2max

)
. (10)

Then, we can derive the PDF of lk as

flk(x) =
dFlk(x)

dx
= 2πλ{t,r}x exp

(
−λ{t,r}πx2

)
. (11)

An eavesdropper can successfully decode the confidential
information from a legitimate node only if its received SINR
is larger than the threshold γe. To evaluate the eavesdropping
risks for the whole legitimate ground transmitters in TSNs, the
eavesdropping probability Pk can be expressed as [40]

Pk = E

[
P

[
PkGeG{t,r}hkl

−αk
k

Ik + σ2
> γe | lk

]]
, (12)

where Ik denotes the interference from other users, E[·] repre-
sents the expected value. Then, (12) can be further derived as

Pk =
∫ lmax

0

P

[
PkGeG{t,r}hkl

−αk
k

Ik + σ2
> γe | lk

]
flk(lk)dlk

=
∫ lmax

0

P
[
hk >

γelk
αk

PkGeG{t,r}

(
Ik + σ2

)
| lk
]
flk(lk)dlk

=
∫ lmax

0

EIk

[
exp
(
− µkγelk

αk

PkGeG{t,r}

(
Ik + σ2

))
| lk
]
flk(lk)dlk

=
∫ lmax

0

exp
(
−µkγel

αk
k σ2

)
LIk

(
µkγel

αk
k

PkGeG{t,r}

)
flk(lk)dlk

=
∫ (

PkhkGeG{t,r}
ηe

) 1
αk

0

exp
(
−µkγel

αk
k σ2

)
LIk

(
be
Pk

)
flk(lk)dlk,

(13)

where be = µeγel
αk
k

GeG{t,r}
and LIk

(
be

Pk

)
is the Laplace transform

of the cumulative interference from the other terrestrial users,
which can be calculated as

LIk

(
be
Pk

)
= EΦAe

exp
(∑

− be
Pk
PkGeG{t,r}hklk

−αk

)
= EΦAe

[∏
exp(−beGeG{t,r}hklk

−αk)
]

= EΦAe

[∏ 1
1 + γe

]
. (14)

Herein, ΦAe is the set of the other interfering users. The
probability generation function (PGF) of the HPPP has the
following property: for a function f(x), EΦAe

[
∏
f(x)] =

exp
(
−λ
∫

πl2max
(1− f(x))dx

)
. Therefore, (14) can be further

transformed as

LIk

(
be
Pk

)
= exp

(
λ{t,r}

∫
πl2max

(
1− 1

1+γe

)
lkdlk

)

= exp

(
−λ{t,r}

∫
πl2max

γe

1 + γe
lkdlk

)

= exp

(
−2πλ{t,r}

∫ lmax

0

γe

1 + γe
lkdlk

)
. (15)

Consequently, inserting (11) and (15) into (13), we have the
final expression of Pk, as given in (8). ■

Next, we derive the eavesdropping probability of a low-
altitude eavesdropping link denoted by Pue. It is worth men-
tioning that the low-altitude eavesdropping link only includes
the link from the UAV bridge to the eavesdropper. The
expression of Pue is given in Lemma 2 as follows.

Lemma 2: The eavesdropping probability of a low-altitude
eavesdropping link Pue is given by

Pue

= πλu×
tan(π−θu

2 − ψu)− tan(π−3θu

2 − ψu)
√
λu (Hu,max −Hu,min)

× exp

(
−2πλu

∫ Hu,max

Hu,min

∫ lmax′

hu

γefHu
(hu)

1 + γe
luedluedhu

)

×
∫ Hu,max

Hu,min

∫ lmax′

hu

exp
(
−λuπ

(
lue

2−h2
u

)
−µuγelue

αueσ2
)

× luefHu
(hu)dluedhu, (16)

where fHu
(hu) = (Hu,max−Hu,min) denotes the PDF

of UAV deployment height Hu, while lue is the
straight-line distance of the low-attitude eavesdropping
link within the range of [Hu, lmax′ ]. Note that
lmax′=max{

(
PuehueGeG

b
u/ηe

)1/αue
, Hu} is the maximum

eavesdropping range for the low-attitude eavesdropping
link. Herein, Ge depends on the vertical angle between the
eavesdropper and the UAV, Gb

u =
(
1− 3

2πθu
sin
(

θu

2

))
/(

1− θu

2π sin
(

θu

2

))
denotes the antenna gain of the side/back

lobe at UAV under the iris model, where θu is the main lobe
beamwidth of UAV.

Proof: The antenna gains of the UAV and the eavesdropper
are related to the angle between the UAV and the eavesdropper.
Note that the elevation angle of the omni-directional antenna
at the eavesdropper is equal to the depression angle of the
directional antenna at the UAV, i.e., ϕo = ϕd. Herein, ϕd can
be calculated by ϕd = arctan (Hu/due), where due is the
distance between an eavesdropper and the UAV projection.
Following the similar procedure of (10) (11), the PDF of due

can be expressed as fdue(x) = 2πλux exp
(
−λuπx

2
)
. Then,

according to fdue(x) and fHu (hu), the PDF of ϕd is derived as

fϕd
(ϕ) =

1
2
√
λu (Hu,max −Hu,min)

× 1
cos2 ϕ

. (17)

The eavesdropper can only wiretap the confidential informa-
tion leaked by the side/back lobes of UAV antennas. It means
only when the eavesdropper appears in the coverage region
of side/back lobes of UAV antennas, i.e., ϕd ∈ [π−θu

2 −
(ψu + θu) , π−θu

2 −ψu], confidential information can be wire-
tapped. The solid angle ψu can be calculated by ψu =
4π/(N + 1) − 2π (1− cos (θu/2)). Then, we further derive
the probability that the eavesdropper is inside the coverage
region of side/back lobes of the UAV as

Pin,e = P
[
π − θu

2
− (ψu + θu) ≤ ϕ ≤ π − θu

2
− ψu

]
= Fϕd

(
π − θu

2
− ψu)− Fϕd

(
π − θu

2
− (ψu + θu))

=
tan(π−θu

2 − ψu)− tan(π−3θu

2 − ψu)
2
√
λu (Hu,max −Hu,min)

. (18)
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For keyhole model, Pin,e = 1. In addition, according to (17),
the antenna gain of the eavesdropper Ge can be calculated by
Ge =

∫ π/2

0
10−1.2ϕ2

o/ϕ2
3dBfϕd

(ϕo)dϕo. Following the similar
derivation procedure in the proof of Lemma 1, the eavesdrop-
ping probability of the low-altitude eavesdropping link Pue

given in (16) can be obtained. ■
After we obtain the aforementioned preliminary results of

the eavesdropping probability. We can have the following
results for the eavesdropping probability of the aerial bridge
scheme.

Theorem 1: The eavesdropping probability of the aerial
bridge scheme is expressed as

Puav
eave

= 1−
[
1− 2πλt exp

(
−λtγeπl

2
max

1 + γe

)
×
∫ lmax

0

lte exp
(
−λtπlte

2−µteγelte
αteσ2

)
dlte

]
×
[
1−2πλuexp

(
−
∫ Hu,max

Hu,min

λuγeπ
(
lmax′

2−h2
u

)
1 + γe

fHu
(hu)dhu

)

×
∫ Hu,max

Hu,min

∫ lmax′

hu

exp
(
−λuπ

(
lue

2−h2
u

)
−µueγelue

αueσ2
)

× fHu
(hu)luedluedhu × Pin,e

]
. (19)

Proof: According to Definition 1, the preliminary expression
of the eavesdropping probability of the aerial bridge scheme
can be expressed as

Puav
eave = 1− (1− Pte)× (1− Pue) , (20)

where Pte denotes the eavesdropping probability of the ground
eavesdropping link between the user and the eavesdropper,
while Pue is the eavesdropping probability of the low-altitude
eavesdropping link. According to the results given in Lemma
1 and Lemma 2, we can obtain the expressions of Pte and
Pue. Then, inserting (8) and (16) into (20), we have the
eavesdropping probability Puav

eave for the aerial bridge scheme.■
The eavesdropping probability Puav

eave depends on the connec-
tivity of the ground eavesdropping link and the low-altitude
eavesdropping link. Thus, the information leakage occurring
in any link endangers the transmission of confidential infor-
mation. Referring to Theorem 1, Puav

eave is determined by
comprehensive system parameters, including the density of
terrestrial users λt and the density of UAVs λu, the UAV
deployment height Hu, as well as the eavesdropping range in
terms of the transmits power of the terrestrial user Pte and the
transmits power of the UAV Pue. More insights are presented
in Section V-B.

B. Eavesdropping Probability of Ground Relay Scheme and
Direct Link in TSNs

For comparison purposes, we also consider the ground relay
scheme and direct link in TSNs without protection (i.e., non-
protection scheme) in this paper. Specifically, in the ground
relay scheme, the eavesdropper still wiretaps the confidential
information leaked from two links, including the link from
the user to the ground relay and the link from the ground

relay to the satellite. When the user communicates with the
satellite directly without any protection, the eavesdropper can
only wiretap the information transmitted by the legitimate
user. Next, we conduct the analysis on the eavesdropping
probability of the ground relay scheme and the non-protection
scheme, respectively.

Firstly, we present the the result about the eavesdropping
probability of the ground relay scheme denoted by Pgro

eave in
Theorem 2.

Theorem 2: The eavesdropping probability of the ground
relay scheme Pgro

eave is expressed as

Pgro
eave = 1−

[
1− 2πλt exp

(
−λtγeπl

2
max

1 + γe

)
×
∫ lmax

0

lte exp
(
−λtπlte

2−µteγelte
αteσ2

)
dlte

]
×
[
1− 2πλr exp

(
−λrγeπl

2
max

1 + γe

)
×
∫ lmax

0

lre exp
(
−λrπlre

2−µreγelre
αreσ2

)
dlre

]
.

(21)

Proof : According to Definition 1, the eavesdropping prob-
ability of the ground relay scheme can be given as

Pgro
eave = 1− (1− Pte)× (1− Pre) , (22)

where Pre denotes the eavesdropping probability of the
ground eavesdropping link between the ground relay and the
eavesdropper. Both Pte and Pre are expressed in Lemma 1.
Consequently, we can obtain the eavesdropping probability
Pgro

eave of the ground relay scheme by inserting expressions of
Pte and Pre into (22). ■

Similar to Theorem 1, the eavesdropping probability Pgro
eave

in Theorem 2 is determined by the connectivity of two types
of ground eavesdropping links. Thus, the density λt and λr as
well as the transmit power Pte and Pre can affect Pgro

eave.
Then, we obtain the result about the eavesdropping probabil-

ity of the non-protection scheme denoted by Pnon
eave as follows.

Theorem 3: The eavesdropping probability of the non-
protection scheme Pnon

eave can be expressed as

Pnon
eave =

∫ (PteGtGehte
ηe

)
1

αte

0

lte exp
(
−λtπlte

2−µteγelte
αteσ2

)
dlte

× 2πλt exp

(
−2πλt

∫ lmax

0

γe

1 + γe
ltedlte

)
. (23)

Proof: Since the legitimate user communicates with the
satellite directly without protection, the eavesdropper can only
wiretap the confidential information transmitted by the user.
Therefore, the eavesdropping probability of the non-protection
scheme is expressed as Pnon

eave = Pte. Then, we can obtain the
eavesdropping probability Pnon

eave according to (8). ■
According to Theorem 3, it can ben seen that the eavesdrop-

ping probability Pnon
eave only relies on a ground eavesdropping

link. Thus, the density λt, the transmit power Pte and the
antenna gain Gt are dominate parameters for Pnon

eave.
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IV. LINK CONNECTIVITY ANALYSIS

In this section, we evaluate the performance of legitimate
transmission for TSNs under the aerial bridge scheme, the
ground relay scheme and non-protection scheme. In TSNs,
a satellite serves massive legitimate nodes in a wide coverage
region. The topological connection is the basic guarantee of
communications. Thus, we need to analysis the topological
connection of each legitimate node in TSNs to evaluate
the quality of legitimate transmission. Herein, we introduce
link connectivity as a metric. The definition is given as
follows.

Definition 2: Link connectivity is the probability that
the confidential information transmitted from the legiti-
mate source can be successfully decoded at the legitimate
destination.

Next, we conduct the analysis on the link connectivity of the
aerial bridge scheme in Section IV-A and the link connectivity
of the ground relay scheme and the direct link in TSNs in
Section IV-B.

A. Link Connectivity of Aerial Bridge Scheme

We first analyze the link connectivity of the aerial bridge
scheme, in which UAVs play the roles of aerial bridges to
support data transmissions between terrestrial users and the
satellite while countering wiretapping from eavesdroppers.
To analyze the link connectivity of the aerial bridge scheme,
we need to obtain the expectations of the received cumulative
interference of the satellite from UAVs and terrestrial users,
respectively. We first derive the expectations of the received
cumulative interference from UAVs denoted by Ius, which is
presented in the following result.

Lemma 3: The received cumulative interference of the
satellite from UAVs can be expressed as

Ius = 2 (λuπDI)
2 × Pin,uPusG

m
u G

m
s

×
∫ DI

0

(
(Hs−Hu)2+d2

js

)−αus
2

e−λuπd2
jsdjsddjs

+ v × 2πλ2
uAs′ × Pin,u′PusG

m
u G

b
s

×
∫ (

PusGm
u Gb

s
ηs

) 1
αus

(Hs−Hu) tan θs
2

(
(Hs −Hu)2+d2

js

)−αs
2

× e−λuπd2
jsdjsddjs, (24)

where DI = min
{
(PusG

m
u G

m
s /ηs)

1/αus, (Hs−Hu) tan θs/2
}

denotes the effective distance of main lobe interference,
ηs is the threshold of received power at the satellite, djs

denotes the projection distance between the j-th UAV and
the satellite, and v = {0, 1}. Moreover, Pin,u and Pin,u′ are
the probability that interfering UAVs appear in the coverage
region of the main lobe and side/back lobe at the satellite,
respectively.

Proof: Please refer to the Appendix A. ■
Then, we derive the expectations of the received cumulative

interference from terrestrial users denoted by Its. The expres-
sion is given in Lemma 4.

Lemma 4: The received cumulative interference of the
satellite from terrestrial users can be expressed as

Its

= λtπmin

{(
PtsG

m
s Gthts

ηs

) 2
αts

−H2
s ,

(
Hs tan

(
θs

2

))2
}

× PtsLtsG
m
s Gt × (2ρ)m−1 (m (2ρm+ Ω))m−2

×
m−1∑
n=0

(1−m)n

(n!)2

(
− Ω

2ρPtsLtsGm
s Gt

)n

Γ(n+ 2)m−n

×

(
1 +

∫ π−θs
2

0

2πλtH
2
s cosϕ

sin3 ϕ
exp

(
−πλtH

2
s

sin3 ϕ

)
dϕ

)
,

(25)

It is worth mentioning that Gt and Gm
s are related to the

elevation angle between the terrestrial user and the satellite
according to the selected antenna model.

Proof: Please refer to the Appendix B. ■
Based on the aforementioned results from Lemmas 3 and 4,

we can have the following result about the link connectivity
of the aerial bridge scheme denoted by Puav

con .
Theorem 4: The link connectivity of the aerial bridge

scheme Puav
con is expressed as

Puav
con

=
∫ Hu,max

Hu,min

[
1−exp

(
−λuπ

((
PusG

m
u G

m
s

γs(Its+Ius+σ2)

) 2
αus

−(Hs−Hu)
2

))]

× 2πλt

(
1−exp

(
−λtπ

(
Hu tan

θu

2

)2
))∫ Hu

cos(θu/2)

Hu

× exp

(
−πλt

∫ ηu
PtuGtG

b
uhtu

lmin
−αtu

buG
b
uw

µtu+buGb
uw

(
− 2
αtu

)
w
−αtu−2

αtu dw

)

× exp

−πλt

2buGm
u

(
Hu

√
tan2 θu

2 + 1
)2−αtu

(αtu−2)µtu

× 2F1

1,
αtu−2
αtu

; 2− 2
αtu

;−
buG

m
u

(
Hu

√
tan2 θu

2 +1
)−αtu

µtu




× ltu

× exp
(
−λtπ

(
l2tu−H2

u

)
−µtuγul

αtu
tu σ2

)
dltufHu

(Hu)dHu,
(26)

where lmin = Hu

(
tan2(θu/2) + 1

)1/2
denotes the minimum

interfering distance for the side/back lobe at the UAV, γu

and γs are the SINR thresholds of the UAV and the satellite,
respectively.

Proof: In the aerial bridge scheme, there are two types of
transmission links based on different channel models, includ-
ing the low-altitude link (i.e., the transmission from the target
user to the UAV) and the high-altitude link (i.e., the transmis-
sion from the UAV to the satellite). Specifically, the terrestrial
user transmits confidential information to the UAV. After the
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information is successfully detected and decoded at the UAV,
it is forwarded from the UAV to the satellite. According to
Definition 2, in the aerial bridge scheme, the confidential
information transmitted from the legitimate user can be suc-
cessfully decoded by the satellite, and the following conditions
should be satisfied: 1) the information transferred from the
user can be successfully decoded by the UAV (defined as the
link connectivity of the low-altitude link); 2) the information
forwarded by the UAV can be successfully received and
decoded by the satellite (defined as the link connectivity of
the high-altitude link). Then, we obtain the link connectivity
of the aerial bridge scheme, which can be expressed as

Puav
con = Ptu × Pus, (27)

where Ptu is the link connectivity of the low-altitude link,
while Pus is the link connectivity of the high-altitude link.
Next, we present the derivations of Ptu and Pus, respectively.

In the target scenario, we assume that the main lobe of
the UAV antenna is perpendicularly projected on the ground.
Therefore, the coverage area on the ground is deemed as a
circle with the center of the UAV projection. According to the
Pythagorean theorem, the distance between the target user and
the UAV denoted by ltu can be calculated by (H2

u + d2
tu)1/2,

where dtu represents the distance between the user and the
UAV projection. Similar to the derivation of PDF of lk given
in (11), the PDF of ltu can be further expressed as

fltu(x) = exp
(
−λtπ

(
x2 −H2

u

))
2πλtx. (28)

Additionally, when a UAV bridge can successfully decode the
confidential information from the target legitimate user, the
following conditions needs to be satisfied [41]: 1) at least
one UAV can connect with the target user; 2) the received
SINR at UAV is larger than the threshold γu. Hence, the link
connectivity Ptu can be expressed as

Ptu

= P
[
ltu < Hu tan

θu

2

]
× P [SINRu > γu]

=
∫ Hu,max

Hu,min

(
1− exp

(
−λtπ

(
hu tan

θu

2

)
2

))
fHu(hu)dhu

× Eltu

[
P
[
PtuGtG

m
u htul

−αtu
tu

Itu + σ2
> γu | ltu

]]
, (29)

where Itu is the cumulative interference from other users
received by the UAV. Especially, Itu comprises two parts,
including the interference received by the main lobe Im

tu and
the interference received by side/back lobe Ib

tu. Then, the last
term of the right hand side in (29) can be further derived as

Eltu

[
P
[
PtuGtG

m
u htul

−αtu
tu

Itu + σ2
> γu | ltu

]]
=
∫ Hu,max

Hu,min

∫ Hu
cos(θu/2)

Hu

fHu(Hu) fltu(ltu)

× exp
(
−µtuγul

αtu
tu σ2

)
LIm

tu

(
bu
Ptu

)
LIb

tu

(
bu
Ptu

)
dltudHu,

(30)

where bu = µtuγul
αtu
tu

GtGm
u

. LIm
tu

(
bu

Ptu

)
and LIb

tu

(
bu

Ptu

)
denote the

Laplace transform of Im
tu and Ib

tu, respectively. Note that the
cumulative interference of the UAV can be calculated by Im

tu=∑
i∈ΦAu

PtuG
m
u htul

−αtu
iu and Ib

tu=
∑

i∈Φt\ΦAu
PtuG

b
uhtul

−αtu
iu ,

respectively, where liu denotes the distance between the i-th
user and the UAV. Moreover, Φt is the set of all users in
the network, ΦAu is the set of users who are distributed in
the coverage area of the main lobe at the UAV. Similar to the
derivations of (14) and (15), the Laplace transform of Im

tu and
Ib
tu are given as

LIm
tu

(
bu
Ptu

)
= exp

−πλt

2buGm
u

(
Hu

√
tan2 θu

2 + 1
)2−αtu

(αtu−2)µtu

2F1

1,
αtu−2
αtu

; 2− 2
αtu

;−
buG

m
u

(
Hu

√
tan2 θu

2 +1
)−αtu

µtu


 ,

(31)

where 2F1(a, b, c) is a Gaussian hypergeometric function.
Considering the component sensitivity of UAV antennas,
we assume that the minimum received power at the UAV is ηu.
Then, with the same method illustrated in (9), the maximum
transmission distance from the interfering user to the UAV
can be calculated by

(
PtuGtG

b
uhtu/ηu

)1/αtu . Therefore, the
Laplace transform of Ib

tu can be expressed as

LIb
tu

(
bu
Ptu

)
=exp

(
−πλt

∫ ηu
PtuGtG

b
uhtu

lmin
−αtu

buG
b
uw

µtu+buGb
uw

(
− 2
αtu

)
w
−αtu−2

αtu dw

)
,

(32)

where lmin = Hu/ cos θu

2 . Following the similar derivation
of Ptu, the connectivity of high-altitude link Pus can be
calculated as

Pus

= P
[
PusG

m
s G

m
u l
−αus
us

Ius + Its + σ2
> γs

]

= P

dus <

((
PusG

m
u G

m
s

γs (Ius+Its+σ2)

) 2
αus

−(Hs−Hu)2
) 1

2


=
∫ Hu,max

Hu,min

[
1−exp

(
−λuπ

((
PusG

m
u G

m
s

γs (Ius+Its+σ2)

) 2
αus

−(Hs−hu)
2

))]
× fHu

(hu)dhu, (33)

where γs is SINR threshold at the satellite. The distance
between the UAV bridge and the projection of the satellite
on the aerial platform is denoted by dus.

The link connectivity Pus is calculated by inserting (24)
and (25) into (33). Finally, according to the results of Ptu and
Pus, the link connectivity Puav

con for the aerial bridge scheme
can be obtained. ■
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The link connectivity Puav
con depends on the connectivity

of the low-altitude link and the high-altitude link. Referring
to Theorem 4, Puav

con is determined by comprehensive system
parameters, including the density λt and λu, the UAV deploy-
ment height Hu, the transmit power Ptu and Pus, as well as
antenna beamwidth θu.

B. Link Connectivity of Ground Relay Scheme and Direct
Link in TSNs

We next present the link connectivity of the ground relay
scheme and direct link without protection (i.e., non-protection
scheme) with the following results, respectively.

Theorem 5: The link connectivity of the ground relay
scheme denoted by Pgro

con is expressed as

Pgro
con =

(
1− exp

(
−λrπl

2
max

))
×
[
1− Its + σ2

2ρPrsGm
s GrLrs

×
(

2ρm
2ρm+ Ω

)m∫ γs

0

tn exp

(
−

m
(
Its + σ2

)
PrsGm

s GrLrs(2ρm+ Ω)
t

)
dt

×
m−1∑
n=0

(1−m)n

(n!)2

(
−

Ω
(
Its + σ2

)
2ρPrsGm

s GrLrs (2ρm+ Ω)

)n ]
.

(34)

Proof: For the ground relay scheme, confidential informa-
tion is first transmitted from the user to a ground relay who
appears within the communication range of the user. Then,
the ground relay forwards the information to the satellite.
According to Definition 2, we have the link connectivity of the
ground relay scheme expressed as Pgro

con = Ptr × Prs, where
Ptr is the connectivity of the link between the target user
and the relay, while Prs denotes the connectivity of the link
between the relay and the satellite.

Since only if at least one ground relay appears in the com-
munication range of the target legitimate user, the confidential
information can be successfully transmitted to the relay. Thus,
we can express Ptr as

Ptr = P[y ≥ 1] = 1− P[y = 0] = 1− exp(−λrπl
2
max),

(35)

where y is the number of ground relays appearing in the
communication range of a user.

The satellite can successfully decode the confidential infor-
mation from the relay, only if its received SINR denoted by
SINRs is larger than a threshold γs. Thus, the connectivity of
direct link Prs can be expressed as

Prs = 1− P [SINRs ≤ γs] = 1− FSINRs (γs) , (36)

where FSINRs
(γs) is the CDF of SINRs. In particular, the

received SINR at the satellite can be further derived as

SINRs =
PrsLrshrsG

m
s Gr

Its + σ2
=

PrsLrshrsGm
s Gr

σ2

Its

σ2 + 1
=

SNRs

C
,

(37)

where SNRs = PrsLrshrsGm
s Gr

σ2 denotes the signal-to-noise
ratio (SNR) at the satellite, and C = Its

σ2 +1. Specifically, Lrs

is the average free-space path loss for the signal transmitted
by the ground relay, and following the same derivation as
Lts illustrated in (51) (details given in Appendix B), Lrs can
be calculated. Meanwhile, Its can be calculated according to
Lemma 4. Based on (6), the PDF of SNRs can be given by

fSNRs
(x) =

1
2ρSNRs

(
2ρm

2ρm+ Ω

)m
× exp

(
− x

2ρSNRs

(
1− Ω

2ρm+ Ω

))
×

m−1∑
n=0

(1−m)n

(n!)2

(
− Ωx

2ρSNRs (2ρm+ Ω)

)n

,

(38)

where SNRs = PrsLrsGm
s Gr

σ2 . We can further calculate the
PDF of SINRs by fSINRs(x) = CfSNRs(Cx). Then, the CDF
of SINRs can be calculated as

FSINRs
(x) =

∫ x

0

fSINRs
(t)dt =

C

2ρSNRs

(
2ρm

2ρm+ Ω

)m

×
∫ x

0

tn exp
(
− Cm

SNRs (2ρm+ Ω)
t

)
dt

×
m−1∑
n=0

(1−m)n

(n!)2

(
− ΩC

2ρSNRs (2ρm+ Ω)

)n

.

(39)

Finally, inserting (39) into (36), we can obtain the link
connectivity Prs. Finally, we can have the link connectivity
of the ground relay scheme Pgro

con. ■
According to Theorem 5, the link connectivity Pgro

con is
determined by the connectivity of the ground links and the
high-attitude link. Hence, the density λt and λr as well as the
transmit power Ptr and Prs are the dominated parameters for
Pgro

con.
Then, we present the link connectivity of non-protection

scheme denoted by Pnon
con in Theorem 6.

Theorem 6: The link connectivity of non-protection scheme
Pnon

con is expressed as

Pnon
con = 1− Its + σ2

2ρPtsGm
s GtLts

(
2ρm

2ρm+ Ω

)m

×
∫ γs

0

tn exp

(
−

m
(
Its + σ2

)
PtsGm

s GtLts (2ρm+ Ω)
t

)
dt

×
m−1∑
n=0

(1−m)n

(n!)2

(
−

Ω
(
Its + σ2

)
2ρPtsGm

s GtLts (2ρm+ Ω)

)n

.

(40)

Proof: Without any protection, the user directly establishes
a transmission link with the satellite without any protec-
tion. Therefore, following the same derivation of Prs in
Theorem 5, we can obtain the link connectivity of non-
protection scheme. ■

As shown in Theorem 6, the link connectivity Pnon
con only

relies on the connectivity of the ground link. Hence, Pnon
con is

significantly related to the transmit power Pts.
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In the aerial bridge scheme, UAV bridges cost extra energy
for confidential information transmission while terrestrial users
save the energy consumed on transmitting, especially for
energy-constrained devices, e.g., IoT nodes. Then, we analyze
the whole energy consumption of the aerial bridge scheme
and non-protection scheme. In order to guarantee that no extra
energy is consumed, we have the following corollary.

Corollary 1: The transmit power of UAV bridges should
satisfy the following relation, if all saved energy on terrestrial
users is used by UAV bridges.

Pus =
λt

λu
(Pts − Ptu). (41)

Form Corollary 1, we can find that the transmit power of
UAV bridges related to the ratio of the number of terrestrial
users and the number of UAVs (i.e.,λt/λu), as well as the
decreased power on terrestrial user from the direct link to UAV
bridge assisted link (i.e., Pts − Ptu). Furthermore, based on
the above analysis, λt/λu is always much larger than 1 as the
number of users significantly larger than the number of served
UAVs. Hence, Pus ≪ λt

λu
(Pts − Ptu), which means that our

aerial bridge scheme can significantly save the total energy
consumption on data transmission when compared with it of
the direct link.

V. NUMERICAL RESULTS AND DISCUSSION

In this section, we present numerical results to validate
the effectiveness of the aerial bridge scheme and to analyze
our theoretical model. Specifically, we first introduce the
simulation methodology and compare the performances of the
considered scheme with the ground relay scheme, UAV jam-
mer scheme and the non-protection scheme in Section V-A.
Then, we investigate the impact of dominating parameters,
such as the antenna beamwidth, the density of UAVs and the
density of terrestrial users, on both the link connectivity and
the eavesdropping probability in Section V-B.

A. Simulations

We conducted numerous simulations to validate the effec-
tiveness of the aerial bridge scheme. Meanwhile, simulations
also verify the accuracy of our theoretical model. In the
simulations, terrestrial users are randomly distributed in a
horizontal plane with the area of 100× 100 km2. Since most
communication satellites are located in the Low-Earth orbit,
in this paper, the deployment height of the satellite Hs is set
as 200 km [42]. For such a deployment height, the antenna
beamwidth at the satellite is set as θs = π/180 to achieve a
reasonable coverage. To resist high attenuation caused by long
transmission distance and masking effect in the direct link,
the transmit power of terrestrial users is set as Pts = 40 W.
Moreover, referring to [43], the specific channel parameters for
TSNs are set as (m, ρ,Ω) = (2, 0.251, 0.279). The Gaussian
white noise is σ2 = −45 dBm [44], with the consideration of
the receive sensitivity of the antennas at the satellite. In the
aerial bridge scheme, UAVs are deployed uniformly at the
height Hu = 700 m according to the ITU standard [45].
Note that Ptu can be set as mW level to further reduce

TABLE I
TABLE OF MAIN SIMULATED PARAMETERS

the eavesdropping probability when transmit to the UAV.
However, with the consideration of the hardware limitation
of the transmitter, we unify the transmit power of terrestrial
users as Ptu = 1 W [46]. Then, we set the transmit power of
UAVs as Pus = 30 W. Since the deployment height of UAVs
is hundreds of meters, the transmitted antenna beamwidth at
UAVs is set as θu′ = π/12 for a viable distance. The SINR
threshold values of UAV and eavesdropper are γu = 10−3,
γe = 10−3, respectively. The values of main setting parameters
are shown in Table I.

We denote the simulation results of the eavesdropping
probability and the link connectivity by P sim

eave and P sim
con ,

respectively, which are acquired by

P sim
eave =

the number of successful eavesdropping links
NE

, (42)

P sim
con =

the number of successful legitimate links
NL

, (43)

where NE and NL denote the total number of eavesdrop-
ping links and legitimate communication links, respectively.
To relieve the complexity of simulations, we adopt the ideal-
istic antenna model (i.e., the isotopic model and the keyhole
model) to track our analysis on scheme effectiveness and
theoretical accuracy. Moreover, the performance of the aerial
bridge scheme has no distinct differences between the ideal
antenna model and the realistic antenna model (i.e., the
omin-directional model and the iris model) referring to our
analysis in Section V-C. It is worth noting that a link can
be successfully established only if the SINR at the receiver is
larger than a specified threshold. Moreover, in order to validate
the effectiveness of the aerial bridge scheme, we compare it
with the ground relay scheme and the non-protection scheme.
Simulation results are presented as follows.

In Fig. 4, we compare the eavesdropping probability Peave
under the aerial bridge scheme with that under the non-
protection scheme, the ground relay scheme and the UAV
jammer scheme. It is worth mentioning that in the UAV
jammer scheme, UAVs are randomly deployed on the aerial
platform as jammers to disturb the ground eavesdropper.
As shown in Fig. 4, markers are the simulation results while
curves represent the analytical ones. First, we find that the
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Fig. 4. Eavesdropping probability Peave under different schemes.

Fig. 5. Link connectivity Pcon under different schemes.

simulation results obey the analytical results, which veri-
fies the accuracy of our theoretical model. Moreover, the
eavesdropping probability is increasing with the increment
of the density of terrestrial users λt. Then, we find that the
other three schemes can effectively reduce the eavesdropping
probability compared with the non-protection scheme. In fact,
legitimated communications can be easily wiretapped by the
eavesdroppers, since the eavesdropping probability is always
1 when the density λt is large. However, the aerial bridge
scheme can nearly achieve better performance (i.e., a lower
eavesdropping probability) than ground relay and UAV jammer
schemes when the density λt increases. Therefore, the aerial
bridge scheme can achieve significant effectiveness in the
prevention of wiretapping.

Next, we compare the aerial bridge scheme, the ground
relay scheme, the UAV jammer scheme and the non-protection
scheme in terms of the link connectivity Pcon. As shown in
Fig. 5, the simulation results also match the analytical ones.
Moreover, we find that when λt < 1.42 × 10−6, the link
connectivity under the aerial bridge scheme and ground relay
scheme are far below that under the non-protection scheme,
because the received interference at the satellite is quite small
when the number of terrestrial users is extremely small. There-
fore, most terrestrial users can directly establish links with the
satellite. However, when λt ≥ 1.42 × 10−6, the aerial bridge
scheme can significantly increase the link connectivity while
the link connectivity is radically decreased without protection.
It means that the aerial bridge scheme is appropriate for
an extremely large number of terrestrial users to assist the
construction of legitimate links. By contrast, we can observe
that the ground relay scheme nearly has no assistance in
increasing the link connectivity. Meanwhile, combined with
the results in Fig. 4, we also find that it is difficult for the UAV
jammer scheme to balance low eavesdropping probability and
high link connectivity.

Fig. 6. Link connectivity Puav
con with the density of terrestrial users λt

under different values of the received antenna beamwidth at UAVs θu and
the deployment height of UAVs Hu.

Fig. 7. Link connectivity Puav
con versus transmit power of UAVs Pus under

different transmitted antenna beamwidth at UAVs θu′ .

Fig. 8. Link connectivity Puav
con versus density of UAVs λu.

B. Discussion on Impacts of Parameters

In this subsection, we investigate the impacts of dominating
parameter settings of aerial bridges on the link connectivity
Puav

con and the eavesdropping probability Puav
eave, respectively.

In particular, we discuss the results and provide conducive
insights for the practical deployment.

1) Link Connectivity: The link connectivity Puav
con is espe-

cially related to the deployment of UAVs, including the
antenna beamwidth of UAVs θu and θu′ , the deployment
height of UAVs Hu, the transmit power of UAVs Pus and
the density of UAVs λu.

Fig. 6 plots the analytical results of the link connectivity
Puav

con against the density of terrestrial users λt for different
values of the received antenna beamwidth at UAVs θu and the
deployment height of UAVs Hu. We can observe from Fig. 6
that Puav

con first increases with λt, then Puav
con decreases when λt

further increasing. Specifically, in Fig. 6(a), we investigate the
impacts of θu on Puav

con . First, we can observe that the variation
trends of Puav

con are almost constant, whatever the values of θu

are changed. Therefore, in the aerial bridge scheme, a high
link connectivity can be guaranteed by adjusting the received
antenna beamwidth at UAVs when the number of terrestrial
users dramatically changes. Furthermore, we analyze the vari-
ation of Puav

con under different values of Hu in Fig. 6(b).
We find when the density of terrestrial users is extremely
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Fig. 9. Eavesdropping probability Pcon
eave versus the density of UAVs λu

under different values of path loss factor αue.

Fig. 10. Avesdropping probability Puav
eave versus received antenna beamwidth

at UAVs θu under different values of density of UAVs λu.

low, increasing Hu can achieve a high Puav
con . Similarly, in the

aerial bridge scheme, the link connectivity can be significantly
improved by decreasing Hu, when there are a number of
terrestrial users in the network.

Fig. 7 demonstrates the effects of the transmitted antenna
beamwidth at UAVs θu′ and the transmit power of UAVs Pus

on the link connectivity Puav
con . According to (33), Pus and

θu′ are two vital factors which decide the connectivity of the
high-altitude link Pus, and then, further dominate the value
of Puav

con . Thus, as shown in Fig. 7, the increment of Pus can
significantly improve the link connectivity. In addition, when
the reduction of θu′ makes a UAV obtain a larger main lobe
gain (i.e., θu′ = π/12), the value of Puav

con is almost constant
whatever Pus is changed. Therefore, for the aerial bridge
scheme, both decreasing transmitted antenna beamwidth of
UAVs and increasing transmit power of UAVs can achieve a
high link connectivity.

Furthermore, we analyze the impact of the density of
UAVs λu on the link connectivity Puav

con under different SINR
thresholds at UAVs γu. As shown in Fig. 8, the curves of
Puav

con rise first and then almost keep constant. When λu further
increases, the values of Puav

con finally drop down to 0. The reason
is that the increment of λu can cause a large number of UAVs,
resulting in extra cumulative interference Ius. According to
(27) and (33), when Ius increases to a threshold value, Pus

then experiences a sudden drop from a positive value to zero,
since the legitimate link between the UAV and the satellite
cannot be established. Thus, the unrestricted increment of the
number of UAVs cannot benefit the improvement of the link
connectivity. Meanwhile, we can observe that the value of Puav

con
is much higher, with a lower SINR threshold γu. Consequently,
the proposed scheme can improve the link connectivity by
decreasing the SINR threshold at UAVs, when the number of
UAVs in the network is limited.

2) Eavesdropping Probability: We further analyze the influ-
ence of the dominating parameters on the eavesdropping
probability. Fig. 9 demonstrates the eavesdropping probability
Puav

eave varies with the density of UAVs λu under different

Fig. 11. Eavesdropping probability Puav
eave versus transmit power of a

terrestrial user Ptu under different values of density of terrestrial users λt.

Fig. 12. Performance of UAV bridge scheme under different λt/λu.

path-loss factors αue. As shown in Fig. 9, the curve of αue = 3
rises first, and then gradually tends to be flat as λu increases.
By contrast, when αue = 2, the values of Puav

eave are almost
stable. When αue = 4, the eavesdropper cannot wiretap any
confidential information through the low-altitude link whatever
the density λu is changed. Obviously, the aerial bridge scheme
can significantly reduce the eavesdropping probability under
most channel conditions.

In Fig. 10, we analyze the impact of the received antenna
beamwidth at UAV θu on the eavesdropping probability Puav

eave
under the different density of UAVs λu. First, we find that the
curves of Puav

eave are rising as θu increases. Moreover, the value
of Puav

eave under a lower density of UAVs (i.e., λu = 10−8)
is much smaller than Puav

eave under a higher λu. Meanwhile,
as λu increases from 10−7 to 10−6, the increment of Puav

eave
is particularly obvious. Therefore, the aerial bridge scheme
can reduce the eavesdropping probability by narrowing the
received antenna beamwidth at UAVs, especially, when there
are a large number of UAVs deployed in TSNs.

Fig. 11 plots the eavesdropping probability Puav
eave versus

the transmit power of terrestrial users Ptu. We can find that
Puav

eave increases with the transmit power Ptu. Meanwhile, the
increment of terrestrial users also influences the eavesdropping
probability. Specifically, when the density of users is large
(i.e., λt = 10−4), the eavesdropper has more opportunities to
wiretap confidential information, resulting in a higher eaves-
dropping probability. However, the eavesdropping probability
can be significantly decreased by reducing the transmit power
of terrestrial users. To conclude, the aerial bridge scheme
is also appropriate for a large number of terrestrial users to
guarantee the security of transmission by properly controlling
transmit power.

C. Discussion on the Deployment of UAV Bridges

In Fig. 12, we analyze the performance of the UAV bridge
scheme under different λt/λu. Particularly, we compare the
eavesdropping probability and link connectivity of the UAV
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Fig. 13. Performance of UAV bridge scheme under different Pus/Pts.

bridge scheme with those of the non-protection scheme.
Herein, we fix the density of terrestrial users λt as 10−5,
while the density of UAVs λu is reduced as the ratio λt/λu

increases. As shown in Fig. 12(a), the eavesdropping probabil-
ity of the UAV bridge scheme is relatively stable for different
λt/λu, because it is difficult for the eavesdropper to wire-
tap the confidential information leakage from the side/back
lobe of antennas at the UAV. In addition, the UAV bridge
scheme can significantly reduce the eavesdropping probability
(i.e., from 0.85 to 0.01), since terrestrial users communicate
with a low transmit power. Fig. 12(b) plots the link connectiv-
ity of the UAV bridge scheme versus the ratio λt/λu. We can
find that Puav

con decreases with the increment of λt/λu. Nonethe-
less, our scheme still performs advancements in improving link
connectivity.

As shown in Fig. 13, we then discuss the performance of
the UAV bridge scheme under different Pus/Pts. Specifically,
we fix the transmit power of terrestrial users to the satellite
Pus(in the non-protection scheme), while the transmit power
of UAVs Pus increased with the increment of the ratio
Pus/Pts. In Fig. 13(a), we can find that the eavesdropping
probability is reduced as Pus/Pts, it is because a larger value
of Pus makes eavesdroppers more opportunities to wiretap
confidential information from UAVs. Moreover, the increased
value of Pus cannot significantly increase the link connectivity,
as the link connectivity is relatively stable in Fig. 13(b).
Compared with transmit power for the non-protection scheme,
i.e., Pts, UAV bridges can significantly save the transmit
power. Consequently, the reasonable transmit power is nec-
essary for UAV bridges, excessive increment of Pus can make
extra confidential information leakage while cannot enhance
the link connectivity.

D. Discussion on Distribution and Antenna Model

To track the accuracy of our network model, we evaluate the
theoretical model by simulating the distribution of terrestrial
users and the radiation pattern of antennas.

As shown in Fig. 14, we simulate the distribution of
terrestrial users following the Poisson point process (PPP) and
the Poisson cluster process (PCP), respectively. Comparing
PPP (depicted in Fig. 14(a)) with PCP (depicted in Fig. 14(b)),
we can find that there are unobvious differences between
their distributions, especially for TSNs with an extremely
long transmission distance. To further investigate the effect
of the distribution model on the performance of UAV bridges,
we analyze the eavesdropping probability and the link con-
nectivity under different models, as shown in Fig. 15.

Fig. 14. Distribution of terrestrial users.

Fig. 15. Performance under different network model (i.e., PPP verses PCP)
and antenna model (i.e., keyhole verses iris).

Fig. 16. Radiation pattern of antennas.

Note that, in our theoretical model (i.e., the red curve),
we adopt PPP as the distribution of terrestrial users. Compared
with the performance of our analysis with aerial bridge under
the PPP model, the illustrated performance under the PCP
model (i.e., blue curve) has quite slight differences.

Moreover, we analyze the impacts of the antenna models on
the performance of our aerial bridge. Owing to the integration
of antenna elements, forming an antenna array, such as the
uniform plane array (UPA). There will be an inevitable differ-
ence in phase and amplitude because of the various positions
of elements, resulting in different antenna gains for different
directions. As shown in Fig. 16, we simulate the radiation
patterns of the omni-directional antenna model in Fig. 16(a).
Then, we model the radiation patterns of directional antenna
as illustrated in Fig. 16(b). We can find that there are different
antenna gains at different directions. In order to evaluate the
impact of antenna models, we conduct simulations on the
eavesdropping probability and the link connectivity. In our
theoretical model, we adopt the isotropic antenna and the
keyhole as antenna models. As shown in Fig. 15, we can find
that adopting both the realistic antenna models (i.e., omni-
directional antenna and iris models) and idealistic antenna
model (i.e., isotropic model and keyhole model) demonstrates
the effectiveness of our aerial bridge, since the difference
between them is little obvious for both the eavesdropping
probability and the link connectivity.
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VI. CONCLUSION

In this paper, we presented an aerial bridge scheme for
TSNs in the presence of secret eavesdroppers. To evaluate the
eavesdropping risk, we introduced the eavesdropping proba-
bility. Additionally, the link connectivity was investigated to
validate the reliability of the proposed scheme. We conducted
extensive simulations to verify the effectiveness of the aerial
bridge scheme. Meanwhile, we compared the performance of
our scheme with that of the ground relay, UAV jammer and
non-protection schemes. The simulation results revealed that
the aerial bridge scheme outperforms the others in terms of
decreasing the eavesdropping probability. Moreover, they also
verified that our scheme can significantly improve the link
connectivity. Further, we discussed the impacts of parame-
ters on the eavesdropping probability and the link connec-
tivity, respectively. The results provided useful insights on
the practical deployment of TSNs under the aerial bridge
scheme.

APPENDIX A
PROOF OF LEMMA 3

Note that Ius is composed of the main lobe interference
Im
us and the side/back lobe interference Ib

us. Only if more
than one UAV appears in a given region, the interference
exists. Therefore, we need to calculate the probabilities that
the interfering UAVs appear in the coverage region of the main
lobe and the side/back lobe, respectively. Because the UAVs
are randomly distributed on the aerial platform, we have the
probability that the interfering UAVs appear in the coverage
region of the main lobe at the satellite denoted by Pin,u, which
can be calculated as

Pin,u(x) = P[x ≥ 2] = 1− P[x = 0]− P[x = 1]
= 1− (1 + λuAs) exp(−λuAs), (44)

where x is the number of UAVs appearing in the cover-
age region of the main lobe at the satellite, while As =
π
(
(Hs−Hu) tan θs

2

)2
denotes the area of a such coverage

region.
According to (4), the interference transmitted from a UAV is

PusG
m
u G

m
s l
−αus
us . Therefore, the main lobe interference at the

satellite from a UAV is calculated by Pin,uPusG
m
u G

m
s l
−αus
us .

Then, we can express the main lobe interference Im
us as

Im
us = E

 ∑
j∈ΦAs

Pin,uPusG
m
u G

m
s l
−αus
js


= 2 (λuπDI)

2 × Pin,uPusG
m
u G

m
s

×
∫ DI

0

(
(Hs−Hu)2+d2

js

)−αus
2
e−λuπd2

jsdjsddjs. (45)

where DI = min
{

(PusG
m
u G

m
s /ηs)

1/αus, (Hs−Hu) tan θs/2
}

denotes the interfering range of the main lobe, ηs is the
threshold of received power at the satellite, and djs denotes
the projection distance between the j-th UAV and the satellite.
Following the similar derivation of Im

us, the side/back lobe

interference Ib
us can be expressed as

Ib
us = E

 ∑
j∈ΦA

s′

Pin,u′PusG
m
u G

b
sl
−αus
js


= 2πλ2

uAs′ × Pin,u′PusG
m
u G

b
s

×
∫ (

PusGm
u Gb

s
ηs

) 1
αus

(Hs−Hu) tan θs
2

×
(
(Hs −Hu)2+d2

js

)−αs
2
e−λuπd2

jsdjsddjs. (46)

Unlike the main lobe, the side/back lobe at the satellite has
diverse gains under the different models. Specifically, the
keyhole model consisting of a joint side/back lobe, can theoret-
ically achieve full coverage of the aerial platform (or ground).
In this case, the probability that the interfering UAVs are
covered by the side/back lobe Pin,u′ is equal to 1. For the
iris model consisting of several side/back lobes, referring to
(18), Pin,u′ can be given as

Pin,u′ = P
[
π − θs

2
− (ψs + θs) ≤ ϕ ≤ π − θs

2
− ψs

]
= Fϕd

(
π − θs

2
− ψs)− Fϕd

(
π − θs

2
− (ψs + θs))

=
tan(π−θs

2 − ψs)− tan(π−3θs

2 − ψs)
2
√
λu (Hu,max −Hu,min)

,

where the solid angle between any two neighbor lobes of the
satellite antenna is ψs = 4π

Ns+1 − 2π
(
1− cos θs

2

)
, Ns denotes

the number of side/back lobes at the satellite. However, not
all UAVs can effectively interfere with the satellite due to the
limitation of receiver sensitivity. Therefore, the actual area of
the region covered by the side/back lobe As′ is expressed as

As′ = π ×
((
PusG

m
u G

b
s

ηs

)
2

αus−
(
(Hs−Hu) tan

θs

2

)
2

)+

,

(47)

where (x)+=max {x, 0}, normalizing As′ to be non-negative.
To sum up, the cumulative interference Ius under the keyhole
model can be expressed as Ius = Im

us+vIb
us, where v = {0, 1}

stands for different cases of interference shown as follows.
Case 1: When the maximum interfering distance of the main

lobe is no larger than the maximum coverage range of the
main lobe, i.e., (PusG

m
u G

m
s /ηs)

1/αus ≤ (Hs −Hu) tan θs

2 ,
the interference from UAVs can only be received by the main
lobe of the satellite (i.e., v = 0).

Case 2: When the maximum interfering distance of the
main lobe is larger than the maximum coverage range of the
satellite, i.e., (PusG

m
u G

m
s /ηs)

1/αus > (Hs −Hu) tan θs

2 , and
the maximum interfering distance of the side/back lobes is no
larger than the maximum coverage range of the satellite, i.e.,(
PusG

m
u G

b
s/ηs

)1/αus ≤ (Hs −Hu) tan θs

2 , the interference
from UAVs can only be received by the main lobe of the
satellite (i.e., v = 0).

Case 3: When the maximum interfering distance of the
main lobe is larger than the maximum coverage range of the
satellite, i.e., (PusG

m
u G

m
s /ηs)

1/αus > (Hs −Hu) tan θs

2 , and
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the maximum interfering distance of the side/back lobes is
larger than the maximum coverage range of the satellite, i.e.,(
PusG

m
u G

b
s/ηs

)1/αus
> (Hs −Hu) tan θs

2 , the interference
from UAVs can be received by both the main lobe and the
side/back lobes of the satellite. (i.e., v = 1).

Note that for Case 3, not all UAVs can interfere with the
satellite if the antenna deploys iris model, As′ should be
rewritten as

As′ =
πNs(Hs−Hu)2 tan (θs/2)(tan (ψs + θs)−tan (θs))

cos (ψs + θs/2)
.

(48)

Finally, the received cumulative interference of the satellite
from UAVs Ius can be obtained.

APPENDIX B
PROOF OF LEMMA 4

Since the direct link is suffered by heavy shadowing fading
and attenuation, the terrestrial users’ interference received
by the side/back lobes at the satellite is extremely low.
Therefore, we only take the cumulative interference from
terrestrial users received by the main lobes at the satellite
into consideration. When the threshold of received power at
the satellite is ηs, we can obtain the maximum interfering
distance between an effective interfering user and the satellite,
similar to (9). We further denote that the interfering region is
deemed as a circle with a radius of the maximum interfering
distance. Then, we have the area of the interfering region
denoted by AI as

AI = πmin

{(
PtsG

m
s Gthts

ηs

) 2
αts

−H2
s ,

(
Hs tan

(
θs

2

))2
}
,

(49)

where Gt =
∫ Hs

cos(θs/2)

Hs
10−1.2 arcsin2( Hs

lts
)/ϕ2

3dBflts(x)dx, and θs

is the main lobe beamwidth at the satellite. Referring to the
similar derivation procedure of The PDF of ϕd, we can obtain
the PDF of the elevation angle at the terrestrial user ϕo by

fϕo
(ϕ) = −2πλtH

2
s cosϕ

sin3 ϕ
exp

(
−πλtH

2
s

sin3 ϕ

)
. (50)

Then, the probability that the interfering users appear in the
coverage region of the main lobe at the satellite is expressed as

Pin,s = P[ϕo >
π − θs

2
] = 1− P[ϕo ≤

π − θs

2
]

= 1− Fϕo
(
π − θs

2
) = 1−

∫ π−θs
2

0

fϕo
(ϕ)dϕ

= 1 +
∫ π−θs

2

0

2πλtH
2
s cosϕ

sin3 ϕ
exp

(
−πλtH

2
s

sin3 ϕ

)
dϕ.

The average free-space path loss for the interfering signal,
denoted by Lts, can be calculated as

Lts =
∫ Hs

cos(θs/2)

Hs

x−αtsflts(x)dx. (51)

Unlike the derivation of Ius, for the cumulative interference
from terrestrial users Its, we first give the PDF of the received
power at the satellite referring to (5) and (6) as

fR(x) =
1

2ρPtsLtsGm
s Gt

(
2ρm

2ρm+ Ω

)m

× exp
(
− x

2ρPtsLtsGm
s Gt

(
1− Ω

2ρm+ Ω

))
×

m−1∑
n=0

(1−m)n

(n!)2

(
− Ωx

2ρPtsLtsGm
s Gt (2ρm+ Ω)

)n

.

(52)

Then, the cumulative interference Its can be expressed as

Its = Et∈ΦAI

[∑
Pin,sPtsG

m
s GthtsLts

]
= λtAI × Pin,sPtsLtsG

m
s Gt (2ρ)m−1 (m (2ρm+ Ω))m−2

×
m−1∑
n=0

(1−m)n

(n!)2

(
− Ω

2ρPtsLtsGm
s Gt

)n

Γ(n+ 2)m−n.

(53)

Particularly, we categorize cases of the fading severity param-
eter m (within the range of [0,∞)) as follows.

Case 1: When m = 0, hd can be simplified as the
Rayleigh distribution, the PDF of hd presented in (6) is further
expressed as

fhd(x)=
1
ρ

exp
(
− x

2ρ

)
. (54)

Then, the PDF of the received power is given as follows,

fR(x) =
1

2ρPtsLtsGm
s Gt

exp
(
− x

2ρPtsLtsGm
s Gt

)
, (55)

and the cumulative interference at the satellite is given by

Its = λtπmin

{(
PtsG

m
s Gthts

ηs

) 2
αts

−H2
s ,

(
Hs tan

(
θs

2

))2
}

× Pin,s

∫ ∞

0

x

2ρPtsLtsGm
s Gt

× exp
(
− x

2ρPtsLtsGm
s Gt

)
dx. (56)

Case 2: When m = ∞, the hd follows the Rician distribu-
tion, then its PDF is expressed as

fhd(x)=
1
ρ

exp
(
−x+ Ω

2ρ

)
I0

(√
Ω
ρ

)
, (57)

where In(·) is the n th-order modified Bessel function of the
first kind. The PDF of the received power is given as follows,

fR(x) =
1

2ρPtsLtsGm
s Gt

× exp
(
− x

2ρPtsLtsGm
s Gt

− Ω
2ρ

)
I0

(√
Ω
ρ

)
, (58)
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and the cumulative interference at the satellite are calcu-
lated by

Its

= λtπmin

{(
PtsG

m
s Gthts

ηs

) 2
αts

−H2
s ,

(
Hs tan

(
θs

2

))2
}

× Pin,s

∫ ∞

0

x

2ρPtsLtsGm
s Gt

exp
(
− x

2ρPtsLtsGm
s Gt

)
dx

× I0

(√
Ω
ρ

)
exp

(
− Ω

2ρ

)
. (59)
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