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Abstract—Being the largest Initial Coin Offering project, EOSIO has attracted great interest in cryptocurrency markets. Despite its
popularity and prosperity (e.g., 26,311,585,008 token transactions occurred from June 8, 2018 to Aug. 5, 2020), there is almost no work
investigating the EOSIO token ecosystem. To fill this gap, we are the first to conduct a systematic investigation of the EOSIO token
ecosystem by conducting a comprehensive graph analysis of the entire on-chain EOSIO data (nearly 135 million blocks). We construct
token-creator graphs, token-contract creator graphs, token-holder graphs, and token-transfer graphs to characterize token creators,
holders, and transfer activities. Through graph analysis, we have obtained many insightful findings and observed some abnormal
trading patterns. Moreover, we propose a fake-token detection algorithm to identify tokens generated by fake users or fake transactions
and analyze their corresponding manipulation behaviors. Evaluation results also demonstrate the effectiveness of our algorithm.

Index Terms—Blockchain, EOSIO, Token, Fake-Token Detection, Graph Analysis

1 INTRODUCTION

RYPTOCURRENCIES such as Bitcoin [1] and

Ethereum [2] have received great interest from
investors and researchers [3]-[5]. As an underlying
technology, blockchain has essentially established a
distributed database with characteristics like traceability,
security, and immutability [6]. Meanwhile, smart
contracts running on top of blockchains can automate
business processes, simplify trading actions, and reduce
administrative costs [7]-[10]. However, blockchains like
Bitcoin and Ethereum suffer from a low transaction
throughput due to inefficient consensus protocols [11],
[12], like Proof-of-Work (PoW). Thus, they are incapable of
supporting real-time trading services.

Similar to Ethereum, EOSIO! is an open-source platform
for blockchain innovation and performance. In contrast to
PoW-based blockchain systems [13], [14], EOSIO adopts
a more efficient consensus protocol — Delegated Proof-of-
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Stake (DPoS) [15], [16]. It allows EOSIO to achieve much
higher transaction throughput (up to 8,000 transactions per
second) and much lower confirmation latency (within one
second) than Bitcoin and Ethereum [17]. Consequently, EO-
SIO has become an attractive option for many decentralized
applications (DApps), especially for applications having a
stringent requirement on trading time. According to Crowd-
fundinsider [18], EOSIO has become one of the largest Initial
Coin Offering (ICO) projects (over $4 billion). A recent
report indicates that the average transaction volume of
EOSIO within 24 hours has reached 57 million (80 million at
peak) [19]. By comparison, Ethereum has an average volume
of only 717,000 transactions (1.3 million at peak) within 24
hours.

ICO has become a new approach for many startups
to raise funds. Different from traditional angel finance
or venture capital, an ICO issuer raises cryptocurrencies
by selling blockchain-based digital assets to users. In this
way, cryptocurrencies can be interchanged with fiat money,
consequently boosting the cryptocurrency economy. During
this process, digital assets, also called tokens, act as the
programmable assets or access rights of participants in
the blockchain. Tokens are essentially managed by smart
contracts and underlying blockchains. Owing to the high
liquidity brought by the high transaction throughput and
low confirmation latency, EOSIO tokens have become one
of the most ideal choices for ICOs. Meanwhile, the waiver
of trading fees in EOSIO is another attractive feature to
stakeholders (e.g., token issuers and holders).

1.1

Surprisingly, there are few studies on the cryptocurrencies
of EOSIO, considering its huge token transaction volume
(i.e., more than 26.3 billion). An in-depth investigation of
the EOSIO token ecosystem can help to reveal its internal
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Fig. 1. An overview of the proposed framework to analyze EOSIO token data

mechanism and understand economic activities in EOSIO
so as to demystify the token ecosystem. To the best of our
knowledge, there is no work to comprehensively investigate
the EOSIO token ecosystem, despite a myriad of studies on
EOSIO smart contracts [20], [21], EOSIO vulnerabilities [22],
and the Ethereum tokens [23]-[28] (a more comprehensive
literature survey to be given in Section 8).

To fill this gap, we conduct a systematic study on the
EOSIO token ecosystem by performing extensive graph
analysis on the entire on-chain EOSIO data. As shown in
Fig. 1, our study consists of four phases: (1) we collect the
data of EOSIO and parse the token-related datasets; (2) we
investigate the token ecosystem by constructing token cre-
ator graphs (TCGs), token contract creator graphs (TCCGs),
and token holder graphs (THGs); (3) we analyze abnormal
trading patterns by constructing token transfer graphs; and
(4) we propose an algorithm to detect suspicious tokens
generated by fake users or fake transactions and analyze
their corresponding manipulation behaviors.

1.2 Contributions

In summary, we make the following contributions.

1) To the best of our knowledge, we are the first to conduct
a holistic measurement study on the whole EOSIO
token ecosystem via graph analysis. After synchroniz-
ing the entire EOSIO data and gathering a large-scale
dataset of all token-related transactions, we construct
multiple graphs to characterize token creators, token
contract creators, and token holders. The graph analysis
offers an in-depth exploration of the entire EOSIO token
ecosystem. We also compare EOSIO with Ethereum in
token ecosystems.

After conducting the exploratory graph analysis, we
analyze the tokens-transfer flows and observe some
anomalous behaviors done by the accounts having
large indegree or outdegree. These findings help us to
identify abnormal trading patterns in EOSIO.

We propose a fake-token detection algorithm to detect
“fake” tokens and identify manipulation behaviors. We
extract several abnormal tokens and reveal their abnor-
mal behaviors. Evaluation results further demonstrate
the effectiveness of the algorithm.

2)

The rest of the paper is organized as follows. After
reviewing EOSIO and its internal mechanism in Section 2,

we detail our study design and data collection in Section 3.
Section 4 then provides an overview of the EOSIO token
ecosystem based on graph analysis. Section 5 next investi-
gates the token transfer flows and identifies some abnormal
trading patterns. For further analysis of the characteristics of
the EOSIO token ecosystem, we compare the analysis results
of EOSIO with those of Bitcoin, Ethereum, and even EOSIO
itself in Section 6. Section 7 depicts the fake-token detection
algorithm to identify the “fake” tokens. After reviewing
related work in Section 8, we conclude the paper and outline
future directions in Section 9.

2 EOSIOIN A NUTSHELL
2.1 Blockchain and EOSIO

In general, a typical blockchain [29], [30] is a globally shared
and distributed database, which is composed of a series of
blocks containing transactions. A transaction refers to the
interactive operation between users. Meanwhile, a block is
constructed by transactions. Each block is confirmed by the
entire network through a consensus protocol, such as PoW,
PoS, and DPoS [11], [12], [31]. Participants in a blockchain
system can read and write transactions in the blockchain
database. There is no central authority in the blockchain. All
the transactions are determined by the consensus protocol
in a decentralized manner. As the core of blockchain tech-
nologies, the consensus protocol plays an important role in
the development of the blockchain ecosystem.

As two main blockchain platforms, both Bitcoin and
Ethereum are limited by PoW consensus protocols [13],
[32]. For example, Bitcoin only supports seven transactions
per second while Ethereum supports 15 transactions per
second. Different from Bitcoin and Ethereum, EOSIO adopts
a more efficient consensus - DPOS - to scale the throughput
to millions of transactions per second. Owing to its high
scalability, EOSIO has gained huge popularity among users
and developers. Another attraction of EOSIO to investors
is the waiver of trading fees for any transactions, thereby
greatly reducing the expenditure of high-frequency trading
(such as arbitrage) for investors.

The working flow of EOSIO is summarized as follows. 1)
A user first registers an EOSIO account, which can uniquely
determine its identity. 2) The user interacts with the EOSIO
blockchain through the invocation of smart contracts. The
interaction is called an action in EOSIO [33]. 3) An EOSIO



smart contract written in C++ consists of contractual clauses,
which can be invoked to be executed in EOSIO virtual
machine (EOSVM) [34], consequently generating a number
of transactions to be stored in the EOSIO blockchain. 4) An
EOSIO transaction contains specific information about one
or multiple users’ actions, e.g., transferring tokens from one
user to another.

2.2 Transaction, Action, and Account

An EOSIO transaction consists of several actions, each repre-
senting an atomic operation [33]. Like traditional distributed
database systems, the atomicity of a transaction means an
indivisible set of actions in one transaction, i.e., either all
of them are successful or none of them are successful. For
example, a user namely Alice initiates an action consisting of
(a) creating a new token named “TEST” and (b) transferring
10.0000 EOS? to Bob. Both actions (a) and (b) should occur
either at the same time or none of them occurs. Both two
actions are packaged into one transaction to be submitted to
the EOSIO blockchain. As long as one of the actions fails,
the entire transaction fails.

In EOSIO, a transaction is submitted by an account
represented by a string with a length of up to 12 charac-
ters. Creating a new account in EOSIO requires an existing
account to pay a certain amount of EOS for RAM resources
to store the account information. The existing account can
be considered as the creator of the new account. Different
from EOSIO, a new account (address) creation in Ethereum
does not require the help of other accounts. This account-
creation mechanism implies stronger relationships of EOSIO
accounts than Ethereum. Therefore, it is worth investigating
the relationships between EOSIO accounts while previous
studies on Ethereum often ignore the relationship analysis.
In Section 7, we propose an algorithm to detect “fake” tokens
and analyze the relationships of EOSIO accounts.

2.3 Smart Contract and Token

Nowadays, most blockchain systems support smart con-
tracts that run on virtual machines. Like other blockchain
systems such as Ethereum, EOSIO smart contracts are also
executed on top of EOSVM. In EOSIO, a smart contract
written in C++ is first compiled into WebAssembly machine
code (aka bytecode), which is then executed in EOSVM.
Unlike Ethereum equipped with a gas mechanism, EOSIO
adopts a different resource-management mechanism, which
limits the RAM, CPU and Bandwidth resources for trans-
action execution to solve the halting problem [33], [35]. In
EOSIO, an account can act as both a common user and a
contract at the same time. When created, an account first
acts as a common user. Authorized by its private key, it
can interact with the blockchain on behalf of the user, such
as sending tokens to other accounts. When this account
is used to deploy a contract, the bytecode is stored in
the account, which also serves as a contract. When a user
invokes the contract, he/she initiates actions to the account.
Consequently, the corresponding bytecode is executed in
EOSVM to change the states of the blockchain. It is worth

2. EOS is the token of EOSIO, similar to ether in Ethereum and BTC
in Bitcoin.

TABLE 1
Several important mathematical notations

Notations | Description
TCG Token Creator Graph
Vat The set of accounts and tokens for TCG
Eat The set of edges for TCG
(vi;vj;d) An edge that indicates the creation relationship between
an account vj and a token vj with a timestamp d
TCCG Token Contract Creator Graph
THG Token Holder Graph
Venh The set of tokens and holders for THG
Eth The set of edges for THG
(Vi; Vj; W) | Anedge that indicates the holding relationship between
a holder vj and a token vj with a weight w
TTG Token Transfer Graph
Vet The set of the token holders for TTG
Ett The set of edges for TTG
CTTG Center Token Transfer Graph
Vet The set of the top-14 accounts for CTTG
Ect The set of edges for CTTG
ACG Account-creation Graph
ACF The Account Control Factor for a token
ANF Action Number Factor to further model transfer actions.
TANF Total Action Number Factor for a token Ty
ATTNF An indicator to measure whether a token is “fake”
TTQF Token Transfer Quantity Factor
MTTQF An indicator considering both the account-creation rela-
tionship and transfer amount

noting that the bytecode of an account can be updated
(as long as owning its private key) in EOSIO, which is
nevertheless not allowed in Ethereum.

In EOSIO, developers can easily use smart contracts
to build their projects or DApps. Due to the waiver of
trading fees and the simple development process of EOSIO
DApps, many startups and ICOs raise funds by creating
and issuing new tokens on the EOSIO platform. Any user
can buy certain tokens of ICO DApps with EOS?, which is
the native token of EOSIO. A token that acts like a digital
currency becomes a profitable asset for those shareholders
of DApps. When the EOSIO mainnet went live, a standard
token protocol was introduced. As a result, the EOSIO token
ecosystem has prospered rapidly and has soon become
one of the largest token-selling platforms. Required by the
EOSIO token standard, a token contract should consist of
three functions: create, issue, and transfer. Using this
condition, we can filter all standard token contracts on the
EOSIO mainnet. If we parse the token-related transactions,
we then can know how the tokens are transferred, where
they go, and by whom they are held. It is worth mentioning
that a token contract in EOSIO can create multiple tokens
with different symbols and different contracts can create
tokens with the same symbol. By contrast, this feature is
also not allowed in Ethereum. Therefore, we uniquely mark
a token with “contract@symbol” in EOSIO.

3 STUuDY DESIGN & DATA COLLECTION

This section gives a brief introduction to the research ques-
tions, study methods, and how the data are collected. More-
over, several important mathematical notations of study
methods are summarized in Table 1.



TABLE 2
EOSIO Token Data: Block #1 to #134,999,999

Category | Approximate size of Dataset | Row Count
token create actions 944 KB 5,598
token issue actions 40.42 GB 253,711,757
token transfer actions 4.23 TB 26,311,585,008
account creation actions 244.62 MB 1,332,669

3.1 Research Questions & Study Methods

In this paper, we aim to answer the following three re-

search questions (RQs) when investigating the EOSIO token

ecosystem.
RQ1) What are the market characteristics of the EOSIO
token ecosystem? The EOSIO token ecosystem has
huge market value due to its popularity and massive
transactions. However, as far as we know, there is
no study investigating market characteristics by ex-
ploratory analysis of the EOSIO token data. To this
end, we conduct a comprehensive graph analysis on
tokens, holders, and creators by constructing token cre-
ator graphs (TCGs), token holder graphs (THGs), and
token contract creator graphs (TCCGs), respectively,
accompanied by the relationship analysis.
Are there anomalous trading activities in the EOSIO
token ecosystem? Tokens transferred in EOSIO reveal
the trading flows, which can be used to identify trading
activities, especially for those anomalous trading activ-
ities that may be a detriment to the EOSIO ecosystem.
After analyzing token transfer graphs (TTGs) and char-
acterizing the features, we find that some “center” ac-
counts have many transfer actions. We then analyze
mutual trading activities and detect abnormal trading
patterns.
Can we identify the tokens with fake users and
transactions? Although millions of token-related trans-
actions occur in EOSIO, fake users or transactions
commonly appear in EOSIO. Due to the waiver of
trading fees of EOSIO, many token issuers intention-
ally increase both trading and user volumes of tokens
with nearly no extra cost, thereby boosting the token
popularity and gaining extravagant profits. To address
this problem, we design an algorithm to detect these
“fake” tokens. We find that some identified cases can
effectively reveal the manipulation behaviors of tokens.

RQ2)

RQ3)

3.2 Data Collection

The collection of all the token-related actions requires re-
playing all transactions and gathering a large-scale dataset
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of all actions. However, the large transaction volume of
EOSIO poses challenges in replaying transactions and
efficiently obtaining the entire on-chain data. Although
the EOSIO development team offers the client Nodeos
and several plugins, like state_history_plugin and
mongo_db_plugin, the official plugins severely slow down
the replay procedure due to parsing and insertion opera-
tions of raw data to databases. These plugins collect the
raw data when replaying transactions, and then parse them
into the well-formatted data for some database engines (i.e.,
PostgreSQL and MongoDB). Finally, the formatted data are
inserted into the database according to certain indexes (with
the purpose of the fast query). Data insertion operations take
extra time during the replaying procedure. Meanwhile, data
parsing and insertion operations are conducted serially and
may affect each other, thereby further slowing down the
replaying procedure.

To address these challenges, we develop a new data-
replaying plugin - history_file_plugin to collect raw
data and write them into Memory Buffer during the replaying
procedure. Then, another thread asynchronously reads the
data from Memory Buffer, serializes, and finally saves them
directly as JSON files. Since the subsequent data prepro-
cessing is conducted on these files without affecting the
replaying procedure, history_file_plugin allows data
collection and data processing to be carried out simultane-
ously, consequently speeding up data collection. Our plugin
greatly saves time in collecting the entire on-chain data in
contrast to the official plugins of EOSIO. For example, our
plugin takes only 1/7 time to synchronize the first 20 million
blocks, compared with the official plugins of EOSIO®.

EOSIO Token Data Summary: We have launched Nodeos
and our own history_file_plugin to run an EOSIO full node
and replay all the transactions (up to 134,999,999 blocks) to
get the entire on-chain data (including blocks, transaction
receipts, action traces) from June 8, 2018 to Aug. 5, 2020.
According to the token standard defined by EOSIO, we
filter out all standard tokens and extract the token-related
actions covering creation, issuance, and transfer. Table 2
summarizes the EOSIO token data, which obviously has
much larger volumes than Ethereum [36]. More details
about the dataset are shown below.

Token Information: In EOSIO, a contract that contains
three standard functions of create, issue, and transfer
can be regarded as a standard token contract. According to
this feature, we filter out 2,047 contracts to be considered as

3. Our plugin is expected to obtain even better results than the official
plugins for the entire EOSIO dataset because of no insertion operations
to databases.

TABLE 3
Token Transfer Format

Category | Description | Data
txid transaction id 07fc627668a471c3d. ..
block_time block timestamp 2018-06-10T14:23:39.000
contract@symbol | the token contract and token symbol eosnowbanker@EOSNOW
from token sender eosnowbanker
to token receiver gqztamzsg4ge
quantity the amount of token 10000.0000 EOSNOW

memo

transfer memo

Now is now Now




TABLE 4
Account Creation Format

Data

245786e9d77657a5e...
2018-06-12T17:05:16.500
hezdgmbygyge
iloveuzi3344

Category | Description \

txid
block_time
creator
name

transaction id
block timestamp
the name of the creator
the new account name

standard token contracts, which have created and issued
5,598 types of tokens. For these 5,598 tokens, we collect
the data including create actions, issue actions, and
transfer ~ actions for each token. A create action repre-
sents that a user creates a token through a token contract. An
issue action represents that an issuer issues some tokens
to a user directly (also known as Token Airdrop ), while a
transfer  action represents that a user sends some tokens
to another user. There are 253,711,757 tokenssue actions
that were submitted by 2,140 issuers and 26,311,585,008
token transfer  actions that occurred in 1,332,669 holding
accounts. Table 3 illustrates an example of a transfer
action for helping readers further understand the format
of the dataset. And the format of the other two actions is
simple and similar to that of the transfer  action.

Account Information: In EOSIO, creating a new account
requires an existing creator to pay a certain amount of EOS.
There are 2,096,840 distinct accounts, which were created
by only 48,691 account creators. We lter out all account
creation actions and extract their relationship as the format
shown in Table 4.

4 TOKEN ANALYSIS

In this section, we provide an overview of the EOSIO token
ecosystem. We concentrate our study on the tokens and
explore the characteristics of the token ecosystem. Based on
the analysis, we obtained the following ndings.

Finding 1: Despite a huge volume of token transfer
actions (exceeding 26.3 billion), most of the tokens are
“silent’. Speci cally, nearly 80% of the tokens are traded less
than 100 times and only 1% of the tokens cover more than
90% of the total token volume.

Finding 2 : Tokens can be created by an account through
one or multiple contracts. Some accounts create a large
number of tokens through one contract possibly because of
testing or “just for fun”. On the contrary, few creators create
multiple tokens through multiple contracts.

Finding 3 : A small number of accounts (might be some
exchanges) hold a large number of tokens while most ac-
counts hold a small number of tokens. Similarly, most tokens
are held by a small number of holders while only a small
number of holders have a large number of tokens.

4.1 Token Activeness and Token Usage

As an important measure of the health of the token ecosys-
tem, the degree of the token activenesgeveals the network
status and the availability of the ecosystem. We rst de ne
the token activenessf a token as the number of its transfer
actions. This metric has been used as an important indicator
for ranking in many DApp websites (e.g., DappReview). We
then plot the distribution of the token activeness in Fig. 2(a),

(a) Distribution of token activeness (b) Word cloud of memos

Fig. 2. Token activeness and usage

from which the Matthew effec{37] can be observed. Nearly
27.9% of the tokens have never been transferred, and 78.9%
of the tokens are transferred less than 100 times. Meanwhile,
1% of the tokens cover more than 90% of the total volume,
thereby further con rming the existing Matthew effect. This
result indicates that most tokens do not succeed from the
perspective of users' activity. In other words, there are only
a few activetokens while most of them are silent To further
analyze the token activeness, we plot the tted line for the
distribution through y X asshownin Fig. 2(a). The larger
leads to a smaller degree of token activeness.

TABLE 5
Top-5 Tokens according to Token Activeness

Tokens | No.of transfer  actions | Identities
eidosonecoin@EIDOS 23,484,345,961 Airdrop for DDoS attack
eosiopowcoin@POW 1,793,696,754 CPU Mining
betdicetoken@DICE 103,865,132 BetDice, Gambling Game
bgbgbgbgbgbg@BG 74,043,095 BigGame, Gambling Game

mine4charity@MICH 67,464,460 CPU Mining

Table 5 lists the Top-5 most active tokens. We nd
that EIDOS is the most active token with up to 23 bil-
lion transfer  actions. According to “Blocking.net”, EIDOS
leads to a token airdrop feast aimed at exposing the
defects of EOSIO's resource management and even killing”
EOSIO [38]. Anyone who transfers 0.0001 EOS to contract
eidosonecoin  can then receive 0.0001 EOS as well as some
EIDOS tokens from eidosonecoin . To gain more EIDOS
tokens, many users submitted a large number of transfer
actions to eidosonecoin , thereby consuming substantial
CPU resources. At the peak, the CPU resources consumed
by eidosonecoin  occupy 60% of the entire network ac-
cording to DAppTotal [39], consequently causing users to
be unable to transfer money normally and leading to the
dysfunction of other DApps. This abnormal behavior can
be regarded as a DDoS attack on the EOSIO mainnet .
POWand MICH have a similar operating model (commonly
known as CPU Mining) to EIDOS. All these projects caused
some harm to EOSIO's resource management. Acting as
tokens for gambling games, both DICE and BG have been
operating gambling markets since September 2018. From the
popularity of these two tokens, we speculate the popularity
of gambling and gamingin EOSIO owing to the waiver
of trading fees of EOSIO in contrast to other blockchain
platforms.

It is dif cult to verify the functionality of each token
since most tokens do not have any relevant information
except for some well-known ones. Thus, we go through all
the transfer  actions of each token and collect the memo
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