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Abstract—The spotlight on unmanned aerial vehicles (UAVs) is
to enhance wireless communications while ignoring the potential
risk of UAVs acting as adversaries. Due to their mobility and
flexibility, UAV eavesdroppers pose an immeasurable threat to
legitimate wireless transmissions. However, the existing fixed
jamming scheme without cooperation cannot counter the flexible
and dynamic UAV eavesdropping. In this article, a cooperative
intelligent jamming scheme is proposed, authorizing ground
jammers (GJs) to interfere with UAV eavesdroppers, generating
specific jamming shields between UAV eavesdroppers and legit-
imate users. Toward this end, we formulate a secrecy capacity
maximization problem and model the problem as a decentralized
partially observable Markov decision process (Dec-POMDP).
To address the challenge of the huge state space and action
space with network dynamics, we leverage a deep reinforcement
learning (DRL) algorithm with a dueling network and double-Q
learning (i.e., dueling double deep Q-network) to train policy
networks. Then, we propose a multi-agent mixing network
framework (QMIX)-based collaborative jamming algorithm to
enable GJs to independently make decisions without sharing
local information. Additionally, we perform extensive simulations
to validate the superiority of our proposed scheme and present
useful insights into practical implementation by elucidating the
relationship between the deployment settings of GJs and the
instantaneous secrecy capacity.

Index Terms—Anti-eavesdropping, MARL, collaborative jam-
ming, power allocation, trajectory design, UAV.

I. INTRODUCTION

Ith advancements in intelligent control, precision guid-

ance, and energy supply technologies [!], Unmanned
Aerial Vehicles (UAVs) have become invaluable in various
fields, including environmental monitoring, military opera-
tions, and civilian applications. Their ability to perform rapid
deployment and flexible networking makes them powerful
assets in wireless communications [2], [3]. However, the in-
creasing number of deployed UAVs, if controlled or disguised
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Fig. 1. Cooperative intelligent jamming scheme.

by adversaries, poses significant and unpredictable threats
to wireless communication security [4]. Due to their high
mobility and flexibility, UAVs can hover at strategic positions
to intercept confidential data on wireless channels, acting as
eavesdroppers. This threat is particularly critical in sensitive
environments such as military operations, where UAV eaves-
dropping can compromise mission-critical information, and in
civilian sectors, where it can lead to breaches of personal
and corporate data. Moreover, UAV eavesdroppers benefit
from high eavesdropping channel quality due to dominant
line-of-sight (LoS) gain, enhancing their interception capa-
bilities. Recent research has demonstrated the potential risks
and technical challenges associated with UAV eavesdropping,
emphasizing the need for robust security measures [5] [6].
Therefore, developing effective countermeasures against UAV
eavesdroppers is both imperative and vital to protect the
integrity of systems for wireless communication across various
domains.

The physical layer security (PLS) technology has been
demonstrated its superiority in mitigating the threat of eaves-
dropping by destroying eavesdropping channels [7], [8], which
can be composed as complementary to traditional encryption.
In particular, friendly jamming, as a classical approach to PLS
techniques, reduces the signals to interference plus noise ratio
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(SINR) of the eavesdropping channel by emitting artificial
noise [9]. Compared to other PLS techniques such as beam-
forming,friendly jamming can be more effective in countering
UAV eavesdropping, since it is flexibly deployed according to
the location of the UAV eavesdropper, the network size and
channel quality. Additionally, since the air-to-ground (A2G)
link always has better channel quality than the ground-to-
ground (G2G) link (A2G links are dominated by LoS gain), the
jamming effect of ground jammers interfering with UAVs out-
weighs the effect on ground users at certain jamming locations
and jamming powers. Therefore, we utilize mobile ground
jammers (GJs) to find the optimal moving trajectory (i.e.,
jamming trajectory) and power to counter UAV eavesdropping
while ensuring the quality of legitimate communications [10].

Nevertheless, existing studies on mobile ground jamming
encounter several significant challenges in countering UAV
eavesdropping. First, real-time dynamics in wireless channels
contribute to increased complexity in task allocation for GJs
[11]. Particularly, conventional optimization methods, e.g.,
successive convex approximation (SCA) and block coordi-
nate descent (BCD) algorithms, struggle to accommodate the
dynamics of networks and fulfill the intelligence of GIs.
Furthermore, the trajectory design of the GJ is contingent
upon having access to the complete eavesdropping trajectory,
but owing to the unpredictability of the trajectory of the
UAV eavesdropper, the complete and accurate eavesdropping
trajectory is barely obtained in advance. It is inaccurate to
speculate the optimal jamming trajectory through the UAV
eavesdropper’s positional information at the moment. There-
fore, calculating the optimal jamming trajectory based on the
real-time acquired UAV eavesdropper’s position needs to be
solved urgently. Additionally, the mobility speed of the GIJ is
obviously lower than that of the UAV eavesdropper, which
leads to diminished effectiveness in a single GJ and fails to
guarantee the secrecy capacity of the system.

Deep reinforcement learning (DRL), exploring the optimal
sequential decisions through interactions between the agent
and the environment [12], empowers GJs with intelligence
against UAV eavesdropping in dynamic networks. Then, to
improve the accuracy of predicting the optimal jamming tra-
jectory, we utilize the real-time trajectory sequence of the UAV
eavesdropper as the basis and dynamically compute the jam-
ming trajectory through DRL. To overcome the unequal speed
between the UAV eavesdropper and the jammer, collaborative
jamming by multiple GJs becomes a key issue. Multi-agent
reinforcement learning (MARL) provides a promising solu-
tion for GJs to execute collaborative jamming tasks, because
MARL can facilitate collaboration between agents by sharing
observations and decisions [|3]. However, sharing information
during collaborative jamming among GlJs is challenging. Real-
time UAV eavesdropper trajectory information will cause
lag after being shared among GJs. Moreover, information-
sharing also hampers the decision-making efficiency of GIs,
as it is operated as a basis for decision-making in dynamic
environments.

To overcome the aforementioned challenges, a collaborative
intelligent jamming scheme is proposed as shown in Fig. 1.
Through the collaboration of GJs emitting jamming signals,

an invisible shield is generated between the UAV eavesdropper
and the user. Each GJ can independently make decisions with
its own observation, while jointly forming the best jamming
strategy. This paper has the following major innovations.

e We first propose a cooperative intelligent jamming
scheme to prevent UAV eavesdropping. Specifically, mul-
tiple GJs dynamically optimize their trajectories and
jamming power to generate specific jamming shields
between UAV eavesdroppers and legitimate users. Then,
we formulate a joint optimization problem of trajectory
and jamming power for GJs to maximize the secrecy
capacity.

e We then transform the optimization problem into a Dec-
POMDP, owing to the non-convexity of the problem.
GJs can adapt their jamming trajectories and jamming
power, without complete information from the dynamic
networks. Moreover, to overcome the huge state space
and action space, we employ a DRL algorithm featuring
a dueling network and double-Q learning (i.e., dueling
double deep Q-network) to train policy networks.

o We also propose a multi-agent mixing network frame-
work (QMIX)-based collaborative jamming algorithm to
enhance the effectiveness of collaboration among mul-
tiple GJs. The algorithm enables GJs to independently
design their own trajectories and jamming power without
sharing local information. However, the ultimate objective
for all GJs is to maximize the overall security capacity.

o« We further validate the performance of the proposed
cooperative intelligent jamming scheme by simulations.
Results show that the proposed scheme can maximumly
prevent UAV eavesdropping in the premise of ensur-
ing legitimate transmissions, outperforming benchmark
schemes. Our results also reveal the relationship between
the deployment settings of GJs and the instantaneous
secrecy capacity with different parameters.

The rest of this paper is organized as follows. Section II
briefly summarizes the related work. In section III, the system
model and problem formulation are introduced in detail. In
section IV, we formulate the optimization problem as Dec-
POMDP and introduce our proposed QMIX-based collabo-
rative jamming algorithm with the dueling double deep Q-
network (dueling DDQN) to realize collaborative jamming. In
section V, we also present the numerical results with analysis.
In Section VI, we discuss the implementation of our scheme
and future work with promising techniques. Finally, section
VII gives a conclusion of this paper.

II. RELATED WORK

Recently, many studies focused on terrestrial eavesdrop-
ping, while ignoring the threat from aerial eavesdropping
[14], [15]. However, some studies [16], [17] have noticed
that the UAV eavesdropper can bring unpredictable threats
to future networks. As a physical layer security technology,
friendly jamming has been proven to be an effective method
to improve the security of wireless communications [18], [6].
The traditional jamming method for countering eavesdropping
is to deploy fixed jammers or relays [14]. Meanwhile, some
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TABLE I
THE COMPARISON OF EXISTING WORKING ANTI-EAVESDROPPING SCHEMES

Anti-Eavesdroppine scheme Eavesdropper Number of Eavesdropping Mobility of Extra Scalability of
pping category eavesdroppers location eavesdroppers | relay | protected area
Frlend.ly Jamming Ground Single Known Fixed Yes Flexible
and aerial relay [14]
Beamforming and aerial relay [19] Ground Single Unknown Fixed Yes Flexible
Intelligent reﬂecn.ng surface Ground Multiple Known Fixed Yes Inflexible
and beamforming [20]
Intelhglent reﬁ-e':ctmg surface Ground Multiple Known Fixed Yes Flexible
and friendly jamming [21]
Intelligent reflecting surface UAV Single Unknown Mobile Yes Inflexible
and aerial relay [22]
_Frlendly jamming UAV Single Known Mobile No Inflexible
and trajectory optimization [16]
Mobile friendly jamming [10] UAV Single Known Mobile No Flexible
Our scheme UAV Multiple Unknown Mobile No Flexible
works also focus on beamforming [19] as well as intelligent local optimum [29], [30]. Dueling DDQN is considered to be

reflecting surfaces (IRS) [20], [21] to dynamically adjust the
beam of jamming signals. Then, to effectively prevent flexible
UAV eavesdroppers, a secure aerial relay method is proposed
by the orchestration of UAV and IRS [22]. However, a large
number of active antennas and extra devices bring heavy
hardware costs and system complexity. In [16], the authors
propose a secure transmission scheme supported by a fixed-
ground jammer to disturb UAV eavesdroppers. Nevertheless,
the effectiveness of a single fixed-ground jammer is limited
due to the flexibility of UAV eavesdroppers and their extensive
eavesdropping range. Meanwhile, an increased number of
jammers increases extra costs. Therefore, a mobile ground
jammer scheme is proposed [10], to dynamically follow the
trajectory of the UAV eavesdropper and interfere with it. Then,
they explored optimal jamming strategies by the alternative-
optimization method. However, the existing work has ignored
the mobility limitations of mobile ground jammers, i.e., the
speed of the mobile ground jammer is much lower than that of
the UAV eavesdropper. Furthermore, dynamic networks with
UAVs also increase the complexity of task assignments for
jamming strategies. We summarize the differences between
our work and relevant literature on anti-UAV eavesdropping
in Table L.

Model-free DRL is regarded as a pivotal technology to
handle dynamic environments, promoting intelligent networks
[23], [24]. To fully utilize the flexibility of mobile nodes, some
studies focus on DRL-based trajectory design and resource
allocation. In [25], deep deterministic policy gradient (DDPG)
is utilized to achieve real-time scheduling of the trajectory of
a UAV base station (BS) by solving the problem of an infinite
number of state-action pairs. Moreover, a DRL-based joint
trajectory design and power allocation scheme is investigated
to further enhance the performance of an aerial BS [26].
Additionally, DRL is also adopted in friendly jamming to
secure wireless communications [27]. The authors in [28]
designed an algorithm based on DDPG to address the joint op-
timization problem of jamming trajectory and jamming power
for a single UAV jammer. However, the huge state and action
space challenge and overestimation of action values by the
policy network, arising from joint trajectory design and power
allocation, makes convergence more prone to falling into a

effective in addressing these challenges. In [1 1], the authors
optimized the trajectory of the UAV using dueling DDQN,
obtaining an improvement in convergence and performance
compared to standard deep Q-network (DQN). Nevertheless,
since eavesdroppers often appear in groups, a single jammer
cannot withstand the attacks of many eavesdroppers from
different. Besides, the mobility speed of GJs is obviously
lower than that of UAV eavesdroppers, leading to diminished
effectiveness in a single GJ.

The application of MARL in wireless networks for optimiz-
ing trajectory design and power allocation of flexible network
nodes has been studied. In [3 1], the authors utilized the DQN-
employed MARL framework to enable UAV base stations
to move between multiple target service areas according to
service requirements. Then, to enhance the mobility of UAV
base stations (allowing them to move freely without being
bounded in a specific region), a multi-agent deep deterministic
policy gradient (MADDPG)-based algorithm is proposed in
[32]. The collaboration of UAV base stations in [31], [32]
is implemented with information sharing among each agent.
However, sharing information challenges the effectiveness of
collaborative jamming when using GJs against UAV eaves-
droppers. Trajectory information of UAV eavesdroppers is hard
to share between GJs in real-time, leading to a trajectory
information lag. Besides, the efficiency of decision-making for
GIJs relies on the quality of information sharing. Therefore,
MARL with information sharing is not suitable for collabora-
tive problems of GJs, such as MADDPG, multi-agent proximal
policy optimization.

Considering the training cost and scalability, value function
factorization (VFF) is demanded as a promising method for
MARL [33], [34]. For large-scale multi-agent systems, tradi-
tional MARL algorithms face huge computational complexity.
VFF can decompose the learning problem of the joint policy
network into multiple small-scale learning problems of the
local policy network, thereby reducing computational com-
plexity and improving learning efficiency [35]. Furthermore,
when the new agent joins the system, it only needs to learn its
own local policy network, and then combining with the other
local policy networks [36]. By this approach, the scalability
of MARL can be further enhanced. Therefore, MARL with
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Fig. 2. Cooperative intelligent jamming system model.

VFF framework is wildly investigated in non-information
sharing multi-agent learning algorithms, e.g., independent Q-
learning (IQL), value decomposition networks (VDNs) [33],
and QMIX. Particularly, the framework of the Actor-Critic
network [37] and the idea of centralized training and decen-
tralized execution have been integrated into QMIX, which has
shown significant superiority [34].

From the aforementioned studies, we can observe that
the implementation of cooperative intelligent jamming still
faces obstacles. Especially, UAV eavesdropping with speed
advantages and unpredictable eavesdropping trajectories chal-
lenge the effectiveness of collaboration jamming. Motivated
by the superiority of QMIX, we proposed a QMIX-based
collaborative jamming algorithm with the dueling network and
double-Q learning for GJs to independently make decisions
without sharing observations.

III. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we first present a system model of our
cooperative intelligent jamming scheme to protect the UAV
eavesdropper wiretapped wireless terrestrial networks, as de-
picted in Fig. 2. Then, we optimally deploy GJs with the
appropriate location and jamming power by formulating a
problem to maximize overall secrecy capacity.

A. Network Model

In this paper, we mainly focus on a wiretapped terrestrial
network, in which K legitimate users transmit confidential
information to the BS while M malicious UAV eavesdrop-
pers are present. UAV eavesdroppers hover in the air at
the height H with flight speed V., wiretapping on legal
transmissions. To continuously prevent such wiretapping from
UAV eavesdroppers, we propose a ground mobile jamming
scheme. Specifically, N GJs are responsible for degrading
the eavesdropping channel to protect legitimate transmissions.
GJs dynamically and intelligently adjust their moving trail
with speed V; and emit directional disturbing signals to
UAV eavesdroppers according to their real-time locations
and channel state information (CSI). Then, the location of
UAV eavesdropper m projected on the ground is denoted

as Gesn = {%em,Yem}. The location of user k can be
represented by ¢y ;= {®u k, Yu,k}- The location of GJ n is
denoted as ¢;,, = {Zjn,Yy;n} The locations of the BS can
be represented by g, = {xp, Yp }-

B. Channel Model

In this paper, there are two types of communication links,
including the G2G communication link and the A2G commu-
nication link.

G2G link: It is the transmission on the ground, which
predominantly experiences Rayleigh fading and path loss
effects, including transmissions from legitimate users to the
BS and interference from jammers to the BS. Then, The
received power of the BS is described, which can be de-
scribed as Pihy Bdl}%, where P; denotes the user’s transmit
power, dyp is the Euclidean distance between the user and
the BS calculated by dyp = +/||qu.r — @||* the channel
coefficient is denoted by hyp between the BS and the user,
and the path loss factory represented by a. Correspondingly,
the interference at the BS is represented as P;Gh JBd;g,
where P; denotes the jamming power, the Euclidean distance
is expressed by d ;g between the GJ and the BS calculated by
dsB = /l|gj.n — @||?, and the channel coefficient is denoted
by h;p between the BS and the GJ, and G represents the
side/back-lobe gain of antennas at GJs. Note that this inter-
ference is caused by leaked jamming signals from directional
antennas deployed at GJs.

A2G link: Tt is modeled by the transmission from the ground
nodes (i.e., the user or the jammer) to the UAV eavesdropper.
A2G communication mainly includes a Line-of-sight (LoS)
link and a None LoS (NLoS) link. In particular, we denote
the probability of LoS link as

1
L+ 7exp (= (p—7))

)

HDLOS =

180
of the UAV, ¢ and 7 are constant values depending on the
environment. Moreover, we further calculate the probability
of NLoS link Pnros = 1 — Pp0g. Referring to [38], NLoS
links are affected by small-scale fading as well as path loss,
while LoS links only experience path loss effect. Accordingly,
the received power of the UAV can be given by

P, = IP)L()S}PtC{J,Ci&OL}f + IP>NLOShUEPtC;ed[j/'%ﬁ7 (2)

H

where ¢ = arctan (m) represents the elevation angle

where G. is the received antenna gain at the UAV eavesdrop-
per, and the Euclidean distance between is represented as dy g
the UAV eavesdropper and the user, which is calculated by
dyg = \/||qu —qe|]? + H?, a is the path loss factor, and
hy g is the small-scale fading factor. Similarly, we denote the
interference received by the UAV eavesdropper as

Zj = PNros PjGeGihypd g + ProsPiGeGjd e, (3)

where G is the antenna gain at the GJ, and the Euclidean
distance is denoted by djp from the user to the UAV
eavesdropper, calculated by djg = +/||¢; — ¢e||? + H?, the
channel coefficient is represented by hjr between the jammer
and the eavesdropper.
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Therefore, the SINR of the BS is represented by (;, being
denoted as follows

PohupdsS,
o2+ PjGShJBd}§ ’

G = “4)
where o2 is the Gaussian noise. In addition, the SINR of the
UAV eavesdropper, represented by (., is denoted by

Pe

0'2+Ij. ®)

Ce =

Then, we define the instantaneous secrecy capacity, which is
represented as

C(qjn, Pj) = [log (1 + &) —log (1 + ¢o)] ™,

where C(g;n, P;) is non-negative, and [z]" £ max(z,0).

(6)

C. Problem Formulation

To assure the quality of the secure transmission, GJs are
required to degrade the effect on the legitimate transmission
(i.e., the transmission between the user and the BS) while
enhancing the interference on the wiretapped transmission
(i.e., the transmission between the UAV eavesdropper and
the BS). In this case, GJs need to move toward the UAV
eavesdropper as close as possible, meanwhile, away from
the legitimate user. Additionally, to minimize the effect on
legitimate transmissions, GJs need to efficiently and reason-
ably allocate the jamming power. Therefore, to maximize
the secrecy capacity, an optimization problem is formulated
through joint trajectory design and jamming power allocation.
Then, our overall secrecy capacity maximization problem is
expressed as

K
(P0): max > Ci(gjn, P), (7)
{g5.nPi} 1=
$..V5 < Vinas, (7a)
Tmin S ||%,n||2 S Tmax; (7b)
OSPjgpmaxa (7C)
G > Gths (7d)

where C}, (gj.n, P;) represents the overall secrecy capacity of
user k. Herein, constraint (7a) ensures that the movement
speed of the GJ is within the maximum speed Vj,,«. Constraint
(7b) ensures that the GJ moves within the target region. Note
that r,;, represents the minimum radius of the movement
range (centered on the BS) to reduce the degradation of
the legitimate transmission. Meanwhile, r,,x represents the
maximum radius of the movement range (centered on the
BS) to guarantee the effectiveness of GJs since they can
quickly respond to the next eavesdropping. In the constraint
(7c), the jamming power is limited by the maximum jamming
power Pp.x. Finally, in constraint (7d), to assure essential
transmission quality, the (; need exceed a threshold value
Cth. Obviously, the problem (P0) is highly non-convex and
challenging to solve directly, owing to the dynamic network
topology resulting from the mobility of both jammers and UAV
eavesdroppers. However, DRL enables agents to make near-
optimal decisions in dynamic networks with high-dimensional

state spaces by modeling the optimization problem as a
Markov decision process. Consequently, DRL effectively ad-
dresses the overall secrecy capacity maximization problem
by leveraging its powerful prediction and decision-making in
jamming trajectory design and jamming power allocation.

IV. REINFORCEMENT LEARNING SOLUTION

In this section, we propose a DRL-based solution to solve
our overall secrecy capacity maximization problem. As shown
in Fig. 3, the policy network is organized into agent net-
works and a mixing network. Specifically, each GJ deploys
an agent network, and agent networks enable collaborative
decision making through mixing networks. To solve (P0) using
the DRL-based solution, the optimization problem (PO0) is
reformulated into a Dec-POMDP. Then, we present a dueling
DDQN-based algorithm of each independent agent network.
Finally, we introduced a mixing network based on the QMIX
framework to enable collaborative jamming for all GJs.

A. Cooperative Markov Game Formulation

To model the Markov decision process, we first decompose
the eavesdropping period into 7' time steps with a certain
interval At. Note that At is small enough to ensure that
the location ¢;[t] of GIJs, the location g¢.[t] of UAV eaves-
droppers and the jamming power P;[t] of GJs are approx-
imately unchanged within a time step ¢ € [1,2,3,...,7T).
Then, |lg;[t] — ¢;[t — 1]|| < As, V¢, where As = Vijax At
is the maximum movement distance per step. Theoretically,
the optimal solution of (P0) requires that the GJs quickly
move close to the UAV eavesdropper with the maximum speed.
Therefore, the constraint (7a) can be rewritten as

(®)

where Vj[t] is the direction vector at the time step ¢, satisfying

|V
©)

where P;[t] represents the jamming power of the GJ n at time
step t. Since the location of the GJs and the eavesdroppers are
quasi-static in each time step ¢, the overall secrecy capacity
C(qjnlt], Pj[t]) for user k is approximately given as follows

gt +1] = g;[t] +V;[t] As, Vit

= 1. In addition, constraint (7c) can be rewritten as

0 < Pj[t] < Prax, Vt

T
Cr(gjnlt], Pilt) = > Crlgjnlt], Pilt]), V¢

t

(10)

where Cj(g;n[t], P;[t]) represents the instantaneous secrecy
capacity of user k. Consequently, (P0) is approximately ex-
pressed as

T K
P1): max Cr(qinlt], P;lt]),
(P1) {qj,n[t],Pj[t]}Xt:Xk: i (q5,n[t], P5[t])

St@jnlt 1] =anlt| +Vi[] As, Yt (11a)

(1)

Tmin S ||an[t“|2 S Tmax Vt (llb)
0 < Pj[t] < Prax, Vi (11c)
Glt] > Cn, VE (11d)
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In our scheme, all GJs are independently coordinated in
a decentralized way for cooperative jamming against eaves-
dropping, hence, the observations and decisions cannot be
shared among GJs. This cooperative multi-agent task is de-
termined as Dec-POMDP, which is defined by the five-tuple
{S8,A,O,P,r}, where S represents the global state space,
and O is the observation space. At each time step, the state
of the environment is given as s € S and the observations of
the agents in the environment are denoted as o € O. The joint
action space of all GJs is denoted as A = Ay x... A,... x Ay,
where A,, denotes the set of independent action space of GJ
n. Furthermore, P is the state transition probability. Then,
P(s[t + 1]|s[t], a[t]) specifies the probability of transitioning
from the state s[t] to the next state s[t + 1] € S by the action
alt] € A. Then, the single-step reward at time ¢ is given as
r[t] = r(s[t], a[t]), which is determined by the state s[t] and
action a[t]. Additionally, the action of the GJ is governed by
its policy 7, where the probability of taking action a in state
s is given by 7(als).

To model the joint trajectory design and the jamming power
selection problem strength into the DRL framework, we define
the necessary elements in Dec-POMDP.

1) State: To find the optimal trajectory design and jamming
power allocation, the GJ needs to observe necessary environ-
mental information, including locations and transmit power.
Since the speed of the GJ is much smaller than that of the
UAV eavesdropper, the GJ is difficult to keep up with the
UAV eavesdropper. To efficiently deploy GJs for enhancement
of jamming performance, predicting the future location of the
UAV eavesdropper is a reasonable method. However, relying
solely on the current location ¢.[t] is difficult to predict the
future location g, [t + 1]. Consequently, we take the part of the
trajectory sequence of the UAV eavesdropper as a part of the
observation o[t]. The trajectory sequence w.[t] is defined by

we[t] = {QE[t - Z+ 1]5Qe[t_ Z+2]7"'7qe[t}}’ vt (12)

where Z denotes the maximum length of the trajectory se-
quence. Note that the length of the trajectory sequence is equal
to ¢t when the time step ¢ < Z. Then, the trajectory sequence
of all UAV eavesdroppers can be represented as

Wy [t] = {wen [t], wea [t], ..., wen [t]}, VE (13)
Likewise, the locations of all users can be presented by
X’I’L[t] = {Qu,l[t];QuQ[tL;Qu,K[t]}> Vt (14)

The GJ n can easily obtain the jamming power P; ,, [¢] emitted
by itself. Then, the observation of GJ n at time step ¢ can be
expressed

On [t] = {Xn [t] y4jn [t] )y gb, Wn [ﬂ 7Pj,n [t]} 3 vt

Note that the observation of a GJ is different from observations
of others since the private information, i.e., location ¢;,, and
the jamming power P;,, [t] are not shared. Then, the global
state is constituted by the observations of all GJs, which can
be expressed as

sft] = {o1[t], 02 [{]

5)

770N[t]}7 vt (16)

2) Action: To effectively resist eavesdropping, the GJ needs
to take action by dynamically adjusting its flight trajectory and
jamming power. Therefore, the movement direction m [t] and
jamming power allocation P; ,[t] are defined as the action of
the GJ n at time step ¢. The action a of the GJ is denoted as

an [t) = {T7alt], Pin [1]} V1 (17)

3) Reward: In addition, to perform the contribution of each
GJ from the overall secrecy capacity maximization problem
(P1), in our solution, the reward function r includes a penalty
item and a reward item. Specifically, the penalty item en-
hances the guidance of the reward function to the GJ actions
while facilitating the convergence of the algorithm. Since the
increase in instantaneous secrecy capacity can only indicate
that ¢, — (. is increasing, it does not guarantee the minimum
transmission requirement for legitimate transmissions, i.e.,
Cp > C(in. Therefore, we set a penalty item W, according
to constraint (11d) to guarantee the legitimate transmission,
which is represented as

Wb[t] _ {log{l +Cb[ﬂ}, if Cb[t] < Cen,

. (18)
0, otherwise,

Additionally, we set a penalty item W, according to the
constraint (11b) to rapidly respond to the next episode, which
is represented as

W, [t] = {2

where o is the penalty constant coefficient.

Furthermore, the reward item specifics the bonus of the
action selection to maximize the secrecy capacity. As the intu-
itive feedback for the contribution of overall secrecy capacity
maximization, we leverage the instantaneous secrecy capacity
C as areward item. However, when the eavesdropping channel
exhibits superior quality compared to the legitimate channel,
the feedback of the instantaneous secrecy capacity becomes
invalid (the value is always zero), i.e., if (, < (., C = 0.
Consequently, the jammer is unable to obtain effective feed-
back on the contribution of its own policy 7 for (P1) from the
instantaneous secrecy capability. Therefore, we reformulate (6)
as

A ro < Hlginlt]lly < 7,

19
, otherwise, (19)

C[t] =log (1 + Glt]) —log (1 + C[t]),

Then, the reward function r[t] can be intuitively represented
by

(20)

K
rlt] =) Cilt] — EW[t] — W [1], vt @1)
k
where & € [0,1] and § € [0, 1] are the penalty coefficients of
Wy, and W, respectively. To prevent the algorithm converging
to a local optimal solution, the initialization setting of the
penalty coefficients cannot exceed 1. Excessive punishment
may cause GJs to consistently choose prudent actions to
avoid punishment, causing GJs to ignore the optimal policy
m(a[t]o[t]) based on the current observation o[t]. In con-
clusion, with such a reward function, the GJ can make a
decision such that (; > (. can get a reward to encourage the
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Fig. 3. Cooperative intelligent jamming framework for GJs.

GJ to increase the instantaneous secrecy capacity. Besides, if
the action causes (, < (i or exceeds the target region, an
additional penalty will be incurred to reduce the probability
of this policy occurring.

For the DRL solution, the goal of GJs is to maximize
accumulative reward by improving its policy 7, which is given
as Z?:l 4t~ 1r[t]. Thus, after being devised as a Dec-POMDP,
(P1) can be further reformulated as

P2): max r(t].
( ) {Qj,n[t]xpj}g []

s.t. (11a), (11¢), (18), (19)

Then, (P2) can be solved by applying the DRL algorithm.
In section IV-B, we first introduce a DRL-based algorithm in
agent networks to solve the challenge of learning the optimal
policy for each GJ, and then in section IV-C propose a mixing
network-based collaborative jamming solution to solve (P2).

B. Dueling DDQN Algorithm

In this work, multiple UAV eavesdroppers and GJs cause
problems of huge global state space S and action space A,
which degrade the convergence of standard DQN. Fortunately,
DQN with the dueling network (dueling DQN) can effectively
solve such problems [29]. Dueling DQN incentivizes GJs to
enhance their comprehension of the potential interrelations
between jamming strategies, specific states, and secrecy ca-
pabilities. However, since both dueling DQN and standard
DQN tend to choose the next action that maximizes the
reward value, they suffer from overestimation bias. In intricate
environments characterized by the presence of multiple col-
laborative jammers, overestimation bias becomes unavoidable
and demands thorough attention. Currently, double Q-learning,
which has been extensively employed, can alleviate the issue
of overestimation bias. Consequently, the DQN algorithm with
dueling network and double-Q learning (i.e., dueling DDQN)
is applied in the agent network.

1) Dueling network: The key feature of dueling DDQN is
to split the action-value function in standard DQN into the
value function and the advantage function [29]. In particular,
the value function is to map the contribution of a specific

observation o,[t] to the optimization problem (P2). The ad-
vantage function is to map the contribution of each action a to
the optimization problem (P2) in a specific observation o, [t].
Then, combining the outputs of the value function and the
advantage function, an estimate of the action-value function
can be given. With the dueling network, the GJ can more
efficiently learn the state value function. Especially, when the
action-value gap between different actions of the same state
is small, the action-value function derived from the dueling
network demonstrates robustness to approximation errors.

In Fig. 3, we depict the dueling DDQN framework for
the GJ. At each time step ¢, the observation o, of the GJ
n is set as an input to the network, and then the network
outputs the action-value of all actions for the observation o,,.
Particularly, the hidden layer consists of the state value layer
and the advantage layer. We utilize the state value layer and the
advantage layer to estimate the value function V™ (o) and the
advantage function A™(o,a), respectively. Then, the action-
value function Q™ (0, a,,) is obtained by a linear combination
of the outputs of the state value function and the advantage
function, which can be expressed as

Q(On[t],a"[t];w,u,u) =

V(on[tlw, ) + Alonlt], anlt +1];w0,v), (22

where w denotes the parameter of the hidden layers, u de-
notes the parameter of the state value layer, and v is the
parameter of the advantage layer. Note that the expected
value of the advantage function E, () {A™ (0n,an)} = 0.
Since Q(0y,, an;w, u,v) is a parametric approximation value
of the action-value function, it is difficult for us to uniquely
deduce the values of V(o,;w,u) and A(o,,an;w,v) from
Q(0n, an;w, p,v). It means that the roles of V' (0,;w, ) and
A(on, ap;w,v) cannot be distinguished during the training
process. To address the above challenge, we can centralize
the advantage function. Therefore, the action-value function
in dueling DDQN can be further represented by

Q(on[t],an(t];w, p,v)
=V (oultlsw, 1) + (A (onlt], anlt);,v)
Z Aoy [t], anlt + 1]; w, V))

alt+1]

(23)

_ L
A
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Algorithm 1 Dueling DDQN for Ground Jamming Anti-UAV
Eavesdropping
1: Initialize: the maximum number of episodes N., the
capacity of the replay buffer R, the number of replay
starts Ny, the step size of the synchronization network
parameters Ny, set exploration € = €y, decaying rate .

2: Initialize: the reward function r, the penalty coefficient £
and 4, the threshold (s, 79 and ryp,.
3: Initialize: the Dueling network parameters w and , the
target network parameters w~ = w.
for each episode i = 1,2,..., N, do
Initialize the environmental information.
for each time step t = 1,2,...,7 do
GJ n locally stores the location ¢.[t] of the UAV
eavesdropper observed in one-step t;
if t > Z then
: Obtain the W,,, and then obtain observation o,,[t];
10: end if
11 Choose action V;[t] and Pj,[t]. Specifically, for
all GJs, actions are taken randomly based on the
e—greedy policy starting from A, or following (25)
with probability 1 — €;

A

i

12: GJ n obtain reward r[t] by executing a,[t], where
rlt] = S5, Crlt] — EWR[t] — W, [t],t € T;

13: Update the environmental information, GJ n obtain
ont +1];

14: Store {o,[t], an[t], rn[t], on[t + 1]} to R;

15: if n > Ny then

16: Sample a batch of experience from R;

17: Update target Q-value by

YtDoubleQ :TWQ(On [t4+1], amax (0n [tH1]; w); w ™)

18: Update w, € = (1 — a)e;

19: end if

20: if n mod N, == 0 then

21: Update w™ = w;

22: end if

23:  end for

24: end for

2) Double-Q learning: The overestimation is caused by that
the policy always chooses the action with the maximum target
action-value, which can be solved by the double Q-learning.
Specifically, the double-Q learning decouples the selection of
actions for the target action-value and the estimation of the
target action-value into two steps. Herein, we denote the target
action-value as

yPoubleQ — L~ Q(0p [t + 1], amax (0on[t + 1];w); w7), (24)
where

amax(on [t + 1};0‘)) = arg H[lﬁﬁ(l] Q (On[t + 1]7 Qn [t]; UJ), (25)
An

where Q is target action-value function, and ~ is the dis-

count coefficient. In addition, amax (05t + 1];w) represents

obtaining the action a,[t] with the largest action-value in the

current action-value function Q(o,[t + 1], a,[t];w), i.e., the

most valuable trajectory and jamming power strength of the
GJ n in the next observation o, [t + 1]. Note that we use the
dueling network @ with coefficient w in (25) to select actions,
while we employ the target dueling network Q with coefficient
w™ in (24) to evaluate the actions by the greedy method.

The proposed algorithm for ground Jamming anti-UAV
eavesdropping with dueling DDQN is summarized in Algo-
rithm 1. It is worth mentioning that we utilize the experience
replay technique to enhance the train performance of the
dueling DDQN. By using an experience replay buffer, the past
experience and the current experience are mixed to reduce data
correlation. Furthermore, experience replay enhances learning
efficiency by making samples reusable. Due to the huge state
space S in the environment, the initial value of the exploration
coefficient e needs to be large enough for the GJ to abundantly
and effectively explore the environment. Then, the GJ is
possible to try more directions of movement and the strengths
of the jamming power for the same observations o,,. With the
accumulation of exploration experience, the GJ will relieve
random exploration while focusing on learning. Therefore, it is
necessary to initialize a suitable exploration decay coefficient
a. Furthermore, as depicted in step 8 of Algorithm 1, the GJ
can obtain the complete UAV trajectory W,, when the time
step t > Z, so that predicting the future UAV trajectory. Thus,
to ensure the effective prediction of UAV trajectory, the GJ
will continue to observe the eavesdropping trajectory until it
obtains the complete W,,.

C. Cooperative MARL: QMIX-based Framework

As previously mentioned, each GJ moves and emits jam-
ming signals only depending on its own local observations.
Hence, the GJ disturbs eavesdroppers without information
(e.g., without the observations and actions) exchange with oth-
ers, resulting in low-efficiency jamming. Towards this end, we
proposed a collaborative jamming scheme based on the QMIX-
based collaborative MARL to further improve the collaborative
jamming performance of GJs without information. We deploy
a global action-value estimator to evaluate the contribution of
the joint actions, preventing the GJ from greedily choosing
an action based on its own independent action-value (). The
QMIX framework is used to efficiently deal with collaborative
MARL in our collaborative jamming algorithm.

As depicted in Fig. 3, the cooperative intelligent jamming
framework includes the mixing network and the agent net-
work. Specifically, the mixing network acts as an estimator to
evaluate the joint actions of GJs. The agent network consists of
all GJs (regarded as agents) which was introduced in Section
IV-B. We leverage the mixing network to aggregate all action-
values from the agent network, obtaining the global action-
value @, which is given as

Q = f(@;0),
where 6 represents the parameter of the mixing network,
and f(Q;0) is used to approximate the mapping relationship
between global action-value @) and the local action-value Q
of each GlJ.

With the assistance of the mixing network, we can realize
that the optimal joint action u is composed of the optimal local

(26)
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actions which are greedily selected by GJs according to their
local observations. In particular, we need to ensure that the set
composed of actions a obtained by arg max () is equivalent
to the joint action u obtained by arg max @, i.e.,

arg maxQ (s, u)
argmax Q1(01,a1) 27

: )
argmax Qn(on,an)

where s = {o01,09,...,0n} is the global state, and u =
{a1,as,...,an} is the joint action. To satisfy (27), the global
action-value Q need to monotonically increases with the local
action-value ) of each GJ, i.e.,
9Q
OQn
As shown in Fig. 3, the parameters of the mixing net-
work 6 = {wy,ws,by,ba} are determined by hypernetworks
Wi(s), Wa(s), bi(s), and ba(s). In addition, the hypernet-
work W mainly includes a linear and an absolute activation
function to generate non-negative weights w, w > 0, to
ensure the monotonicity (28). The hypernetwork b is similar
to the hypernetwork W but necessitates no absolute activation
function. Then, to improve the nonlinearity of the mixing
network, we introduce the activation function ReLU between
by (s) and Wa(s).
Finally, we denote the loss function as follows

>0,n (28)

B
1) = Z(YZ - Q(S[t]vu[t];g))27

i=1

(29)

where B denotes the number of samples randomly in a batch
training, and Y; is the target action-value for the mixing
network, which can be represented as

Y; = r[t] + v max Q(s[t + 1], ult +1];67),

(30)
aft+1]

The QMIX-based collaborative jamming algorithm is given
by Algorithm 2. In particular, for updating the parameter 6 of
the mixing network, s[t] and u[t] are also stored in the replay
buffer R, in step 4. The update dueling network parameter
w is also performed by the loss function in step 8. Note that
in the environment of multi-GJs, we set the initial location
of each GJ to be at a certain distance from each other, and
decentralized initial locations allow GJs to learn cooperative
interference faster and improve secrecy capacity.

D. Analysis of Algorithm Complexity

In this subsection, we analyze the computational complexity
of the QMIX-based collaborative jamming algorithm in terms
of the training and execution phases.

Complexity analysis in training phase. For the agent
network, each GJ is equipped with a dueling network. The
computational complexity of the dueling network mainly
includes the complexity of forward-propagation and back-
propagation. The complexity of forward-propagation depends
on the structure of the neural network. Assuming the network

Algorithm 2 QMIX-based Collaborative Jamming Algorithm
1: Initialize: Step 1-5 of Algorithm 1;

2: Initialize the UAV eavesdroppers’ flight path
{qe,la e, 2y -5 QE7M};

3: Steps 7-14 of Algorithm 1;

4: Then the global state s[t] = {o1[t], 02[t],...,on[t]}. the

joint action ult] = {a1[t], az[t], ..., an[t]}

5. Store {s[t], u[t], {r1[t], r2[t], ..., *N[t]}, s[t + 1]} to R;

6: Steps 16-19 of Algorithm 1;

7. Update the target action-value of the critic network mixing
network by Y; = 7[t]+~ max 1] Q(s[t+1], uft+1];67).

8: Update the parameter w of each agent network, and update
the parameter 6 of the mixing network. Then, the loss
function is given by

B
16) =D (Vi = QUs[t), ult]; 0))%,

i=1

9: Step 20 of Algorithm 1;
10: if t mod Ny, == 0 then

11:  Synchronize the parameters §~ = 6 of the critic target
network

12:  For each GJ, update w™ = w;

13: end if

14: Steps 24-26 of Algorithm 1.

has L layers and the ¢ layer has ¢; neurons, the complexity of
forward-propagation is O(Zf;ll ti + ti—1). Back-propagation
involves computing gradients and updating network weights.
Its complexit%/ is similar to forward-propagation, which is
also O(Ef:l t; - ti—1). Then, the complexity of experience
replay mainly depends on the process of sampling from the
replay buffer, which is usually O(1) since the sampling is
typically random. For each agent, it is necessary to update
the parameters of two neural networks: the primary network
and the target network. The complexity of each update is
O tiv tic).

Additionally, since actions of all GJs are aggregated into a
global action-value, the collaborative jamming algorithm uses
a mixing network to achieve this aggregation. For mixing
network, assuming the mixing network has D layers and the
7 layer has w; neurons, the complexity of forward and back-

propagation is O(ZZD:JEI w; - w;—1). Therefore, the overall

complexity of the training phase is O(N - (Zf:ll L ti—1 +
Zf;ll w; - wj_1)), where N is number of GJs.

Complexity analysis in the execution phase. The complex-
ity of the execution phase mainly considers the computational
cost of forward propagation, as no parameter updates occur
during execution. The overall comglflxity of the execution

phase is O(N - Zf:ll Littio1 200 Wi @)

V. SIMULATION RESULTS

In this section, we evaluate the superiority of our coop-
erative intelligent jamming scheme through comparison with
existing benchmarks. Furthermore, we investigate the effects
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TABLE 11
MARL-RELATED PARAMETERS

Simulation parameter \ Value
Maximum episodes N, 5000
Initialize exploration e 0.9
Exploration decay rate o 0.9998
Batch size 32

Batch learning frequency 200
penalty coefficient & 0.7
penalty coefficient § 0.6
Learning rate (agent network) 1072
Learning rate (mixing network) 1077
Replay buffer capacity R 2000
Trajectory sequence size Z 3
Jamming power set [0,1,2,..., Pmax]
Update frequency for target network Ny, | 200
Hypernetwork

(Number of hidden layer neurons) [128,128]

of parameters on security performance in accordance with the
number of GJs, mobility speed, and penalty coefficient.

A. Simulation Settings

In the simulation, we concentrate on an area of 100m X
100m, where a single BS is fixed at ¢, = {50m, 50m}. Users
randomly appear in the network area. Note that the number
of users is randomly chosen from 6 to 9. UAV eavesdroppers
wiretap legitimate transmissions at the flight altitude H = 50m
with speed V., = 10m/s. For GJs, the maximum jamming
power is Ppax = 25mW, the maximum movement range is
Tmax = 4bm and the minimum movement range is 7y, = 5m,
respectively. It is worth mentioning that the specific parameters
of UAV networks, such as flight speed and flight altitude of
the UAV, are set referring to the 3rd Generation Partnership
Project (3GPP) [39]. For the sake of illustration, we set the
movement direction of GJ n as four types: up, down, left, and
right.

For the proposed QMIX-based collaborative jamming al-
gorithm, the agent network consists of 3 hidden layers, each
of which uses a ReLU activation function. The first 2 hidden
layers have 128 and 128 neurons, respectively. The last hidden
layer is a dueling layer with |.A4| + 1 neurons (].4| denotes the
number of actions), where one neuron corresponds to the esti-
mation of the state value and the other |.4| neurons correspond
to the action advantage of the |.A| actions. Additionally, the
mixing network consists of 4 hypernetworks, as introduced in
Section IV. Each hypernetwork consists of 2 fully connected
layers and a ReLU activation function. Furthermore, the simu-
lations are performed with Python 3.8 and PyTorch 1.11 under
the PyCharm platform. All experiments are implemented on
a computer equipped with Intel Core i7-1165G7 2.80GHz.
Note that the simulation results are processed with the policy
network trained and converged after 5000 episodes. Unless
specified otherwise, the values for all other key simulation
parameters [40] are provided in Table II.

B. Analysis of Algorithm Effectiveness and Convergence

Herein, we verify the effectiveness of the proposed collabo-
rative jamming algorithm and cooperative intelligent jamming
scheme. First, we exhibit the effectiveness of the proposed
algorithm for joint trajectory and jamming power optimization.
Then, the effectiveness and convergence of the proposed algo-
rithm are evaluated. Finally, the performance between different
schemes as well as interference trajectories are compared.

Fig. 4 shows QMIX-based collaborative jamming against
different eavesdropping trajectories. Figs 4 (a) to (d) illustrate
different eavesdropping scenarios. Specifically, as shown in
Figs. 4 (al) and 4 (bl), when eavesdropping trajectories
overlap with users’ location, to degrade interference to le-
gitimate transmissions, GJs are usually preferentially moved
away from users. Then, as UAV eavesdroppers approach users,
GJs move as close as possible to the eavesdropper while
maintaining a distance from users. In Fig. 4 (cl), even if
the eavesdropping trajectory is close to users, the jamming
trajectory still maintains a certain distance from users to
avoid undesirable interference. It can be seen from Fig. 4
(dl) that when eavesdropping trajectories are far away from
users, the jammer is positioned between eavesdroppers and
users to efficiently interfere with eavesdropping. Hence, the
optimal jamming trajectory is always close to the eavesdropper
and far from the BS, subject to safeguarding the quality
of legitimate transmissions. When multiple GJs collaborate
to design jamming trajectories, the GJ decides its jamming
trajectories based on the observation. Taking Fig. 4 (bl) as
an example, the initial locations of GJ; and GJj3 are near
the eavesdroppers. However, when GJ; approaches the eaves-
dropper, GJ3 moves toward the future possible eavesdropping
location of the eavesdropper. Furthermore, we can observe
that, from Fig. 4 (al) to (dl), the jamming trajectories do
not overlap with each other, verifying the effectiveness of our
collaborative jamming algorithm.

Furthermore, we can see from Fig. 4 (a2), the GJ; and
GJs gradually increase the jamming power as its location
moves away from the user and close to the UAV eavesdropper
(depicted in Fig. 4 (al)). Then, as the UAV eavesdropper
moves away from the GJs, the jamming power of jammer
GJz2 and jammer GJs decreases by 0 to avoid the effect on
the users. However, due to the proximity of the GJ; and GJ4
to the UAV eavesdroppers after time step 30, the jamming
is maintained at a high power. Therefore, when the GJ is in
proximity to the user, it consistently reduces jamming power
to maintain the quality of legitimate transmissions, otherwise,
the jamming power is increased. The same variation can also
be observed in Figs. 4 (b2) to (d2). Additionally, the GIJs
collaboratively adjust their own jamming power according to
the location of other jammers. Particularly, when GJs are in
proximity to the same UAV eavesdropper (in Figs. 4 (bl) and
(b2)), the main jamming power is emitted by the GJ which is
close to the UAV eavesdropper by the collaborative jamming
algorithm. Then, the jamming power is decreased, when the
UAV eavesdroppers are positioned on both sides of the users
and close to the users (as shown in Figs.4 (cl) and (c2)).
Meanwhile, the jamming power is increased, when the UAV
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eavesdroppers are positioned on both sides of the users and
far away from the users (as shown in Figs. 4 (d1) and (d2)).

To verify the effectiveness of our proposed QMIX-based
collaborative jamming algorithm (using QMIX framework
with Dueling DDQN), we compared it with the other five

benchmarks.

1) QMIX-dueling DQN: QMIX framework with the duel-
ing network.
QMIX-DDQN: QMIX framework with double Q learn-
ing.
QMIX-DQN: QMIX framework with standard DQN.
VDNs: MARL algorithm based on VDNs.
Theoretical Optimization: Alternating optimization al-
gorithm with known system information (eavesdropping
trajectories, channel parameters, etc.).
Fig. 5 compares accumulative rewards for different algorithms
in 5000 training episodes. It is observed that all algorithms
gradually converge after 2000 episodes. Compared to other
MARL algorithms, our proposed algorithm has stable con-
vergence. It means that the agent network with the dueling
network has dominated superiority in the huge state space
and action space for preventing multiple UAV eavesdropping.
Then, the proposed algorithm obtains a higher accumula-
tive reward compared to other algorithms, including non-
information sharing MARL (i.e., VDNs). This shows that our
proposed algorithm based on the QMIX framework is reason-
able and effective. Moreover, it is evident that the proposed
algorithm closely approximates the theoretical optimization.

2)

3)
4)
5)
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Comparison of instantaneous secrecy capacity among different

To summarize, the proposed QMIX-Dueling DDQN algorithm
enables GJs to collaboratively interfere with eavesdropping
by making the optimal decision without sharing their local
observations.

Fig. 6 illustrates the variation of instantaneous secrecy
capacity for different schemes in an episode. We compare
our cooperative intelligent jamming scheme (denoted as pro-
posed CIJ in Fig. 6) with the fixed location scheme, the
fixed jamming power scheme and the no jammer scheme.
Specifically, in the fixed location scheme, GJs can only change
the strength of jamming power to disturb eavesdropping.
Meanwhile, in the fixed jamming power scheme, GJs can
change their positions to interfere with eavesdropping with
a fixed jamming power. The no jammer scheme means that
there are no jamming protection measures. It is noteworthy
that GJs in the aforementioned schemes are driven by our
proposed MARL algorithm. Since GJs are initiated at the
same location, the instantaneous secrecy capacities of the
three jamming schemes using GJ are the same when ¢ = 0.
Compared to the proposed scheme, the instantaneous secrecy
capacity at the fixed location scheme drops significantly after
time step 40. This decrease is caused by the fixed GJ’s lack
of mobility, and the UAV moves away from the GJ resulting
in diminishing the jamming effect. Moreover, compared to
the no jammer scheme, the other schemes can be effective
against UAV eavesdropping. Furthermore, results also reveal
that the proposed cooperative intelligent jamming scheme
outperforms other jamming schemes, achieving higher instan-
taneous secrecy capacity. This superiority is attributed to the
joint optimization of trajectory and jamming power, providing
GJs with increased flexibility to adapt to complex locations
and dynamic networks.

Fig. 7 demonstrates the variation of trajectories for dif-
ferent schemes. In the CIJ scheme, GJs can compensate
for the lack of speed problem by dynamically adjusting the
jamming power. In the fixed jamming power scheme, the
speed resources of the GJs with higher jamming power are
wasted away from the users, and GJs with lower jamming
power consume the speed resources close to the eavesdropper.
However, due to the limited speed resource (V; < V), the CIJ
scheme outperforms the other schemes.
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Fig. 7. Comparison of jamming trajectories among different schemes.

C. Performance Analysis with Various Settings

Then, we evaluate the performance of the proposed collab-
orative jamming algorithm with different learning rates. The
learning rate of the agent network is set to three values, i.e.,
1073 (denoted as the red line), 10~* (denoted as the blue
line), and 10> (denoted as the green line) in Fig. 8(a). We
can see that the red line initially exhibits a higher reward than
the others. However, with the increasing number of episodes,
the blue line rapidly surpasses the red line and converges after
approximately 3000 episodes. The reason is that a large learn-
ing rate (e.g., the learning rate = 10~2) can induce significant
fluctuations in the training model, rendering it difficult to find
the optimal policy. Additionally, a small learning rate (e.g., the
learning rate = 107°) can result in excessively long training
times for the model. Therefore, a reasonable learning rate is
necessary for the practical implementation of our proposed
algorithm, i.e., the learning rate is set to 10~4.

To assess the impact of varying numbers of neurons in
the agent network on the algorithm’s performance. We set
the number of neurons in the hidden layer with (64,64),
(128,128) and (256, 256), respectively. In Fig. 8(b), a large
number of neurons (ranging from (64,64) to (128,128))
results in higher rewards and faster convergence. However,
configuring an excessive number of neurons (e.g., (256, 256))
results in diminished rewards. This is because the potential
overfitting of the neural network and the accompanying in-
crease in the computational cost of training can result in a
deterioration of the reward. Consequently, selecting a reason-
able number of neurons in the agent network is essential for
the proposed algorithm, i.e., the number of neurons is set as
(128,128).

Furthermore, we analyze the performance of the proposed
algorithm with different batch sizes. As shown in Fig. 8(c),
a small batch size (i.e., batch size = 16) fails to learn all of
the training data, resulting in the smallest accumulated reward
for convergence. A large batch size (i.e., batch size = 64)
results in repeatedly learning the training data. Additionally, a
large batch size can consume more computing capability and
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Fig. 8. Algorithm performance analysis with various settings.

increase the training time. Then, a trade-off between conver-
gence speed and training time is significant. As a consequence,
the training batch size is set to 32 in the simulation.

Fig. 9 plots the instantaneous secrecy capacity of our
proposed scheme in different GJ speeds. The blue, red, and
green lines represent GJ speeds of V; = V., V; =V, /5 and
V; = V. /10, respectively. It is observed that an increased GJ
speed can result in a high instantaneous secrecy capacity. The
reason is that the increased speed enables GJs to rapidly move
to a reasonable location to disturb eavesdroppers. Moreover, in
Fig. 9, despite the secrecy capacities of the red and green lines
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Fig. 9. Comparison of different GJ speeds on the instantaneous secrecy
capacity.
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Fig. 10. Overall secrecy capacity versus the number of UAV eavesdroppers
for different numbers of GJs.

being lower than that of the blue line at each time step, there
is little difference among these secrecy capacities. This result
demonstrates the effectiveness of our proposed algorithm in
preventing UAV eavesdropping, even when the speed of the
GJ is lower than that of the UAV eavesdropper.

In Fig. 10, the overall secrecy capacity of our collaborative
jamming algorithm is depicted, concerning the number of UAV
eavesdroppers versus the number of GJs. Note that the dueling
DDQN algorithm is employed when the number of GJs is
N = 1. We observe that the secrecy capacity diminishes pro-
gressively with the rise in the number of UAV eavesdroppers.
In Fig. 10, increasing the number of Gls effectively enhances
jamming performance against eavesdropping. Moreover, when
the number of GJ is less than the number of eavesdroppers,
Gls can still provide a certain level of overall secrecy capacity.
However, it is noticeable that the line for N = 4 exhibits
the slowest decline trend as the number of eavesdroppers
increases. This is because more GJs can rapidly respond
to jamming deployment, enabling effective interference with
UAV eavesdroppers.

Then, the impact of the penalty coefficient ¢ for the penalty
item W} on the overall secrecy capability and the quality of
legitimate transmissions is analyzed in Fig. 11. We set the
number of GJs to N = 2, the number of UAV eavesdropping
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to M = 2, and ¢, = 0dBm. As shown in Fig. 11(a), we
illustrate the overall secrecy capability with different penalty
coefficients £. Then, we can find that as the penalty coefficient
gradually increases, the overall secrecy capacity continuously
decreases. Additionally, to investigate the effect on the quality
of legitimate transmissions, we introduce legitimate connec-
tivity which is defined as the probability that (p[t] > (i As
illustrated in Fig. 11(b), the legitimate connectivity increases,
with the increase in the penalty coefficient. When £ = 1, the
penalty item W}, can elevate the legitimate connectivity of the
cooperative intelligent jamming scheme to a maximum value
of 99.6%. Meanwhile, £ = 0 indicates that the reward function
is not required to guarantee the legitimate connectivity, thus,
GlJs can obtain a large secrecy capacity as a reward. Hence, the
setting of the penalty coefficient should trade-off the legitimate
connectivity and the secrecy capacity.

Finally, in Fig. 12, we analyze the overall secrecy capability
with different penalty coefficients § for the penalty item W,..
We set the number of GJs as N = 2, the number of UAV
eavesdroppers as M = 2, rpi, = dm, and rpax = 45m.
From Fig. 12, we can observe that as the penalty coefficient
0 gradually increases, the overall secrecy capability is first
improved and then stabilized. In particular, in the absence
of the penalty item W,. (i.e., the penalty coefficient § = 0),
the overall secrecy capacity is significantly lower than that in
the presence of the penalty item W,. This is because, over
multiple training episodes, the penalty item W, ensures that
the GJ never moves away from the protection region (i.e.,
the service region of the base station). Therefore, the GJ can
timely respond to the next eavesdropping attack. This result
shows that the penalty item W, is essential in enhancing the
overall secrecy capacity in the reward function.

VI. DISCUSSION AND FUTURE WORK

In this section, we discuss the potential challenges of the im-
plementation of our cooperative jamming scheme. Moreover,
we deliberate future work with promising techniques to further
enhance the performance of cooperative intelligent jamming.
A. Discussion on the implementation of GJs

In the current study, we have analyzed that our collaborative
jamming scheme can be used to prevent wiretapping from
UAV eavesdroppers. Besides, with the QMIX-based collabo-
rative jamming algorithm, the effectiveness of collaboration
among multiple GJs can be further enhanced. Despite the
advantages, we are aware of some challenges of multi-ground
jamming collaboration in real-world deployments. In this
subsection, we discuss these potential challenges as follows.

e Hardware constraints: The ground jammer, as an extra
device, faces limitations in both energy and computing
capability. Particularly, insufficient energy makes the GJ
unable to achieve the optimal jamming power and move-
ment speed, degrading the collaborative effectiveness of
jamming. Inaccurate execution impacts the controllability
of the policy network, as the actions output by the
network are not aligned with the actions that the GJ
performs. Moreover, limited computing capability pro-
longs both the training time and decision-making process,
reducing algorithm stability and compromising the real-
time effectiveness of jamming.

o Environmental factors: The deployment terrains can influ-
ent the performance of our cooperative jamming scheme.
For example, some complex terrains, including steep
slopes and obstructions, can impede the movement speed
of GJs and alter the angle of their jamming emissions.
Additionally, obstacles such as buildings and trees can
significantly attenuate the jamming signal and disrupt
the jamming trajectory, causing a lack of stability in the
jamming performance.

e Scalability: To adapt the the diverse deployment sce-
narios, the deployed number of GJs is varied with the
task requirement (e.g., the number of eavesdroppers).
The training time for newly integrated GJs can hinder
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the effectiveness of collaboration among existing GJs,
thereby diminishing overall secrecy capacity. Addition-
ally, the interdependence of GJ policies often results
in convergence to a local optimum, particularly as the
number of GJs increases. Furthermore, the complexity
of finding a globally optimal policy also rises, thereby
reducing algorithmic convergence.

B. Discussion on future work

As a promising technology, the cooperative intelligent jam-
ming scheme provides secure data transmission in the presence
of UAV eavesdroppers. To promote the implementation of
this scheme, several future research directions are outlined as
follows.

o Tradeoff between energy consumption and jamming ef-
ficiency: The jamming efficiency of GJs is extremely
determined by energy resources. Investigating the tradeoff
between energy consumption and jamming efficiency
is an essential problem for the implementation of our
scheme. The goal is to make GJs maintain high jam-
ming effectiveness while degrading energy consumption
( i.e., ensuring performance under constrained power
resources). Through various energy allocation strategies
generated by techniques like generative artificial intelli-
gence algorithms, the optimal balance between jamming
efficiency and energy consumption can be identified.

e Multimodal data-driven collaborative jamming: For prac-
tical deployment, complex environments hinder the per-
formance of cooperative jamming. Therefore, multimodal
data (including position and terrestrial data) is significant
for collaborative jamming strategy. By collecting and
analyzing data from multiple sensors, GJs make more
informed and coordinated decisions in response to com-
plex environments. For example, we can model complex
environments, including building complexes and irregular
terrain, by incorporating additional sensors to capture and
process diverse types of environmental data. The mod-
eled environment data refines the collaborative jamming
strategy, enhancing its adaptability and effectiveness in
challenging real-world implementation.

o Game between jamming and eavesdropping: With ad-
vancements in artificial intelligence, future eavesdroppers
are foreseen to be intelligent, resulting in unpredictable
eavesdropping trajectories. The UAV eavesdropper dy-
namically adjusts its trajectory by observing GJs, in-
cluding the distribution of GJs, jamming trajectory, and
jamming power. To counter intelligent eavesdroppers, the
study of games between eavesdroppers and GJs is critical.
By leveraging game theory, the current collaborative
jamming algorithm can be further optimized, empowering
GJs to effectively counter the sophisticated strategies
employed by UAV eavesdroppers.

VII. CONCLUSION

In this paper, we proposed a cooperative intelligent jam-
ming scheme to prevent UAV eavesdropping. We formulate

an overall secrecy capability maximization problem with the
constrained mobility of GJs. Then, we proposed a QMIX-
based collaborative jamming algorithm with dueling DDQN
for GJs to independently make decisions without sharing
observations. The proposed scheme efficiently realizes the
jamming trajectory design and jamming power allocation
among multiple GJs, as indicated by the simulation results.
Furthermore, the convergence of our proposed collaborative
jamming algorithm for multiple ground jammers outperforms
other benchmarks. Then, the designed penalty item effectively
mitigates the interference of ground jammers on legitimate
transmissions, while ensuring the secrecy capability. Moreover,
the overall secrecy capability can be effectively guaranteed
even if the movement speeds of GJs and UAV eavesdroppers
are extremely uneven.
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