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Enhancing security for face recognition systems

Yicheng Feng

Abstract is the attacker who illegally modifies the system. In co-
ercion, attackers force the legitimate users to access the

Biometric is a convenience and more secure method &gstem.

identity authentication comparing with traditional meth- panigl-of-service attacks can be particularly horrible

ods. However, there are kinds of threats which aim at biﬁﬁ- any system. The sensor is often fragile and sensitive
metric authentication systems and the security of the bigrich is easily broken. Developments in contact-less and
metric authentication system should be enhanced. In th&asonic sensors promise design of more robust finger-

latest 20 years the security of biometric system has begi sensors. On the other hand, forgetting a password or
largely researched and kinds of methods are developggspiacing a token is a known problem in denying access
However, researchers focus in face recognition have ngt inerwise legitimate users.

aid enough attention to the security of face biometric . . . . .
P 9 y Attacks against biometric systems could be divided into

data. In our research we want to find a scheme to prg- es [1]. referring to svstermn structure: 1. Attack aim
tect the face recognition systems. We mainly concentr ngp [41, 9 y e

on cryptography and the Reed-Solomon codes are Ll sensor: A fake biometric pattern may be sent to the

A smartcard-based design is proposed which encrypts oo to get promise to login. 2. Attacl.< am at. the
face biometric data with Reed-Solomon codes and stof gte bgtween sensor and.feature extractor: A prgwously
it in the card, in order to protect the transmission chann ored/mtercepted biometric dgta may be resubmitted. 3.
and database ttack aim at feature extractor: Override the feature ex-
' traction process or compromise the tractor to produce fea-
ture model selected by attacker. 4. Attack aim at channel
1 Introduction between feature extractor and matcher: Replace the ge-

niue feature model with selected one. 5. The fifth type

There are many threats to biometric systems, such as Beattack: Corrupting the matcher, modify the matcher to
nial of service, circumvention, repudiation, contamin@utput wanted score. 6. The sixth type of attack: Modify
tion, convert acquisition, collusion, coercion. In Denidhe template database, add new template or modify a re-
of Service (DoS), an attacker corrupts the authenticatie@nt template. 7. The seventh type of attack: Attack the
system so that legitimate users cannot use it. In circufftannel between the stored templates and the matcher, in-
vention, an attacker gains access to the system proteégégept and modify it. 8. The last type: Override the final
by the authentication application. In repudiation, the gecision.

tacker denies accessing the system. For example, a coWhile designing a biometric system, the security of it
rupt bank clerk who modifies some financial records $hould be considered. This could be considered in differ-
legally may claim that her biometric data was "stolen&nt aspects: biometric form, system structure, commu-
or she can argue that the False Accept Rate (FAR) phé&ation protocols and operation algorithm. For exam-
nomenon associated with any biometric may have beae, the challenge/response structure is designed consid-
the cause of the problem. In contamination (covert agring the system structure, and cryptography is a com-
quisition), an attacker can surreptitiously obtain biometnmon method for communication protocols. On the other
data of legitimate users, and use it to access the systband, we could design schemes which aim at separate at-
In collusion, a legitimate user with wide access privilegeacks against vulnerabilities of system. In our design, we



user are extracted by the sender, and then transformed into

L —a{ oy one K-bit vector S through a majority decoder. The K-bit
vector S is encoded with (K, N, Q) code scheme to a N-

bit vector R, which could be presented as [S, C]. C is the

2

. e eenlh check digest of S. The storage device is constructed with
——’I:: | some information, as the user’s name, which is denoted as
4 . 7 6 NAME; the user’s privileges such as access to the system,
v ! ! and other attributes, which is denoted as ATTR; the user’s
S—i{  Macher [ ¥ [Templale datubase] check digest C of his biometric template; and the autho-
a rization officer’'s signature of the user's message, which
7 is denoted as SIGN(Hash(NAME, ATTR, T——C)). The
Decision hash function is used for data hiding which presents from

data leakage.

When in authentication, the user present his card and
his biometric templates(scan for M times to get M tem-
plates). These M templates are transformed into a K-bit

mainly enhance the security of transmission channel afgftor T'» and then corrected to T" with the check digest
database. A cryptography based scheme is proposed &n§Sing the bounded distance decoding. Then the vec-

applied to a face recognition system, which protects thY T" is used to verify the signature SIGN(Hash(NAME,
data while authentication. ATTR, T——C)). If the user’s template T" has less than

P/2 errors, then he would be successfully recognized.
While we use this method, there are two conditions
2 Related researches which must be satisfied. First, biometric template of user
couldn’t be reproduced by an attacker, and the storage de-
G.l. Davida, et al. [3] has presented a scheme. It is baséck couldn’t be generated by the attacker to pass a bio-
on an error-correcting codes. The error-correcting codestric verification. Second, a digital representation of
are described as follows: Assuming that A is a K bit sidpiometric couldn’t be reproduced by attackers to pass the
nal which needs to be encoded, and B is the N bit codagthorization process. Also, in the paper it describes a
which is encoded from A. Considering A and B as a Kmethod which uses biometrics as an enabler.
dimensional vector,We have B(A-Q), in which Q isa KN The base of fuzzy vault scheme is the fuzzy commit-
matrix. The matrix could be presented as [I : C], in whiciment scheme, which is proposed by Ari Juels, et al. [2].
| is a KK identity matrix, and C is a K(N-K) sub-matrix. The fuzzy commitment scheme aims at cryptographic al-
When B is encoded from A, from the format of Q, wegorithms which could tolerate some information variation
could see that B could be presented as [A : D], in whidr noises. In traditional commitment schemes, the sender
D=AC. D could be considered as the check digest of &who wants to send secret k to the receiver makes a con-
When in the decoding process, a bounded distance dealing presentation y of k, and send y to the receiver.
coding is used, utilizing the check digest D. We call thisater, he should open the commitment y to prove that y
error-correcting code (K, N, P) code, in which P is thiedeed represents b. Usually, y=f(k,x), in which x is a wit-
minimum distance of the code. It could keep an error ratess. These methods need precise input to achieve accu-
lower to (P-1)/2. rate cryptography. Small variation in original signal may
Assume that there is a strong link between the uséead to large difference in the encrypted one. And this
and their biometric templates, and the biometric templatisadvantage leads to an issue named fuzzy commitment
could not be fabricated. The private biometric scherseheme.
starts with a private key and public key generation. TheError-correcting codes are used in the scheme, which
generated public key is sent to the sender. When in uaeg used for transmission in noisy channels. Assuming
initialization, M K-bit biometric templates from the saméhat the original message is a k-bit string s, it is extended

Figure 1: Figure for biometric attacks.



to an n-bit string m before transmission, which makes tBponding values of polynomial. This could be considered
message has some redundant bits. So, when transmitteasim mapping from elements in A to polynomial values
the noisy channel, it would be possible that the useful baéthese elements. After this process, some chaff values
are kept the same and only redundant ones are corrupteltich are not concerned about the polynomial are gener-
or only few useful ones are corrupted. In a typical fornated, and mixed with the computed values. The all val-
suppose the codewords of all original messages constitués, containing chaff values and values computed from
a set C. In the decoding process, we should make a malements in A through the polynomial, are collected to a
ping function f from (0,1)n to CNULL. It means that allset C.
elements in (0,1)n should be mapped to the nearest eléhen someone wants to decrypt the secret k, he offers
ment in C, otherwise mapped to NULL. A threshold t ia digital set B. Each element in B is computed through the
used, if the distance (Such as hamming distance) from gblynomial and then a set of polynomial values is gener-
ement a in (0,1)n to any element in C is larger than t,aéed from B, which is denoted as D. If B is close to A, then
would mapped to NULL. the computed set D would be close to C, but may contain
When using error-correcting codes in the scheme, sapfew error values. Then the applicant could reveal the
pose the original data which needs to be encryptedpslynomial from D using error-correcting methods, and
X, and the corresponding error-correcting code of x isget the secret. If B is not close to A, he would fail to
Then encrypt x as follows: F(x) = (Hash(c), x-c), in whicheveal the polynomial. Because of the chaff values, data
the hashing is an | bit sequence. In enrollment proceksakage is limited and attackers could not know the real
F(x) is stored in the database when enrolling. In verifyingessage of all values.
process, a data x’ is presented. Decrypt ¢’ using the stored’ he nuclear problem of this scheme is that how to re-
data x-c as follows: ¢’=f(x’-(x-c))=f(c+(x’-x)). Compare cover the polynomial using the set D which may contain
Hash(c) with Hash(c"). If x’-xjl, then c=c’ and the verifi-some error values irrelative to the polynomial.
cation succeeds. A secure smartcard-based vault scheme is proposed by
The fuzzy commitment scheme has some disadvan-C. Clancy et al. [5] This scheme utilizes smartcard
tages. It requires standard format input and lacks onethods and the fuzzy vault scheme. It could be seen as
der variation, which limits its’ usability. The fuzzy vaultan incorporation of these two kinds of methods.
scheme which is proposed by Ari Juels, et al. [4] over- There are two kinds of attacks which mostly occur
comes these advantages. Fuzzy vault is a novel crypto-smartcard systems: Invasive attacks and noninvasive
graphic construction, which hides the secret k in a set éttacks. Invasive attacks means that the attacker could
The set A containing digital elements is constructed lspmehow fetch the smartcard, decompounds it and an-
the owner of the secret, and "locks” the secret with thealyze its’ stored content. The smartcard could prevent
digital elements using cryptography. If someone wantsftom these attacks only by encryption on the stored mes-
"unlock” the secret, he would offer another set B whickage. The noninvasive attacks are less stronger, and could
also contains digital elements. It is compared with A, e counteracted by clever algorithms or other decisions.
most elements in B are also belongs to A, the applicaMhen design the system, the private key of user should be
could unlock the secret. encrypted in the smartcard, which is the primary thinking
The fuzzy vault scheme could be considered as afthis scheme.
error-correcting cryptography. The secret keeper offersThe scheme uses a fuzzy vault. The secret | is hided in
a set A which contains some authentication digital elthe coefficients of a degree k polynomial f, and Q denotes
ments, and encrypts the secret with A as the encryptith finite field of the polynomial. Then f become the se-
key. In the encryption, the secret k is embedded intaceet message which needs to be encrypted. The locking
polynomial in some way such as relating to the coeffiet C is a set of t values ai which belongs to Q. All the
cients of the polynomial. The polynomial has a singlalues (ai , f(ai)) and some chaff pairs (bj, cj) in which
variable x and is concerned about k. When the secref(lgj)cj constitute the locked vault U. The number of ele-
is encrypted in A, the elements in A could be treated a®ents in U is r. Then kjtjr. To decode the fuzzy vault,
x-coordinate values and separately computed the cottee scheme uses a Reed-Solomon decoder [6], which is



named Berlekamp-Massey algorithm. to compute the polynomial f'. While f' is computed, the

In order to get the locking set C, the fingerprint shoukkcret I' would be extracted from coefficients in f'. Then
be scanned for N times. Then N features of the fingerprlhis verified with SIGN(Hash(NAME, ATTR, I)).
are gotten. Suppose that aij is the j-th minutia of the i-th To extract the polynomial f, the unlocking set V is com-
feature Ai, and A is the average set with multiplicity. Fopared with locked vault U and an unlocked vault W is ex-
each aij in each Ai, try to find a minutia aef in A which igracted. If there is no noise, W should contain all the valid
nearest to aij and — aef - aij —iT. (T is the threshold.) tfpoints, maybe contain some extra ones. At this condition
a desired minutia exists, then aij is added to average dhd brute-force research could be implemented to recover
the multiplicity increases 1. If there is no suitable minutidne polynomial. However, the system is noisy, and there
existing, then aij is put in A with multiplicity 1. After all may be some lacks of points or variation, or even noisy
minutiae in every features are processed, elements ip@ints which is close to the chaff ones. This makes we
would be chosen if their multiplicities are larger than $ise the Reed-Solomon decoder.

These minutiae constitute the locking set U. Comparing with the two kinds of Reed-Solomon de-

Chaff points are generated, and put into the locking seeding algorithms: the Berlekamp-Massey algorithm and
Because the user should be able to distinguish the ctibff Guruswami-Sudan algorithm, the first one needs
points and real ones, the chaff points could not be placedre real points in the unlocking set. However, the
too close to the real ones. A threshold d is chosen and@Uruswami-Sudan algorithm leads to significant compu-
chaff points should be put with at least a distance d witition. Actually, these two algorithms produce nearly
all the real ones. Also, because if the chaff points are ttie same decoding complexities in a wide range. The
close to each other the attacker may be easy to distingustilekamp-Massey algorithm is then chosen.
them from real ones, chaff points should keep at least alo improve the error-correcting ability, it may be valu-
distance d with each other. able for us to try the Guruswami-Sudan algorithm.

While the user want to decode the vault, an unlockingWhen the Reed-Solomon decoding algorithm is cho-
set V is presented, which is the set of minutiae extracteen, another parameter should be decided for the decod-
by the sensor. If the system has no noise, V would be ing process. This parameter is chosen to decide how many
cluded in C. However, as the system channels are naigynts should be chosen for decoding. Originally, be-
and may cause some corruption, minutiae in V may bause there should be t real points in the unlocked vault,
different from real ones in C or even closer to the chaffe should find a degree k polynomial f which contains
points. The Reed-Solomon codes are used for this coridpoints in the vault. However, there is a parameter ,
tion. which satisfies that kjjt and spurious k degree polynomi-

als which contains points is less than one. This parameter

. . . could be computed with parameters in the scheme. The

3 DeS|gn for face biometric system formulais . So we only have to search for the degree k

polynomial f which contains points in the vault. When
Our proposal is based on the schemes presented abthedegree k polynomial f is found, the secret is extracted
mainly on the secure smartcard-based scheme. In #mel verified with the signature.
smartcard-based scheme, the smartcard should contaim my proposal | hope to find a scheme which has im-
messages as follows: 1. The user's name, whichpsved error-correcting ability and a more simple compu-
denoted as NAME. 2. The user’s privilege and othéation. In fact, the scheme presented above has the error-
attributes, denoted as ATTR. 3. The locked vautbrrecting ability of recover the secret embedded in a set
U, containing both useful points and chaff ones. 4ft elements from discretional elements in the set, us-
The Signature of the authorization officer, denoted &gy the Reed-Solomon decoder. One way to this approach
SIGN(Hash(NAME, ATTR, 1)), in which | is the secret. is to use the Guruswami-Sudan algorithm, and manage to

In the authentication process, the applicant presentdexrease the computation of this method.
face template and the sensor extracts its’ feature. The feaAnother approach to improve the error-correcting abil-
ture is represented as an unlocking set, and combined tityJis to link secret | with elements in the locking vault.



Suppose the elements in the locking vault are al, apply the tranditional Reed-Solomon code. The result is
a3, a4, ab, an These values with | constitute of a vectdrown in figure 2,3.

Y=(ala2a3a4a5 l).(The vector means that all strings are

combined together.) The vector is then multiplied with an i
Lm matrix X. L represents the length of the vector. P=YX? k FAR FRR Computation
Modify the smartcard-based scheme. When the unlock0 11 34.96%  1.00% -

ing vault V is constructed, it is compared with the locked20 12 13.01%  4.50% B

vault U. Give a definition of distance from an element a to?0 13 12.96%  3.25% i}

a set B: it means that the distance of the nearest eleme#? 14 29.66%  2.75%
from a in B. With this definition, n closest elements (their5O 36 2.88% 2.75% 29532.731000
distances to U are the most little) in V are chosen, denotee0 36 2.97% 2.50% 29417.234000
as b1, b2, b3, b4, b5, These n closest elements constituRe 37 1.08% 4.50% 30400.031000
the unlocked vault instead of the one given by the originap0 37 1.21%  6.50%  30013.536000
scheme. When the secret | is extracted from the vault, if P© 38 1.08% 5.00% 29485.093000
is successfully verified, the authentication is then succes$Y 38 1.09% 5.75% 30035.797000
ful. If l is not successfully verified with the signature, it is S0 38 1.15% 6.00% 29913.318000
then checked with the check matrix P. Assume Z=(b1, h20 40 0.33% 12.00%  29920.766000
b3, b4, b5, I). The check matrix P is then used to correc?? 40 0.35% 12.00% -

Z, and a modified b1, b2, b3, b4, b5, bn are got. Using® 42 0.05%  23.00% -

these modified values to extract the secret I' from locked
vault and then verify it with the signature again. These
processes are repeated until the secret is successfully ver-
ified or the repeating time has exceeded a threshold d.

In this modified scheme, we should note that when we
don't choose the elements in V which have a distance less
than d to U but choose n most close elements in V, it may =
increase the error rate because maybe elements which Y
have distances larger than d are chosen. Second, the com-
putation complexity may be increased because we should *
repeat the polynomial reconstruction process. Another o
problem we should take into account is that whether the
modified values would be convergent to the ones which
| need. These three main problems are what the pro- e Ty
posed scheme should overcome. Also, with changes in
the scheme, parameters of the scheme should be recon-
sidered. Some parameters should be decided, such as n,

k, the threshold d, and a. This is also the mission of my
research. Figure 3: Figure for algorithm1.

Figure 2: The experiment result of algorithm 1.

Ertor Rate Figure

4 Experiment results The experiment result in figure 2 and 3 shows that the
algorithm 1 works nicely. It can achieve a low error rate of
In our experiment, each face image will play the role @bout2.8% in both FAR and FRR when the parameters of
applicant and claim to be any person recorded in datababke. algorithm is carefully chosen. The computation time
So the system will be tested for 400*40=16000 times. Tloéthis system is nearly 2 seconds each time. The perfor-
eigenface[7] recognition system is used for test and wence of authentication is not weakened much.
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Writer identification using Hidden Markov Tree Model

Zhenyu He Yuan Yan Tang
Department of Computer Science  Department of Computer Science
Hong Kong Baptist University Hong Kong Baptist University
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Abstract mation to computer. Since dynamic information captured

by the transducer device contains many valuable writing
Handwriting-based writer identification is a hot research features of writer, on-line handwriting-based writer iden-
topic in pattern recognition field. Despite continuous ef- tification, compared with off-line handwriting-based writer
fort, off-line handwriting-based writer identification stillre-  identification, is comparatively easier to achieve a high ac-
mains as a challenging problem because writing features curacy. Unfortunately, on-line writer identification systems
only can be extracted from the handwriting image. As a re- are inapplicable in many cases where transducer device can
sult, plenty of dynamic writing information, which is very not be used, thus developing techniques on off-line writer
valuable for writer identification, is lost in the case of off- identification is an urgent task.
line. At present, 2-D Gabor filter model is widely acknowl- Further, off-line writer identification can also be divided
edged as a good method for off-line handwriting identifi- into two parts: text-dependent and text-independent writer
cation. In this paper, we present a novel method based onidentification [1]. Text-dependent methods match the same
Hidden Markov Tree(HMT) model to replace the traditional character and consequently require the writer to write the
2-D Gabor filter. Our experiments show HMT method, com- same fixed text. Contrastively, given that the handwrit-
pared with 2-D Gabor method, not only achieves better ex- ings of different people are often visually distinctive, text-
periment results but also greatly reduces the elapsed timeindependent methods do not require fixed characters but
on calculation. consider the global style of handwriting text. Generally
speaking, text-dependent methods have a better identifica-
tion result, however as mentioned above, they are inapplica-
1 Introduction ble in many practical applications because of their require-
ment on same character. Our research work focuses on the

Even in such a highly developed time, handwriting are off-line text-independent writer identification.
still very important and widely used in human society.
Handwriting generally is regarded as a sign of the writer. A 2 Relative work
long history before, people have realized the importance of
finding out the true writer of one handwriting document. In Nowadays, writer identification is an active research
fact, writer identification of handwriting (for example, there field, and more and more researchers have touched on this
are signature, letter, notes) has a wide application field: tofield and some attempts have been presented [2]. For text-
confirm the document authenticity in the financial sphere, independent writer identification, Duverony has reported
to solve the expert problems in criminology, etc. that the most important variation of the writers transfer is
Because of the importance of handwriting in human’s reflected in the low-frequency band of Fourier spectrum of
transactions, automated writer identification of handwrit- the handwriting images [3]. Similarly, Kuckuck has used
ing has a practical significance in many real-world appli- Fourier transform techniques to process handwritten text as
cations. We can classify handwriting-based writer identifi- texture [4]. Inspired by the idea of multichannel spatial
cation in several ways. However, the most straightforward filtering technique, Said, Tan and Baker propose a texture
one is to classify it into on-line and off-line writer identifica- analysis approach [1] . In this method, they regard the hand-
tions. The former assumes that a transducer device is conwriting as an image containing some special textures and
nected to the computer, which can convert writing move- apply a well-established 2-D Gabor filtering technique to
ment into a sequence of signals and then transmit the infor-extract feature of such textures. Besides the methods based



on frequency-domain analysis, other type approaches are

also presented on the text-independent writer identification. %Z%(’ Dgxﬁr? Kﬁu
In 2000, Schrihari and Cha extracted twelve shape features ju 7/]‘0’ /4\\]\1 {; D £

from the handwriting text lines to represent personal hand- Tn)) é#
writing style. The features mainly contain visible character- 3:(7 7/ 5; ;\;}%{sz ;
istics of the handwriting, such as width, slant and height of 74 /\/}; s - % 74
the main writing zones [5]. Some other papers also adopte o ;5;6 = i{ ) j;)f) C
multiple features integration to writer identification [5] [6]. 107) é/L )/\ BYCA @OK

SR kL T)
3 Pre-processing Mii F %ﬂ’}(sﬂ) 7
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The origin image contains characters of different sizes,
spaces between text lines and even noises. So before feature
extraction, origin image should be processed firstly. Com-
monly, the steps of pre-processing are as follows: firstly,
removing the noises in the handwriting image; secondly, lo-
cating the text line and separating the single character using
projection; thirdly, normalizing each character into a same
size; finally, creating the texture image by text padding. In  In [1], a well-designed 2-D Gabor filter is proposed for
our application, we design a pre-processing method whichtext-independent writer identification. Besides this paper,
produces texture image for writer identification from origi- [2] also applies the same Gabor filter on Chinese text-
nal handwriting image. Since some papers have discussethdependent writer identification. Both of the two papers
pre-processing [1][2], and this problem is not our focus in say good results are achieved in their experiments. And the
this paper, we do not introduce our pre-processing methodacademia also widely acknowledges the Gabor method is
in detail. An example of image pre-processing is shown in an effective method on text-independent writer identifica-
fig 1 and fig 2. tion. In this paper, to display the advantage of our new

algorithm, we will compare it with the traditional Gabor
method. While at first, we will introduce the Gabor model
briefly.

XA Bk The Gabor function is the name given to a Gaussian
weighted sinusoid. The function is named after Dennis Ga-
bor who used this function in the 1940s. Later, Daugman
proposed the function to describe the spatial response of
cells in visual stimuli experiments [7]. The pre-processing
of images by Gabor function is chosen for its biological rel-
evance and technical properties. The Gabor function is of
similar shape as the receptive fields of simple cells in the
primary visual cortex. It is localized in both space and fre-
guency domains and has the shape of plane waves restricted
by a Gaussian function.

The computational model of the 2D Gabor filters pro-
posed in reference [1] [2] is given as follows:

Figure 2. Texture image.

4 A classic method for writer identification:
Gabor method

\“”\‘

\‘41\)4”

he(x,y) = g(x,y) cos[2r f(x cos + ysinh)] (1)

ho(z,y) = g(x,y) sin[2n f(z cos @ + ysinh)]  (2)

Figure 1. Original handwriting image. whereh, and h, denote the so-called even- and odd- sy-
metric Gabor filters, ang(z,y) is an isotropic Gaussian
function.



Figure 3. Tiling of the frequency plane by 2-D
Gabor filter.

The spatial frequency responses of the Gabor functions
are
[Hy(u,v) + Ha(u,v)]
2

H.(u,v)

= 3)
Hl(ua 'U) — HQ(ua 'U)]

H,(u,v) = [ 5

4
wherej = +/—1 and
Hy(u,v) = exp{—27m202%[(u — f cos 0)* + (v — fsin0)?]}

Hy(u,v) = exp{—27m20[(u+ f cos 0)? + (v + f cos 0)*]}

Here,f, 0, o are the spatial frequency, orientation, and space

constant of the Gabor envelope, separately. Frequency re-

sponses of the used Gabor filters are shown in fig 3. For
a given input imageh. (x, y) andh,(z, y) will combine to
provide different channel outputs of the input image with
differentf, 6 ando. A example of multichannel output of
Gabor filters are show in fi@?.
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Figure 4. Input handwriting image.

The mean (M) and variance ) of the channel outputs

| ///a’l';
—lr
—_— arics

7=64,8=50"  f=64,9=135

Figure 5. Multichannel outputs of 2-D Gabor
filter at different orientations and frequen-
cies.

After extracting the writing features, Weighted Eucliden
Distance(WED) is applied for feature matching.

N
WED(k) = (M ~

i=1 ?

k2
M ©)

whereM; denotes théth mean value of the testing hand-
writing, M} ando¥ denote théth mean and variance of the
training handwriting of writer K separately, and N denotes
the total number of mean values.

5 Our method based on Hidden Makovel
Tree

Though 2-D Gabor filter is effective in handwriting-
based writer identification, this method still suffers from
some inherent disadvantages, which greatly limit its practi-
cability. One of the most serious disadvantages is its inten-
sively computational cost, because the 2-D Gabor filter has
to convolute the whole image for each orientation and each
frequency. As a comparatively new multichannel analysis
tool, wavelet transform has a more power to decompose the
signal and image, and we can only deal with certain sub-
bands we are interested in. Another disadvantage of the
Gabor method mentioned above is that it regards the Ga-
bor coefficients in each subband are independent, ignoring
the relation between them. To well capture the relation be-
tween wavelet coefficients, Hidden Markovel Tree (HMT)
is aideal model. To give the reader a clear concept on HMT

are selected as features to represent writer global feature fof"0del in waveletdomain, we would like to briefly introduce

writer identification.

wavelet transform and HMT separately.



5.1 A simple introduction of wavelet transform To match the nonGaussian nature of the wavelet coeffi-
cients, M-state mixture density is used to as probabilistic

Wavelet is close to the human’s visual system to obtain Mmodels for an individual wavelet coefficient.
the image information, as is supported by the biologists’  Generally, an M-state Gaussian mixture model for a in-
study that human’s visual cortex can be modelled as a a seflividual wavelet coefficientl” consists of:
of independence channels, each with a particular orientation
and spatial frequency tuning.

Wavelet transform is a tool that cuts up data or functions
or operators into different frequency components, and then
studies each component with a resolution matched to its
scale. The basic introduction of wavelet theory has been

published in a series of classic papers and books [8][9]. 3. Finally, the pdf ofi¥ is given as follows.
Here, we only introduce basic concepts of wavelet.

1. A pmf of state variable S with value £s(s), where
sC1,2,.... M.

2. The Gaussian conditional pdfs (probability density
function) fy|s(w|s).

A function+ € L?(R) is called an admissible or basic M
wavelet if it satisfies the following "admissibility” condi- fw(w) =" Ps(s) fw)s(wls) 9)
tion. s=1
|$(w)|2 The value of wavelet coefficiei¥ is observed, but the
Cy = /R 0] dw < 00 (6)  value of the sate variablg is not, therefores is called hid-
) den.
With translation and dilation of the basic waveletr), a The multisresolution property of wavelet transform sug-
1-D continuous or integrable wavelet transform is defined gest a inter-scale dependency between a wavelet coefficient
by - w; at a coarse resolution and its corresponding coefficients
W b) = Do) dt 7 at the next resolution, which are also called the children of
(Wyf)(a;b) /,Oo FO%as(?) 0 w;. By linking the hidden states between theand its chil-

dren, we can well capture the inter-scale dependency [13].

— - z—=b i
Whered,, (1) = a™24(*77). If only discrete value of @ gince this model can be drawn as a tree, it is called Hidden
and b are used, the eq 7 represents the 1-D discrete wavelq{i5rkov Tree (HMT) model.

transform. Fig 6 is a vivid example graph to show the hidden

~ Choosing some special wavelet functioh§) and scal- 4oy tree in wavelet domain for one dimensional signal.
ing functionse(t), one signal can be represented as [8][9]:

F@) =Y Usbags(®) + D > (Wyf)(a,b)tas(t) g
b a=—0o0 b 1

(8) 200 ¢ o
whereU, = [%_ f(t)¢a,(t)dt, the dilation and trans- __/ LN /@
lation of scaling function are same as that of wavelet func- o)
tion. /®\ |
In this representationy; means the scale of the resolu- a '-:,_\9 10/
tion of wavelet analysis: smaller corresponds to higher o /6 /i
resolution;p means the spatial location of wavelet analysis.
Further, 1-D wavelet transform can be easily extended to f
2-D wavelet by using separable tension product.

5.2 Hidden Markov Tree

] o Figure 6. A example reveal the structure of
In [10][11][12], researchers find the wavelet coefficients  higden markov tree model

satisfy two properties—clustering, persistence across scale.

Clustering means if the value of one wavelet coefficient is

large/samll, those wavelet coefficients nearby this coeffi- In fig 6, black node represents a wavelet coefficient and
cient have a large possibility to be also large/small. Persis-white node represents its hidden state. In this figure, the
tence across scale means the large/small values of wavelegignal is fully decomposed, so the number of tree is one.
coefficients tend to propagate across scales. If the signal is not fully composed, the number of tree is

10



N/2L, L is level of wavelet decomposition, N is the length
of the signal.

Using an M-state Gaussian mixture model for each
wavelet coefficientV;, the Hidden Makove Tree model can
be completely defined by the following parameters.

1. Pg, (m), the pmf of state value of the root nodle

2. P Ps,|5p,, (m|r), the parent— > children
link between hidden states.
3. Wim, 0im, the mean and variance of Gaussian pdf of

wavelet coefficient¥; given stateS; = m.

We usually assumé/ = 2 (that is the state only can be

in the states "small” and "large”), because in this case the
state value has a clear physical meaning. Wavelet coeffi-
cients with large value contain significant contributions of

signal energy, wavelet coefficients with small value contain

little signal energy. And since the wavelet coefficients are
generated by the wavelet filters with zero sum, they can be
considered to be zero-mean.

5.3 Our method based on HMT model for writer
identification

Our method based on HMT model for writer identifica-
tion is basically consists of 3 steps — preprocessing, HMT
training for a given handwriting image, and similarity mea-
surement between two HMT model.

As we mentioned in section 3, the original scanned hand-
writing image should be firstly processed before extracting
the features of it. The function of preprocessing is to re-

After obtaining the HMT model parameters, we can re-
gard a handwriting image is completely represented by its
corresponding HMT model. In other words, the similarity
between two HMT models can be considered as the similar-
ity between the two corresponding handwriting images.

From other researchers’s works on statistical framework,
we know the Kullback-Leibler distance(KLD) should be
used to measure the similarity between two HMT models
[14].

KLD between two pmfs (probability massive function)is
given as:

5) = o
D(w||@) = Z w; log 5 (10)
KLD between two pdfs is defined as follows:
DO 0)pX:0)) = [ plasiog B2 )
p(z;0;)

In HMT model, the probability function is very complex
which can be viewed as a mixture of large number of pdfs,
and we do not have a simple, direct expression for the KLD.
Monte-Carlo method is a traditional approximation of the
KLD, while it need high computational cost [15]. To save
the computational cost, we adopt the method to computes
the upper bound for the KLD [16].

Lemma 1: The KLD between two mixture densities
Yw; f; andX;w; f; is upper bounded by

D(Siwifil|Siwi fi) < D(wl|l@) + Saws D(fill fi)  (12)

with equality if and only |f% = const. For the proof of

move the noise, normalize the size of characters, and formthis lemma, please refer toz[il4].

the texture handwriting image, etc.

Since we have decide to use the HMT model to describe
the feature of a handwriting image, the most important work
is to train the HMT model according to the input texture
handwriting image.

In subsection 5.2, we have said that a HMT model can
be completely represented by a set of parametgrs;
(Psl (m)a GT;(,L-), O'im)

Here, S, is the root node of the HMT modetn,r =
1,2 is the state value, = 2, ..., J, J is the level of wavelet
decomposition. We simplify the HMT model to assume the
wavelet coefficients at the same level of HMT model share
the same statistical parameters.

In training HMT model, we look for the parameters that
best fit a given set of wavelet coefficients. Maximum Like-
lihood Estimation (MLE) is a effective principle for pa-
rameter estimation. That is, we choose the model param-
eters that maximize the probability of the observed wavelet
data. Therefore, we adopt Baum-Welch algorithm (an itera-
tive Expectation Maximization(EM) algorithm) for training.
For details for this part, please refer to [13].
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For a tree nodé (please refer to fig 6), its conditional
probability density of its observation value given its state is
m is defined as:

P(O; = 0|S; =m) = b (o) (13)
Generally}!, (o) is a gaussian function.

Then for a tree nodg defines?, is the conditional prob-
ability density of the observation value of the subtree of the
nodei given its state is my(:) is the parent of the tree node
i, C(4) is the set of children node of tree nodleT; is the
subtree of all nodes with root atand Or, is the wavelet

values(observed value) of this subtree. Based on the hidden

markov chain rule, we can get

2
er(OTi) = bin(oi) H Z F?r;zpr(l) 7Cn(OTC) (14)
ccC(i) m=1
For a leaf nodé with no children node,
B3, (Or,) = b, (07) (15)



For the root nodd, the probability of the whole obser-
vation tree is defined as

]D(OT1 = oy |9

Z Ps, (m

B (o) (16)

Then, based on lemma 1, KLD between two HMTs is
upper bounded as

D(P(Or, = OT1\9)|P(OT1 =or,|0)) < D(Ps,||Ps,)
+ Z Ps, (m

D(BpllBr) (A7)

D(fL ||3L) can be calculated in the following way.

D(B,,]18,,) =
Dby, |1b},,) +

2

Z D(Z ic c||zazc c

cCC(1) n=1
D, |16,)+ Y (D(ai,lla;,)+Y  ain, D(3l153;)
cCC(1) n=1
(18)

This induction can be iteratively operated till the leaf
node. And for leaf nodé of the HMT, the KLD can be
wrote as

D(B1B5,) = D(by,[by,)

D, ||bt,) is a KLD between two Gaussian pdfs.
And the following expression for KLD between two d-
dimensional Gaussian pdfs is used [17].

(19)

DN O)ID(N(:7.€) = 2o Ty — g
+trace(C'C) + (n—p)"C~H(p—p) (20)

As we mentioned above, the pdf of wavelet coefficients

is a Gaussian with zero-mean, so this equation can be sim-

plified as

&)= Lpog

D(N(;p, Cl]—d—i-trace(C'_IC))
(21)

In sum, the KLD of two HMT models can be express by

the eq 17, and>(3.,||3L,) in eq 17 can be calculated out

by using eq 18 iteratively till leaf node. The KLD between

two leaf nodes is expressed by eq 19.

[log

OIDING 1,0) = 5
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6 Experiments

In this experiment, we compare the results of HMT
method and Gabor method on text-independent writer iden-
tification. All handwritings are scanned into computer with
a resolution of 300 dpi. Then via the pre-processing proce-
dure mentioned above, we produce the handwriting texture
images from the scanned handwriting images. Experiments
display the size of handwriting texture image should be suit-
able, since large size image leads to high computational cost
and small size decreases the identification accuracy. In our
experiments, we select size of texture imagéEsx 512
pixels.

Since there is not a free,available, large handwriting
database for writer identification , we have to create such
a database ourselves. 20 Chinese handwritings written by
10 persons have been carried out in experiments, with one
training handwriting and one testing handwriting for each
person. We produce one handwriting texture image from
each handwriting, and thus a total of 20 handwriting texture
images are obtained. The training and testing texture im-
ages both consist of 64 Chinese characters withize64
pixels, as is shown in fig 7.
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74
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F Training G Training
}r|(],¢]’,,g U I A ey )
Vo My ARIIE,

€ Testing

L

p BYWETRAiEaE
I Testing

SRl A

G Testing H Testing 1 Testing

Figure 7. Handwriting samples carried out in
our experiment



6.1 Experimental results of 2-D Gabor filters wavelet decompositiod = log,(N), N is the size of im-
age. That is, we make a full decomposition.

Table 4 show the experimental accuracy using differ-
ent wavelet filters decompositions. And the table 5 pro-
vide summaries of experimental performance of different
wavelet filters. The average elapsed time of GGD methods
are offered by the tabel 6. The meaning of the experiment
[18] shows that for a image of siz¥ x N, the most sig- results in these tables are same as that of Gabor method.

From these tables, we can find out these wavelets make a

nificant frequency components are equal to or smaller than,. .
N/4, we still use the 256 as one frequency value to test this“.ttle difference, though the db2 always be somewhat supe-

. . rior to other db wavelets.
conclusion. And our experiment result also prove the cor-

rectness of this conclusion, because the experimental result Compared with the results of Gabor method, it is appar-
of combination off — 32,64, 128,256 is worse than that ent that the HMT model outperform the Gabor model. The

of the combination off = 16,32, 64,128 and the combi- reason is very simple, the HMT model is able to well cap-
nation of f — 8. 16,32, 64 F(;r eélch’spatial frequency, we ture the statistical properties of wavelet coefficients at each
select 0. 45 90’ an7d 1’35 aegree as orientations ’ wavelet sub-band, while the mean and variance used in Ga-

. . . . . bor method can hardly fully represent the statistical features
A testing handwriting texture is matched with all train- - .
: ” . of Gabor coefficients. What is more, the HMT method also
ing handwriting texture. Then we sort the matching results

. . . o .. cost fewer time for calculation than Gabor method. For ex-
in ascending order to produce a list. The position of writer

X AR ample, the best result (Top= 80% , Top2 = 20% us-
of the testing handwriting in this list is regarded as the ex- ing db2 wavelet) only averagely cost 27.70 seconds, on the

periment result to evaluate algorithm accuracy. (For exam- o hand, the best result of Gabgr£ 32, 64, 128, 256)

ple, if th? matching T‘?S“'t between the training _handwntmg cost 91.344 seconds. This advantage is very valuable when
and testing handwriting, both of which are written by the : L
we need to deal with a large number of handwriting image.

Sl@?hvgr'tirs’i;isorr?'{"r\?vg@;n EEZ l'sotsi?:ncgfnrse? lﬁﬂi{ ic; Ct(; Y Andin fact, most practical applications involve in thousands
b P ' Y P P of handwritings or more.

1; in other words, the topper the position of one writer is,
the more possibility of being the real writer of the testing
handwriting the writer has).

Table 1 shows the experimental accuracy of different ) )
samples based on varied combinations of Gabor frequency. [N summary, the_ following observations can be made
And the table 2 provides a summary of experimental per- based on the experimental result presented above.
formance of one certain combination of Gabor frequency.
The highest accuracy Top = 90% is achieved when
f =16,32,64,128. we can find out that the more frequen-
cies are used, the high accuracy is achieved. This effect is

clearly demonstrated by both table 1 and table 2 2. The average elapsed time of HMT model is much
We not only note the identification accuracy, but also shorter than that of Gabor model.

record the average elapsed time as a measurement of the

computational cost. We run and record the average elapsed 3. Generally, the length of the wavelet filter does make a
time of Gabor method in our PC computer. The software en- difference, and the db2 wavelet is better than other db
vironment of our computer is Windows XP and Matlab 7.0, wavelets.

the hardware configuration of our computer is Intel Pentium
IV 3.0G CPU, 512 MB RAM. The experiment result is in
the table 3. Though more Gabor frequencies improve the
identical result, it also obviously increase the elapsed time.

In this section, we show the effect of Gabor filtering tech-
nique on writer identification, not only including the identi-
fication accuracy, but also including the calculational time.

In Gabor method, several combinations of different spa-
tial frequencies are used, ranging from 8 to 256. Though

6.3 Experiment remarks

1. The HMT model is superior to the Gabor model, be-
cause it can better capture the statistical properties of
the coefficients in each subband.

Conclusion

In this paper, we presented a new method based on HMT
model in wavelet domain for off-line text-independent
handwriting identification. Compared with Gabor method,
this method achieves a higher accuracy and significantly re-

In HMT method, we decompose the handwriting image duces the computational time. Because text-independent
via different wavelet filters. The employed wavelet trans- methods do not care about the writing content, the meth-
form are the traditional discrete wavelet transform(DWT), ods discussed in this paper are also available for English,
the used wavelets are Daubechies orthogonal wavelets. Th&orean, Japanese and Latin Language, etc.

6.2 Experimental results of HMT method

13



8 Acknowledgment [12] S.Mallat, W.Hwang, Singularity detection and pro-
cessing with wavelets. IEEE Trans. Inform.Theory,

This research was partially supported by a grant  V0l.38,n0.2, pp.617-643, Jul. 1992.

(60.40301.1) from National Natural Science Foundation OfC{13] M.Crouse, R.D.Nowak, R.G.Baraniuk, Wavelet-based

China. This research was also su_pportgd bythegrants (RG signal processing using hidden Markov model. IEEE

and FRG) from Hong Kong Baptist University. Trans.Signal proc.(Special Issue on Wavelets and Fil-
terbanks) pp.886-902, 1998.

References _
[14] T.M.Cover, J.A.Thomas, Elements of Information

. . . Theory, Wiley Interscience, New York, NY, 1991.
[1] H.E.S. Said, T.N. Tan, K.D. Baker, Personal identifica- y y

tion based on handwriting. Pattern Recognition. vol.33, [15] B.H.Juang, L.R.Rabiner, A probabilistic distance
no.l, pp.149-160, 2000. measure for hidden Markov models, &T Tech. J.,

i ) . vol.64, no.2, pp.391-408, Feh.1985.
[2] Y. Zhu, Y. Wang, T. Tan, Biometric Personal Identifica-

tion Based on Handwriting. 15th International Confer- [16] M. N. Do, Fast approximation of Kullback-Leibler
ence on Pattern Recognition. vol.2, pp.801-804, Sep.  distance for dependence trees and hidden Markov mod-
2000, Barcelona, Spain. els. IEEE Signal Processing Letters, vol. 10, pp.115—

. . o 118, Apr. 2003
[3] J. Duvernoy, Handwriting synthesis and classification

by means of space-variant transform and Karhunen-[17] Y.Singer, M.K.Warmuth, Batch and on-line parameter
Loeve analysis. J.Opt.Soc.Am. pp.1331-1336, 1975. estimation of Gaussian mixtures based on the joint en-
tropy. Advances in Neural Information Processing Sys-
[4] W. Kuckuck, Writer identifcation by spectra analysis. tems 11 (NIPS'98), pp.578-584, 1998.
Proceedings. of the international Conference On Secu-

rity Through Science Engineering, pp.1-3, Aug. 1980, [18] T.N.Tan, Texture feature extraction via visual cortical
West Berling, Gerany. channel modelling. Proceedings of ICPR1992, pp.607—

610, Aug. 1992, Hague, The Netherlands.
[5] S.Cha, S.N.SrihariMultiple Feature Integration for
writer Verification the Precddings of 7th IWFHR2000,
pp.333-342, Sep. 2000, amstredam, Netherland.

[6] E.N.Zois, V.anastassopouskysion of Correlated De-
cisions for Writer Verification Pattern Recognition,
vol.33, no.10, pp.1821-1829, 1999.

[7] J.G.DaugmanUncertainty relation for resolution in
space, spatial frequency, and orientation optimized by
two-dimensional visual cortical filtersJ.Opt.Soc.Am.
A2, pp.1160-1169, 1985.

[8] I.Daubechies, Ten lectures on wavelet. New
York:SIAM, 1992,

[9] M.Vetterli, Wavelets and subband coding, Prentice
Hall, 1995.

[10] M.T.Orchard, K.Ramchandran, An investigation of
wavelet-based image coding using an entropy con-
strained quantization framwork. proceeding of Data
Compression Conference '94 , pp.341-350, 1994,
Snowbird, Utah.

[11] S.Mallat, S.Zhong, Characterization of signals from
multiscale edges. IEEE Trans. on Pattern Analysis and
Machine Intelligence vol. 14, pp.710-732, Apr. 1992.

14



Table 1. EXPERIMENTAL RESULTS OF 2-D GABOR FILTERS

Features| f=8,16,32,64| f=16,32,64,128 f=32,64,128,256| f=32,64 | f=64,128| f=16 | f=32 | f=64 | f=128
A testing Top 1 Top 1 Top 1 Top 2 Top 2 Top3 | Top4 | Top2 | Topl
B testing Top 1 Top 1 Top 1 Top 1 Top 1l Topl| Topl| Topl| Topl
C testing Top 2 Top 1 Top 1 Top 2 Top 1 Top2 | Top2 | Top2 | Topl
D testing Top 1 Top 1 Top 2 Top 1 Top 1l Topl| Top2| Topl| Top2
E testing Top 1l Top 1 Top 2 Top 2 Top 3 Topl| Topl | Top3 | Top2
F testing Top 1 Top 1 Top 1 Top 1 Top 1l Topl| Topl| Top2| Topl
G testing Top 1 Top 1 Top 1 Top 1 Top 1 Topl| Topl| Topl| Top1l
H testing Top 1 Top 1 Top 1 Top 1 Top1l Top2 | Topl| Topl| Top1l
| testing Top 1 Top 1 Top 1 Top 1 Top 1 Topl| Top2 | Topl | Top1l
J testing Top 3 Top 4 Top 2 Top 4 Top 3 Top4 | Top5| Top2 | Top3
Table 2. IDENTIFICATION ACCUARCY OF 2-D GABOR FILTERS
Features| f=8,16,32,64| f=16,32,64,128| f=32,64,128,256 f=32,64 | f=64,128| f=16 | f=32 | f=64 | f=128
Top 1 80% 90% 70% 60% 70% 60% | 50% | 50% 70%
Top 2 10% 0% 30% 30% 20% 20% | 30% | 40% 20%
Top 3 10% 0% 0% 0% 10% 10% 0% 10% 10%
Top 4 0% 10% 0% 10% 0% 10% | 10% 0% 0%
Top 5 0% 0% 0% 0% 0% 0% 10% 0% 0%
Table 3. AVERAGE ELAPSED TIME OF 2-D GABOR FILTERS
Features f=8,16,32,64| f=16,32,64,128| f=32,64,128,256 f=32,64 | f=64,128| f=16 | f=32 | f=64 | f=128
Average elapsed o) /g 91.344 92.266 46.188 | 45.860 | 22.875| 23.141| 23.063| 23.047
time(second)

Table 4. EXPERIMENTAL RESULTS OF HMT-based METHOD

Features

db2 | db4

db6

db8

db10

A testing

Topl| Top1l

Top 2

Top 2

Top 2

B testing

Topl| Top1l

Top 1

Top 1

Top 1

C testing

Topl| Top2

Top 1l

Top 3

Top 1l

D testing

Topl| Top1l

Top 1

Top 1

Top 1

E testing

Topl| Top1l

Top 1l

Top1l

Top 2

F testing

Topl| Top1l

Top 1l

Top 1

Top 1l

G testing

Topl| Top1l

Top 1

Top 1

Top 1

H testing

Topl| Top1l

Top 1

Top 3

Top 3

| testing

Topl| Top1l

Top 1

Top 1

Top 1

J testing

Top 2| Top3

Top 5

Top 3

Top 3
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Table 5. IDENTIFICATION ACCUARCY OF WAVELET-BASED GGD METHOD, THREE-LEVEL DWT DE-
COMPOSITION

Features| db2 | db4 | db6 | db8 | dbl0
Topl | 90% | 80% | 80% | 60% | 60%
Top2 | 10% | 10% | 10% | 10% | 20%
Top 3 0% | 10% | 0% | 30% | 20%
Top 4 0% | 0% | 0% | 0% | 0%
Top 5 0% | 0% | 10% | 0% | 0%

Table 6. AVERAGE ELAPSED TIME OF WAVELET-BASED GGD METHOD, THREE-LEVEL DWT DE-
COMPOSITION

Features db2 | db4 | db6 | db8 | dblO
Average elapsed time(secondp7.70 | 32.91| 38.23 | 42.23| 51.78
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On The Solution to Singular Integral Equations
with Logarithmic Kernel Based on Wavelet

L. M. Cui, and Y. Y. Tang
Department of Computer Science
Hong Kong Baptist University
Imcui@comp.hkbu.edu.hk

Abstract be transformed into solving the following integral equations

In this paper, Wavelet-Galerkin algorithm for solving the ;) = — / p(y)llog |z — y||dS,, z = (z1,25) € Q.
first kind of weak singular integral equations with the log- r
arithmic kernel is presented. Because of the singularity of we must solvep(x) by the following boundary integral
logarithmic kernel we use Tikhonov regularization method equation
to solve the system of stiff equation. And at last the con-
\é(iasrgjgscsdz.ind numerical result of approximate solutions are / p(y)llog |z — y[]ldSy = q(z), = (21,22) €T.

®)

We can writex = ~(t), ¢ € [0, 1], as the representation of

1 Introduction I" becausé&’ is smooth. Then

1
There are a lot of advantages to solve integral equa- _/0 p(v(8)) (s)[log [y (t) — y(s)[lds = q(7(t)). (4)

tions with Wavelet-Galerkin algorithm, such as the numer-

ical sparsity of stiff matrix, the diagonal precondition pro- | et f(s) = M then (4) can be transformed into (5)
cedure etc. A great deal of difficulties arises if we only use

Wavelet-Galerkin algorithm to solve singular integral equa- 1

tions. This paper studies the solution to weak singular in- _2/ f(s)log [v(t) —v(s)l]ds = q(v(t)).  (5)
tegral equations with logarithmic kernel based on wavelet. 0

For the purpose of illuminating this question, Laplace’s Let

equation is, firstly, presented.

1
To the first kind weak singular integral equation as fol- Mf(t) = _2/ f(s)[log |y(t) — v(s)|]ds
lows: ) 0
2 [ logh() - (s)lds =g, @  and
_ 0 _ _ g(t) = q(v(1)),
It will occur when we use the single potential representa- )
tion. then (5) can be transformed into (1), and we denote
The interior question about Laplace’s equation can be Mf=g. (©)
described as follows: This paper solves (1) using the characteristic of periodic
Aw(z) =0, = (1,22) € Q wavelet onL?[0,1]. At first, we decompose the unknown
{ w(@) = qlz), == (r1,22) €T ° &) function on scaling space not only to decrease computa-

tional complexity but also to get a sparse matrix. The solu-
where ¢(x) is the given boundary function and tions to the discrete system of equations which are obtained
q(z) € C(T), T' is the smooth boundary of2,and above are ill-posed problems, because of the characteris-
w(z) is the function to be found. Through the sin- tic of periodic wavelet on.%[0, 1] and logarithmic kernel.
gle potential representation, we know that solving (2) can This paper, firstly, solves this ill-posed system of equations
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with Tikhonov regularization method. Next first by adding W,_ 1@ W,_o@---PWo P Vo, J € Z+.We know
some valve value according to requirements, a quick anda transition matrix Wi exits between{g,}, and
simple numerical implementation to solve (1) is formed. {¢0,0}UU0<]‘<J_1{12}]',1}1 and W ; is positive definite.
In the end, an example of calculation is presented for then fact 3, , = 0. s

purpose of accounting for the algorithm’s validity. Periodic '
wavelet and multiresolution analysis is introduced in Sec.2. . . .
Wavelet-Galerkin algorithm for syolving integral equations 3 Wavelet'Galer_km Algorithms for Solving

is introduced in Sec.3. Sec.4 analyses the properties of op-  INtegral Equation

erator M. The deduction and characteristic of stiff matrix is

introduced in Sec.5. Sec.6 solves the system of equations The Wavelet-Galerkin Method is a standard Galerkin
which is ill-posed after discretization with Tikhonov regu- method with wavelet) . ;_{#; .}, as the trail basis
larization method. An algorithm to solve the first kind of and the test basis, where

singular integral equation with the logarithmic kernel and - -

the verification convergence of this algorithm are presented {16}k = {00} (8)

in Sec.7, and an example of computation is given in Sec.8. . .
P P g Denotingf with (3.2) under scald. Then we have

2 Periodic Wavelet J-1 .
=33 zjntin 9)
Let ¢(z) and ¢ (z) be the normal orthogonal scaling J==1 k
function and the compactly supported wavelet function. : - : :
Supposep(z) and(z) adapt to multiresolution analysis Replacingf in (6) with (9). we obtain
respectively. Meanwhile(z) andw(x) satisfy the double- J—1
scaling equations as follows: MY > wie =g (10)

j=—1 k
o) = V2 hup(20-n) and ¥(z) = V2 gt (25-n)

Taking the inner product witla?j,,k, on either hand of (10),

) we have

where {¢; 1} and {¢; , }, are orthonormal basis df;
andW; respectively. We periodize scaling functigriz) J-1 . .
to ¢(x) and wavelet function)(z) to () on L2[0, 1] [1], (MY @ity birw) = (9 i ).
namely j=-1k

- ~ So

o(x) ::Zgo(x—i—l), P(x) :zzw(m—i—l). J—1 o )

l l Z Z«Tj,k<M"/}j,kawj’,k’> = (9, %j" k')
Periodic scaling function space and periodic wavelet func- o
tion space are marked with Then we solve (6) to obtain the approximate solution to
(12):
Vy = closedspan{@ s,k = 0,1,---,27 —1}, M;x =g, (11)

where M¢ is the moment matrix with entries elements

Wy = closedspan{z/b,k,k:0,1,~--,2‘]— 1}. . K ] -
(M 1,0y 1), 8, x are vectors with elementy, v/ 1)

where {@;}, and {14} are orthonormal basis df;  and z,, respectively, and-,) is the inner product on
andWW; respectively. We get some equations as the follow- £2[0, 1]. But the method is hindered by the computers of the
ing[2] entries ofMd; andg, which are the integrals of the product

of the wavelet basig with the known kernel function in the

Plr)=v2y hkip(% — k), {h} € 122’ integral equation (6) and the known right hand sideOne
P(x) = \/§Zg£<p(2x -0, g el method to deal with it is to use the fast transfot#, ;. In
Vi=Wii@Wi2 @ - @Wo@W, jezv, which, the moment matridM.; = [(M .4, .1 )k.0] and
VLW, 71 the right hand side vecta’ = {(g, $,.1)}x with scaling
Ujez Wj = L?[0,1]. function basis{;} are calculated first, and then from

5 _ (7) relationship, we can find1,; andg by
where {Q’0,0}UUogng—L{%,k’}k IS & group
of orthonormal basis ofV; too, becauseV; = MJ) = W@,@LM@W&;
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g = ngﬂ/;g/.
Solving the equation (11) becomes:
finding f; = Y>7=1, 37, @415, such that

T _ ol
W, MWT ox=W_ g/, (12)

where Mg is the moment matrix with entries
(M@, ¢1k) andg’ is a vector with element§y, ) .

4 Properties of Operator M

LetT be a circle whose radius is then we have
x = (21, 22) = a(cos(2ms),sin(27s)).

Therefore

Mf() = —2/0 f(s)[log |2asinm(t — s)|]ds.

Using the formula in the theory of generalized function, we

have

1 .6 1 X1, 11

;log|2sm(§)|:—% Z We :—;;Ecosnﬁ.
n#0

We get the following equalities:

—2log [2asinw(t — s)| = —2log  — 21log |2 sin 7t

= —2loga + Z

S

Zﬂzn(t s)

Without loss of generality, let to be a function with 1-
period, then the Fourier series expression of

+oo .
=27 Z o(n)e?™nt,
Therefore
= 1 ,
M’U(t) = —2\/%(]0g a) _|_ /2 Z r@ e2mint
n # 0

(13)
Assume o(t) is the periodic version of function(t),
namelyd(t) = ST u(t +1). We have

“+o00
o(t) = V2r Z o(2ml)e*™ it

19

So the periodic scaling function is given by

+o0

@J,k(t) = \/%Z @J,k(Qﬂ'l)ezﬂ'i"t_ (14)

Then ~
@J,k(l) = @(27'(1) (15)

Using (13), we have
M@ r(t) = =2v2m(log @) 5, (0)+v2m Z @Jk

n ;é 0

(16)

5 The Computation and Properties of The
Moment Matrix M.,

Using (15) and (16), the elements®f; can be gained
by the following deduction:

(M@ g, prr) = —4m(log O‘)‘:ZJ,I@(O)QZJ,IC' (0)

1 s 2mwint X

oo @Jk( )e Pk

( )eQWin’t
nro |7

+2msum

By the orthogonallty oB2™ " and
Grr(n) =27 —ingy ¢(2) , we have

(M@, prw) = —4n(loga) - 277

_i(k—k")2mn

(M@, prp) = —4n(loga) - 277

2

1 i(k —K)2mn,  21n
+4m -2 fzmc057]| (S0 an

Theorem 1 Equation (17) satisfies properties as follows
(1)Symmetry, namehyy, i = mys i;

(2)Circulation, namelyng, i = M1 5741 ;
(3)Repetitiveness, nametyy, 1» = my, 07 4o -

proof: We only prove (3).

My 2J k42 = <M85J,k7 @J,zJ-k'+2>

= —4n(loga) - 277

+oo 1 k— — kK +2)2
+4r-277. E 17(:05[ ( +2)2mn]
n=1n

2J

2J|



_ —J st l  (k—K)2mn  27n WhereM : X — Y is a compact operator, so (19) is ill-
= —4n(log a)-27 +47-2 .anlncos 57 P57 |posed.

Considering problem (19), we now assume that noisy data
g° € Y are available satisfyinflg — ¢°||,, < e for a known
=My error bounds > 0. According to Tikhonov regularization
method, a computable approximationftois then provided
by the unique solutiorf;"* of the finite dimensional normal
equation

= (M@, @sr)

We get from theorem 5.1 thad; is a circular symmet-
rical matrix with rank2”, so only2/~! + 1 elements are
need to calculate. In this way the computational complexity

and the storage are decrefised shgrply. The computation of (MM +al)fy = Mj¢°, a>0. (20)
compactly supported scaling functign(z) is as same as
the counterpart in Sec.4. In (20), M; = M P, whereP, : X — V is the orthogonal
projection on the meaning of inner product, and spads
Wheng is smooth, the computation ¢§, ¢ ;) is rela- the scaling function space of periodic wavelet, &hd- X

tively easy, which results are only normal numerical solu- . Under these assumptions the quantity
tions on the functional integral based on wavelet [3]. For
example, Gauss-type quadrature Y= [|M = M| = |M(I - R)I. (21)

my + k Based on the characteristic of multiresolution analysis of
2J )- (18) periodic wavelet, we have

/' (g p(t)dt = 27 f(
R

wherem,, = [, {"o(t)dt , andm,, can be calculated by % < Yi+1, and v — 0(l — 0) < Miscompactoperator[6].

equations as below [4]:
g [4] In addition, on the basis of the characteristic of orthogonal

{ mo =1 decomposition of spacé, we have

my = 572 Y26 ()my (2, han'™) o -1
Vi=Vi. @ B Wi, lmin<i-1. (22
The Fourier transform of compactly supported scaling func- G=lmin
tion ¢(z) can be calculated by

Accordingly, the following decompose of projection opera-

1 oo . 1 _ tor can be got:
p(r) = — H(27w), Hw)=— hre(—ikw).
¢(x) Wer L HE@7w), Hw) ﬂ;k( ) -
P=P,.,.+ Y Q
6 Wavelet Regularization Method j=lmin

Literature [5] concretely describes a Schwarz iteration vyherer is orthogonal projection from X to spad;. Let

algorithm which is used to rapidly solve linear ill-posed V7 @ndW; be the scaling function space and the wavelet
problems, in order to dispose these ill-posed problems. ThisSPace of periodic wave_let respectively, and let operafar
algorithm adopts the Tikhonov regularization method. It < Y be a compact linear operator. Then

employs spline function or Daubechies wavelet and ap-
plies them to the first kind integral equation. On the ba-
sis of literature [S], this paper further decomposes functions \yhere-, is defined in (21).

on wavelet space, so it can be organically linked up with

Wavelet-Galerkin method which is mentioned in Sec.5 and Taking the inner product with; on either hand of (20):
takes wavelet function as basis.

MQi| <v—0 (I = o0),

(M My + o) fir,u) = (M g%, vr)
6.1 Regulation Method Using Additive Schwarz
iteration for Ill-posed Problems we have
We mainly study how to apply periodic wavelet in the (M Mufo, o) + (oo o) = (M7 g%, )
E)rv(\)lglem of solving the first kind operator equation as fol- namely

Mf=g. (19) (M fy, Myvy) + (fi, o) = (M g, v)
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Define the bilinear forna : X x X — L?[0, 1] as follow:
a(u,v) == (Mu, Mv)y + a(u,v) y. (23)
Clearly,« is symmetric positive definite.

Therefore, the problem of solving (20) can be trans-
formed into solving the problem described as below:

finding f,"“ € V}, such thatf,;"* satisfies

a(fo% ) = (Kf g% u) x, Yu €V (24)

Define the following operators:
A= MM, + aP,
and
By = QM MQ; + aQ;.
Obviously,

a(ur,v) = (Ajw, ) x, Yu,v €V and a(wy, )

= (Biwy, z1)x, Ywy,z € Wi

Considering the definition od;, (20) can be transformed
into
Aifr=K[g".
Another bilinear formb; : W; x W; — L?[0,1] is defined
by
bj(wj, uj) = afwy, uj) .
We know from lemma 6.1b; is approximatingx defined
by (23) on spacéV; whenj is increased enough.

By introducing an operataF; = a~'Q; 4, for v, € V
andw; € W;, we have

bj(Fjvj, wj) = vy, wy).

Let Vi, .. be the coarsest approximate space,foe Vi

andv,_,. €V, . ,and we introduce another operator:
R, = szmA;nlszmmAz‘

Then

R :Vi—=Vi and a(Ry, . v,v,. ) =a(v,vp,,)

Next adding allF; to R; we have

-1
lein+ Z F] = PlWLL'nA

J=lmin

-1

(Pota™ Y Q)AL

J=lmin

-1

lrnin

the approximation ofd; *.
For (24), we can use additive Schwarz iteration to solve this
problem rapidly:

+1
ulu :uét _wCl,lmin(Alu;L _Kl*gs)? n= 071527"'5

} (25)
where an initial guesg? € V, and a damping parameter
w € R.

6.2 Deduction of Algebraic Equations

In this section we present a matrix version of the
iteration (25) given suitable baseslihandWV;.

Let spaceX = L2[0,1], % and+ are scaling function
and wavelet function of periodic wavelet separately. They
satisfy multiresolution analysis of periodic wavelet.

Since functionf; = ", ¢k &, € V; and functiong,
>k ditb k. € Wi, we have an equation as follows

fita = Zcﬁfl@ﬂ,k-
o

Also
I+1 1 1
A= Y i+ Y sy,
i J
which we write in matrix notation as
1 _ T T g
¢, =Hi ¢+ G d.
Clearly,H;yq : Rt — R™ andGyy; : RmT — R™ .

The solutionf= can be expanded in the basisli&f as

> (EwPuks

k

&, __
! =

where the vector of the expansion coefficients is the
unique solution of the linear system

A& = 6.

The concrete forms of the matri®; and the vectog; are
given in [5] as follows

(A)ij = (M@ui, M1 j)y + a{Pri, Prj) x

(B)j = (9" MP1j)y-
H, ; and,; ; are defined by

Hl,j = Hj+1Hj s 'Hl—lHl : Rnl’ — an.

an
Through the formula about decomposition in space (22), we

Ai,l’, 'lein + a_l Zlil

min yin J=lmin

know Cl,lmin = B

Qj is

21
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wherej <[ —2. LetH;;_; := H;andG;;_; := G, then
the above iteration can be transformed into

47 =2 = wCi, (Aizf) =B, k=0,1,2,---, (26)
where
Cliper = HI ALY Higot Z Gl;B; Gy
Jj= =lmin
(27)
=Hf, AL Hi (28)

sbmin min

Different from [5], this paper defines a matriy and a
vector; as follows

(A1)i; = (M, My )y

(B); = (g5, My ;)

+a<'(/~}l,i>'l/~)l,j>x

Then we use the iteration format as similar to (26) , but (27)

and (28) respectively are changed to

_ . T —1
Cl;l'm.in = W@,/,/;(Hl,l,,,bmAzylmm Lilmin
-1
—1 T 1
+o E Gl,] Gld) @ 1;
J=lmin
0 _ T —1 T
2 = W@,w(Hz,lm,;nAl,zmmHl,lmm)wwgﬂl-

7 Algorithm and Convergence

= [|Mg — M| = 0 (n— o).

Thenr;,, uniformly converges ton ;;, asn — oo .
Since f; = WW/;F,IPJf(x), and known from
[7],F,.P;f(z) uniformly converges towgwf(a:) as
J — oo,n — oo.Similarly sinceW . ; is orthogonal.f,
unlformly converges to the solutiof{ % of equation (1.1).

We can prove the convergence of wavelet regularization
by [5].

8 Numerical Examples

Let g(x) = e®* cos o in the Laplace’s interior problem
(2), and assume:. = 0.5. Then we solve the boundary
integral equation (1) by the above algorithm.

8.1 Computation of Stiff Matrix

We employJ = 4 andJ = 7 as two kinds of scaling
discretization for{0, 1], namely dividing]0, 1] into 16 and
128 equal parts. We assign Daubechies scaling function
with N = 6 asp4 0(x) and 7 o(x), then transform them
into periodic function on spack?|0, 1].

Since elements irM;g are circular symmetry, only

27-1 + 1 of these elements are needed to compute and to
be stored. Let» = 100 in (16). For scaling discreté = 4,
the matrlxMJ is 16 x 16, and for scaling discreté = 7,

On the basis of the above analysis, we conclude thethe matanJ is 128 x 128.

Wavelet-Galerkin algorithm for solving (1) as follows:

e Step-1Computey;, my, [ =0,1,---,27 —1by (18),
(17). We get the matriMé and the vectog.

e Step- 2Ca|cu|at|ngVV~ and we get the equation (12).

e Step-3 Solving regularization equation (20) by (26)
and (27), we gety,, k=0,1,---,27 — 1.

Theorem 2 Letm,, , m;,, be the elements @1 ; and
M, respectively. Then we gé¢t by (9). In the Wavelet-
Galerkin algorithmyi,;,, uniformly converges tan,;,, as
n — oo, and f; uniformly converges to the solutigi{z)
of function (1) as/ — oo andn — oo.

. H T _ T .
proof: Since M, W, M Ww, M,

W¢,¢M¢W3~; -,we known from [7] that uniformly con-

verges tany; whenn — co. So[|[Ms — M| — 0 (n —
00) . SinceW ; ; is orthogonal matrix, we have

Mg =My = W, 5 (Ms — Ma)W |
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Similarly, we know from Figure 1—M;§ is sparser than
ng and increasing is the key to improve effect.

8.2 Analysis of Regularization

Analysis and Explanation:

(1) Figure 5 and Figure 6 are situation whén= 4. Error

is no more tharl.677093352110495¢~°%* with Tikhonov
regularization using Schwartz iteration, while error is
no more than5.863185146877874e~%05 with Tikhonov
regularization using Newton iteration. The number of times
conduct both iterations is large.

(2) Figure 7 and Figure 8 are situation whén= 7. Error

is no more tharb.183141329873582¢~°°7 with Tikhonov
regularization using Schwartz iteration, while error is no
more than5.959144566129969¢ % with Tikhonov regu-
larization using Newton iteration. The times of Schwartz
iteration are 1, while the times of Newton iteration are 11.
It is obvious that Tikhonov regularization using Schwartz
iteration can deal with the situation whehis relatively



016
014
012
04
008
0.06
0.04
150

09
0.85
08
075
07
0.65
06
0.55
05
0.45
20

whenJ =7

J
@

Figure 3. Matrix M

whenJ = 4

J
@

Figure 1. Matrix M

10~

20

Y

W

VO

WA
1: i

i

MR
.,.‘a%ng» ,

)

A
OO
.....‘“.‘

o
....

Y

10

10

whenJ =7

g
P

Figure 4. Matrix M

23

whenJ =4

g
P

Figure 2. Matrix M



I !
0 20 40 60 80 100 120 140

Figure 5. Error of Tikhonov Regularization Using Figure 7. Error of Tikhonov Regularization Using
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large.

(3) We make decomposition only one time in the regu-
larization method using Schwartz iteration whén= 4
andJ = 7. Solutions become more precise when times

of decomposition is smaller, and solution become coarser [71 C-F. Xuand Y. F. Yao,

when times of decomposition is bigger, though regular-
ization method using Schwartz iteration is better than
regularization method using Newton iteration in precision,
regularization method using Schwartz iteration is better
than regularization method using Newton iteration in
precision in iterations whed is large.

(4) We make decomposition only once in the additive
Schwarz iteration Tikhonov regularization method in
Figure 3, Figure 4. It is known that fewer times of decom-
position are made, more precise solutions is obtained and
more times of decomposition are made, coarser solution is
obtained.

(5) The errors in Figure 5-8 are obtained by comparing the
double ends oM“x = g after substituting results for the

counterpart of the double ends of this equation.

The difficulty of solving singular integral equation with
wavelet method is corresponding to different singular ker-
nels, we should use different numerical method to gain sat-
isfied effectiveness on stable and rapid algorithms of cal-
culation of singular integral. This paper uses the character
of periodic wavelet onZ?[0, 1] and logarithmic kernel to
make stiff matrix sparser and uses Tikhonov regularization
method to remove singularity for the purpose of approx-
imate calculating this kind of weak singular integral equa-
tion rapidly. The method discussed in this paper can be used
to deal with other kinds of singular integral problems with
trigonometric function singular kernel.

References

[1] I. Daubechies, “The orthonomal bases of com-
pactly supported wavelets,” Comm.Pure Appl. Math
, vol. 41, pp 906C996, 1988.

[2] S.L.PengD.F.LiandQ.H. Sheng, Theory and Appli-
cations of the periodic wavelets,Beijing,Science Press,
2003.

[3] G. Strong,and T. Nguyen, Wavelets and Filter
Banks,Wellesley-Cambridge Press, 1966.

[4] A. Cohen,l. Daubechies and P. Vial,"Wavelet on the
interval and fast wavelet transforms,”Appl. Comp.
Harm. Anal., Vol. 1, No. 1, pp 54-81, 1993.

[5] A Rieder,"A wavelet multilevel method for ill-
posed problems stabilized by Tikhonov regulariza-
tion,"Numer.Math.,Vol. 75, No. 4, pp 501-522, 1997.

25

[6] C. W. Groetsch, The theory of Tikhonov reg-

ularization for Fredholm equations of the first
kind,Boston,Pitman,1984.

“The wavelet method for solv-
ing singular integral equations with the Hilbert ker-
nel,”,Numerical Mathematics A Journal of Chinese
Universities, No. 1, pp 128-35, 2000.



Data Hiding on Polygonal Meshes for Authentication and Content Annotation

Hao-tian Wu

Abstract In the literature, quite a few data hiding methods (e.g.[3]-
[17]) have been proposed to meet different requirements.
In this paper, two methods are proposed to embed dataFor instance, one application of hiding data within mesh is
within polygonal meshes for different applications. The first for copyright protection so that the robustness of embed-
one provide a solution to public authentication of 3D mesh ded data is emphasized while the original mesh can be used
models by employing digital signature scheme. By generat-in the retrieval process [6]. In contrast, for authentication
ing the signature from a mesh piece and using it to replace applications, the embedded data should be sensitive to ille-
the LSBs of vertex coordinates, the authenticity of the signedgal modifications made to the mesh and the embedded data
mesh can be publicly validated. The possible tampering canmust be blindly retrieved [17]. In some cases, only one bit
be localized by using the mesh partitioning technique. In the of information is enough to perform the task, while the ca-
second method, a string of bit values is embedded into thepacity of other schemes is expected to be as high as possible.
meshes by modulating the distance from a vertex to its tra-Nevertheless, there are some common requirements, such
versed neighbors. The embedded data is invariant to trans-as security and fidelity. A data hiding scheme is considered
lation, rotation and uniformly scaling of the cover mesh, as secure if it is almost impossible to remove, detect or change
well as the mantissa truncation of vertex coordinates within the embedded data [18] without the additional information
arange. Since a mesh can have different scale, orientationthat can be kept from public access. It should be assumed
and position in the 3D space without affecting its integrity, that the algorithms are publicly known so that the system
even different precision level after compression, the embed-security can only rely on the secrecy of the private infor-
ded data can be used for content annotation. To show andmation and the difficulty to compute it. Fidelity means that
compare the efficiency of the proposed methods, the numerthe embedded data is invisible (except the case that it’s in-
ical experiments are conducted. Finally, some concluding tentionally visible), i.e., the embedding process should not
remarks are drawn and the future work is outlined. introduce noticeable distortion into the cover object. It is
preferred that the introduced error can be numerically ana-
lyzed and bounded.

1 Introduction In this paper, two methods are proposed to embed data
within 3D polygonal meshes for different applications. The
With the development of digital modeling and visualiz- first one aims to publicly authenticate 3D mesh models us-
ing techniques for 3D objects, 3D models have been widely ing digital signature scheme. By generating the signature
created and used for geometry representation, such as culfrom a mesh piece and replacing the LSBs of vertex coordi-
tural heritage recording like Digital Michelangelo Project nates with it, the authenticity of the signed mesh can be pub-
[1], CAD models, and structural data of biological macro- licly validated. The possible tampering can be localized by
molecules [2]. Polygonal meshes are considered as thausing the mesh partitioning technique. The second method
common representation of 3D shapes and it's easy to condis proposed for content annotation of polygonal meshes.
vert other types of 3D models into meshes. As more andSince a mesh model can have different scale, orientation
more meshes appear on the Internet, how to hide informa-and position in the 3D space without affecting its integrity,
tion within them has received much attention for a variety even different precision level after geometry compression,
of purposes, ranging from copyright enforcement (e.g. [3], the embedded data should be invariant to translation, rota-
[6]) to content verification (e.g. [5]). Compared with digi- tion and uniformly scaling of the cover mesh, as well as
tal images, video and audio streams, there exists no grid fortruncation of vertex coordinates in a range. To embed the
meshes, i.e., each vertex in a mesh is connected with vari-annotation data, the distance from a vertex to the centroid of
able neighboring vertices at different distances. This flex- its traversed neighbors is modulated using dithered modula-
ibility of mesh data makes it an attractive cover object for tion technique [20]. In the modulation, a quantization step
data hiding. independent from the cover mesh is used to balance the in-
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troduced distortion and the allowable range of coordinate pieces have the same number of vertices. In this case, we

truncation. Compared with 0.5 bit/vertex in the formerly combine the last two pieces to form one larger piece.

reported method [14], the capacity of this method is nearly  If there are multiple meshes in one model, those meshes

1 bit/vertex. The numerical results has been given to showwill be traversed one by one. In case that all the vertices

the efficiency of the proposed methods. At last, some con-within one mesh have been visited but the vertex number in

cluding remarks are drawn and our future work is outlined. the current piece is less than required, the first indexed ver-
tex in the next mesh will be picked and added into the cur-

2 A Method for Public Authentication of 3D rent_piece. After that, the neighboring vertices Wi|| be found
out in the newly traversed mesh until the required number

Mesh Models is reached. As a result, vertices from different meshes may
be contained in the same piece.
In this section, we propose a public-key scheme for mesh

authentication. Firstly, the mesh is partitioned into several 2 2 The Generation of Signature

pieces with the same number of vertices. Then the corre-

sponding signature of each piece is generated and used to

replace the LSBs of vertex coordinates within it, respec- After dividing the mesh model into pieces with the re-

quired number of vertices, the next step is to generate the

tively. In the authentication process, the knowledge of the corresponding sianature from each of them. The aeomet-
cryptographic algorithms and the public key is used to de- . P g signatu . ; 9
rical and topological information of each piece, as well

crypt the value from the retrieved signature and produce the -
hash value from the content to be authenticated. At last,®> other properties, such as the color, texture and mater-

. ial properties, should be taken to produce the hash value.
the two produced values are compared with each other to . . .
authenticate the mesh model and localize the possible tam_Before putting those valges as the input of hash funcugn,
pering. the LS_Bs of vertex coordinates need to pe set as zeros since
they will be replaced by the generated signature. The mesh
o topology (i.e. the connectivity of vertices) can be repre-
2.1 Mesh Partitioning sented by the IndexedFaceSet as in VRML [19] format that
indicates which vertices a face consists of. For example,
Traditional digital signature schemes such as RSA andthe coordinates of three vertices in one triangle face can be
DSA [21][22] can detect the tampering, but cannot localize listed one by one to indicate those three vertices constitute
the tampering position. It is partially due to the generated a triangle face. The faces in each piece are ordered by the
signature is separate from the content to be authenticated. Iface indices in the mesh file so that the sequence of faces
we can divide the content into several blocks and embed theis ordered. Each face is represented by the coordinates of
corresponding signature of each block within it as in [23], vertices within it and the sequence of vertices is ordered by
the modification made to one block will not affect the others the vertex indices. For each vertex, its coordinates are in
so that the tampering can be localized. Since the signatureshe order of X, Y and Z axes. Therefore, the geometry and
generated from every block are in the same size, the meshopology information can be represented by the ordered se-
needs to be partitioned into pieces with a fixed amount of quence of vertex coordinates. Other properties of each piece
vertices so that the same number of LSBs can be replacedan also be added after the sequence of vertex coordinates
by the signature. The following mesh partitioning algorithm as the input of the hash functions.
can be used to perform this task. Some faces consist of vertices contained by multiple
We order the process of mesh partitioning with the vertex pieces, so they cover the boundaries between the neighbor-
indices in the mesh file. At first, the first indexed vertex is ing pieces. Since the full topology information within each
selected as the starting vertex of the first piece and markecdpiece should be taken into account, the hash value will be
as visited. Then the neighboring vertices that are unvisitedproduced from all faces that the vertices within the piece
and connected with the visited vertices are found out. At belong to, including those boundary faces. The produced
each time, only the first indexed one among those neigh-hash value will be independent from those vertices in other
boring vertices is traversed and marked as visited. After apieces if their index values instead of their coordinates are
new vertex is traversed, the neighboring vertices need to betaken in the sequence of vertex coordinates. In the later
updated to find out the next vertex to be visited. A piece is experiments, we will use the SHA-1 hash function [24] to
formed when the required number of vertices are traversedproduce a hash value of 160 bits from the sequence of ver-
Consequently, the first indexed vertex among the unvisitedtex coordinates and other properties of each piece. After
vertices is selected as the starting vertex of the next piecethe hash value is produced, the corresponding signature of
and so on until all the vertices are traversed. Finally, the lasteach piece is generated by encrypting the produced hash
piece may have less vertices than the others, but the othevalue using the private key. The RSA algorithm [25] is used
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to generate a signature with 1024 bits. The DSA algorithm not1.m but0.m. From the format of floating-point number,

[21][22] can also be used to generate a signature of 320 bitsit is not hard to conclude that the least significant bit is the
The same private key is used for each piece so that the cordast bit of Mantissa, i.e., the bit with the index 0. If the least
responding public key can be used to authenticate the wholesignificant bit is replaced, the introduced relative error is no

mesh model. more thar2—23.
Since each vertex has three coordinates on the X, Y and
2.3 The Embedding of Signature Z axes, respectively, no less than 342 vertices are required in

each piece to carry the signature of 1024 bits if only the least
After the corresponding signature of each piece is gen- significant bit is replaced. Else if we use the last four bits
erated, the next step is to used the generated signature tin Mantissa to carry the signature, each piece should consist
replace the LSBs of vertex coordinates within it. To address of at least 86 vertices. The LSB replacement process is or-
the LSB replacement of vertex coordinates, the format of dered by the vertex indices, i.e., the smaller the index value
floating-point number [26] should be introduced first. We of the vertex is, the earlier the LSB of the vertex coordinate
take a single-precision binary floating-point number for in- are replaced. If the vertex number is more than required,
stance, which is stored in a 32-bit word and consists of threesuch as 342 if only the least significant bit of vertex coor-
fields, named as the Sign with the most significant bit (with dinate is replaced, the LSBs of vertices out of the required
index 31), the Exponent with the middle 8 bits (with index number need not to be set as zeroes before the signature
from 23 to 30), and the Mantissa with the last 23 bits (with generation, for they will not be replaced by the signature.

index from 0 to 22), as shown in Figure 1. To localize the tampering, the size of piece should be as
small as possible, given the signature has enough length for
1 8 23 width in bits secu rity.
|S | Exponent | Mantissa |

The received mesh model

Mesh Partitioning

LSB retrieval

. he retrieved
. signature

31[ 30 23 22 0 The original mesh model

bias +127 bit index Mesh Partitioning

Sign (0 on right)

Set the LSBs of an amount of
vertex coordinates as zeroes

Figure 1. A single-precision binary floating- (e content o be authenicaed ) v
oint number is stored in 32-bit word. = =\ v :
N N of vertex coordinate
Hashing . he decrypted ¥
The stored value of the Sign is 0 or 1, representing for o T Prvete key : H;:nrgpmpemes
the sign value of 1 and -1, respectively. The stored value
of Exponent is in the range from 0 to 255, with O used LSB"*"'*‘“‘&:'“@”E e T N
for zeroes and denormalised numbers, 255 for infinities and Picer ) \(Plecen S+ \_resuts ST \__resutn
NaN (short for Not a Number), and the range from 1 to -

254 for normalised numbers. Since the vertex coordinates
dp not have the values of infinities and NaN, we will not Figure 2. The procedure of using the pro-
d|scus_s these two cases. In order to be able to represent posed public-key scheme to publicly authen-
both tiny and huge values, exponents hgve to be signed ticate 3D mesh model.
value. So the stored value of Exponent is offset (by 127
for a single-precision floating-point number) from the ac-
tual value. For a single-precision number, the actual ex-
ponent for normalised numbers is between -126 and 127.2.4 The Authentication Process
For normalised numbers, the stored value of Mantissa is the
fractional part of the significand, i.e., the significand is the  In the authentication process, the same mesh partition-
binary number 1 followed by the radix point followed by ing technique as in Subsection 2.1 is used to divide the
the binary bits of Mantissa. The stored value of Mantissa mesh into pieces with a certain amount of vertices. For each
is O for zeroes and non zero for denormalised numbers. Ifpiece, the signature is retrieved from the LSBs of vertex co-
we uses, e andm to represent the stored value of Sign, Ex- ordinates, ordered by the vertex indices. Using the public
ponent and Mantissa, respectively, the valad a floating- key corresponding to the private key used in the generation
point normalised number can be calculated by of signature, the value is decrypted from the retrieved sig-

s 127 nature. After that, the LSBs of vertex coordinates are set as

v=(-1)"x2 x 1.m, Q) )
zeroes and a new hash value is produced from the ordered

where the denormalised numbers are the same except theequence of vertex coordinates and other properties, as in
exponent is not — 127 bute — 126 and the significand is  Subsection 2.2. The decrypted value is compared with the
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produced hash value to authenticate each piece. A piece imewly traversed vertex, the distance from it to the centroid
considered as intact only if the two values generated from of its traversed neighbors is modulated. After the adjust-
it are identical to each other. After all pieces have been au-ment, the position of the newly traversed vertex will not be
thenticated one by one, the authenticity of the mesh modelchanged any more.
is verified if all of them are intact. Otherwise, the tampering  The detailed process to embed the data Bits as fol-
will be localized within those pieces in which the two val- lows: Initially, we use a secret kdy as the seed of pseudo-
ues do not match with each other. The procedure of usingrandom generator to permute the vertex indieeghe gen-
the proposed scheme to authenticate 3D mesh models caprated indiceg’ will order the following mesh traversal. At
be outlined in Figure 2. first, the vertex first indexed b¥ is firstly traversed with-
out adjusting its position since all of its neighboring vertices
3 Data Hiding on Polygonal Meshes for Con- have_ r_lot_been tra_lversed. After that, by referring t_o the con-
tent Annotation nectivity information of the cover mesh, all the neighboring
vertices of the traversed vertices are numerated and the one
first indexed by’ is selected. For a newly traversed ver-

o S tex v;, supposeV; of its neighboring vertices have been
annotation information in polygonal meshes. There are two N .
parts of information contained in the mesh data, i.e. the raversed and denoted &g),~,. Then the centroid of the
mesh geometry and topology. The mesh geometry can bdraversed neighbors can be obtained by
represented by the set of vertex positidéns= {v1, -, vm }, N,
which defines the shape of the meshA#, givenm ver- Vi — 1 Z“j @)
tices in a mesh. The mesh topology, i.e., the connectiv- TN &=
ity between vertices, is described using IndexedFaceSet
as in VRML [19] format, which specifies the vertices ~ The distance from;. to v; is defined as

In this section, we propose a new method to embed the

{v1,- - -,v,} within each polygonal face. Compared with
the method proposed for public authentication purpose, this g, = \/(ch:v —0j2)2 + (Vjey — V)2 + (Vjer — vj2)2,
method uses a secret key instead of a key pair, which con- ' ' o . 3)

sists of data embedding and message retrieval processes. Where{vj ez, Ujey, Vies } @and{v;,,v;,,v;.} are the coordi-

_ nates ofv;. andv; in R?, respectively. To modulate the
3.1. Data Embedding distanced;, an appropriate value is assigned to the quanti-

zation stepS to calculate the integer quotiet; and the
Given a string of data bit® = (w;)Y,, whereN is the remainderR; by

length of message, the task of data embedding is to embed Q; = d;/5], 4
the value of each bitv; into the mesh geometry. Since we
aim to embed the data invariant to translation, rotation and Rj = d;%S. )]

uniformly scaling of the cover mesh, the ratio between the 14 embed one bit value;, we modulatel; by
distances defined within the cover mesh serves as a good !

candidate to carry information. In our method, a special Q; xS+S5/2 ifQ;%2=uw;

case of _quantizgtion index modulatior_1 (QIM) called dither d;=ej+q QxS —S/2 ifQ;%2=mw;&R;<58/2,
modulation [20] is employed and the distandrom a ver- Q; x S+35/2 if Q;%2=w; & R; > S/2
tex to the centroid of its traversed neighbors is chosen as the (6)

embedding primitive. The quantization stépused in the  whered), is the modulated distance ang = 1 — w;. The
modulation is made proportional to the distance from the distanced; is modulated in this way so tha@;%Q = w;
last traversed vertex to the mesh centroid so that the rat'ogiven ej € ( S 5. To make the modulation step statis-

betweer_d:,» andS'is independent.from the scale, orientation tically undet;citétae, the componentshould be randomly
and position of the cover mesh in the 3D space. distributed within(—%, ). As a result, the change

Th_e mesh topology is taken_ into account during the em- s within (—5,5) as Q,%2 = w;, while (_%’ %) as
bedding process. Howe\_/er, if we mc_)dulate the d!star)ce %2 = w7 so that the modulation is bounded. Conse-
from a vertex tp the centroid of all its neighbors by adjust its quently, the resulting’, is used to adjust the position of
position, the distance from the formerly traversed vertex to J
the centroid of its neighbors will be simultaneously changed d
so that the information formerly embedded in it might be v; = vjc + (v; — Vje) X dJV )
lost. To solve the problem of causality, among the neigh- J
bors of each vertex, only the traversed ones are numeratedvherev;- is the adjusted vertex position. At each iteration,
to calculate their centroid. By adjusting the position of the to embed one bit value, the position of the newly traversed
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vertex is adjusted to modulate the distance from it to the The whole message string = (w;)!"," will be retrieved
centroid of its traversed neighbors. So the number of theafter the last bit is retrieved from the last traversed vertex.
embedded bits is equal to the number of the adjusted ver-

tices. Givenm vertices in the cover mesh, there will be 3.3. The Properties of The Embedded Data

m — 1 bit values embedded after the position of the last tra-

versed vertex is adjusted. Then the centroid of the whole  As in the aforementioned discussion, the ratio between

mesh is obtained by the distance from a vertex to the centroid of its traversed
Lo neighbors and the quantization step remains the same after

Ve = — Z”“ (8) the cover mesh is translated, rotated, or uniformly scaled,

mi4 as well as the embedded data. If the mesh topology of the

cover mesh is changed, the neighboring information of each
vertex will be changed so that the mesh traversal will not be
performed correctly. So the embedded data is sensitive to
D= \/(vlz — Vee)? + (Vi — Vey)? + (Vi — ve2)2. (9) any topological mod_ification made to the cover mesh_.
As for the mantissa truncation of vertex coordinate,
The ratioR betweenD and.S is obtained by which is stored as the single-precision floating-point num-
ber, we suppose the truncation error is distributed within
R=D/S, (10) (=T, T), then the errors introduced to the coordinates of

which will be used in the retrieval process to calculate the the mesh centroid in Eq.(8) and the centroid of a vertex's

and the distance from the last traversed verigr the mesh
centroid is calculated by

modulation stefs. neighboring vertices in Eq.(2) are also distributed within
(=T,T). The error introduced td; and D will be dis-
3.2. Message Retrieval tributed within (—2+v/3T,2v/3T), as seen from Eq.(3) and

Eq.(9). Based on Eq.(11), we know the error introduced to
To retrieve the message hidden in the cover mesh, theS is within (—@, @) so that Eq.(12) can be rewritten
guantization stefy used in the modulation is required. To as :
obtain S, the distanceD from the last traversed vertex to Q. = Ldj +Ad ] (14)
the mesh centroid and the paramefeneed to be provided. J S+AS

Since the mesh traversal is ordered by the permuted verteXynereAd andAS are the errors introduced i) ands, re-

- ) ; :
indices?’, the secret ke is required (o generatt from o very witnAd < (~2v37.2//37) andAS = 32
e vertex indiced. Therefore, the secret kely and the It can be seen the integer quotieRt will be different

parameter? are required in the message retrieval. , . . Ad
The detailed process of message retrieval is as foIIows:];\rlOm [d5/S] if d;%S Jr: Ahd - Ldé/Sjl ij'ﬁ'b¢ EjO’S)h
At first, the vertex indiceg in the cover mesh is permuted ote a componerd;, which Is randomly distributed within

S S . . . .
by usingK as the seed of pseudo-random generator to gen—((i,_(y?’ 2)is add?d 'rr]'_ the mo?]ulatlon dg In Eq.(6) S0 that
eratel’. Then the last traversed vertexis found out by § 705 € (0,5). In this way, the quantization stepis sta-

performing the mesh traversal ordered By The mesh  tstically undetectable and the formufgf%2 = w; is not
centroid is calculated by Eq.(8) and the distarizerom affected by the adding ef;. To allow the truncation of the

the last traversed vertex to it is obtained by Eq.(9) as in thevertex coordinates,; should be distributed within a smaller

; s S 55 i
embedding process. With the provided paramédiethe interval, e.9.(~ 3, 3), SO thatd; %S € (g, ") instead of
guantization step is obtained by

37377 . ‘67 6
(0,5). As aresult)’ in Eq.(14) will be identical td’; /S |

if \%@;/SJ x Ad| < £,i.e,T < Hence,

RS
12v3|R—[d}/S]|’

S=D/R. (11) . . . . .
the mantissa truncation of vertex coordinates is allowed if
To retrieval the embedded — 1 bit values, the mesh traver-
sal is performed again to traverse the vertices one by one. T < 5 . (15)
For a vertexv;, the centroidv;. of its traversed neighbors 124/3|1 — %|

is calculated by Eq.(2) and the modulated distadfcirom . _
vj. t0 v; is obtained by Eq.(3). With the obtainet the Otherwise, the embedded data will probably be changed.

modulated integer quotien} is calculated by For the geometrical modifications other than translation,
, ) rotation and uniformly scaling, we take for instance the case
Q5 = Ld;/51, (12) that one vertex is modified with; andv’,,, as its positions

before and after the modification. From Eq.(3), we can see
the modulated distanaﬁg from the modified vertex to its
w; = Q}%z (13) traversed neighbors will be changed by the modification so

and the bit valuev’; is retrieved by
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Table 1. The mesh models used in the exper- I 5 UL oI\

iments \, ,4 \, ,4 \/ ,4
Models meshes vertices faces pig¢ce€apacity(bits) é \’) 6 \“) cx \“)
fish 1 742 1408 8 741 / / 4
teapot 5 1631 3080 18 1627 h Wi V’\ i W*\ i
dog 48 7616 13176 88 7568 (A 0 oe !l de g
rhino 90 8762 16031 101 8086 L) @ @

horse 31 10316 18359 119 10285

2For the method for public authentication.

bFor the method for content annotation. Figure 3. (a). The original mesh model “dog":

(b). The signed dog model with only the least

we can denote it a¢; + Ad with Ad as the introduced er- significant bits (index 0) of vertex coordinates

ror. Suppose the quantization st€wbtained from Eq.(11) are replaced by the signature and (c). The
is not affected by the modification, the integer quotient signed dog model with the four bits (index

obtained from Eq.(12) will be changed|ifd| > £ given from 0 to 3) of vertex coordinates are replaced
d;%S € (£,32). For the untraversed neighbors of the by the signature.

modified vertex, i.e., those vertices regarding the modified
vertex as their traversed neighbor, the modulated distances

to the centroids of their traversed neighbors will also be | sgg of vertex coordinates and the public key was used to
changed by the modification. In summary, the data embed-gacrypt the value from the retrieved signature. A new hash
ded by adjustlng the posmons of the modified vertex and its \,5,e was also produced by setting the LSBs of vertex coor-
untraversed neighbors will probably be altered by the mod- ginates as zeroes. The two values were compared with each

ification. other within each piece. The authentication results obtained
from the experiments show that all those pieces affected by

4 Experimental Results and Comparison the tampering can be identified, for the two values gener-
ated from them do not match with each other. Since it is

4.1 The Method for Public Authentication almost unfeasible to compute the private key from the pub-

lic key, the security of the public-key authentication scheme

We implemented the method for public authentication on 'S guaranteed.

several mesh models listed in Table 1. In the experiments,

the SHA-1 hash function and the RSA algorithm were used4.1.2 Tampering Localization

to produce the hash value and generate the signature, re-

spectively. For those models that consist of only a few hun- In the authentication process, the mesh model was parti-
dred of vertices, the last four bits of Mantissa field, i.e. the tioned into pieces to authenticate them individually. If there
bits with index from 0 to 3 within the floating-point num-  is tampering made to the mesh model, those pieces that have
ber, were replaced by the Signature, so that the mesh modépeen modified will be found out so that the tampering is lo-
could be divided into pieces with at least 86 vertices. In calized. If only the geometry, i.e., the positions of vertices,
this case, the introduced relative error is no more thakd. has been modified, only those pieces containing the mod-
For large meshes that consist of much more vertices, we carfied vertices are affected, as the signature of each piece
also use the last bit of Mantissa field to carry the signature, is independent from the geometrical information of other
then each piece should consist of at least 342 vertices. The?ieces. Itis more complex to deal with topology and other
original and the signed mesh models “dog” are shown in Properties of the mesh model. Since the pieces share some
Figure 3. It can be seen that the embedding of signaturetopological information, i.e., vertices in one piece may be

within the mesh model has introduced no perceptible effect. connected with vertices in the neighboring pieces, if the
topology between the pieces are modified, all those neigh-

boring pieces will be affected.

In Figure 4, the original mesh model “teapot”, as shown
We modified the geometry, topology and other properties in Figure 4(a), was signed using the proposed scheme by
of the signed mesh model, respectively. To authenticate thereplacing the four bits (with index from 0 to 3) of vertex
mesh model, the embedded signature was retrieved from theoordinates with the generated signature within each piece.

4.1.1 Tampering Detection
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In the experiments, ifl /10000 of D,, is assigned taS,

the largest error, which is defined as the longest distance
among all the adjusted vertices normalized By,, never
exceeded .4 x 10~%. If 1/100000 of D,, is assigned to

€) (b) (c) S, the largest error never exceeded x 10~°. The mesh
models “teapot” and “horse” before and after the embed-
Figure 4. (a). The original mesh model ding process are shown in Figure 5.

“teapot”; (b). The signed teapot model with
the four bits (index from 0 to 3) of vertex co-
ordinates are replaced by the signature; (c).
After one vertex position of the signed teapot
model was slightly modified, the piece con-
taining the modified vertex is identified and

highlighted. (@) The original mesh modé¢b) The “teapot” model with 1627
“teapot” bits embedded

The signed “teapot” model, as shown in Figure 4(b), was =
slightly tampered by modifying one vertex within it. After &
authenticating the modified model with the public informa- =
tion, the piece containing the modified vertex was identified
and highlighted, as shown in Figure 4(c).

4.2 The Method for Content Annotation

We also performed the method for content annotation
on the models in Table 1. The embedded data was unaf-
fected by the translation, rotation and uniformly scaling of () The original mesh modgt) The “horse” model with 10285

the cover mesh. To allow the truncation of vertex coordi- “horse” bits embedded

nates in a range, the componentin the modulation was

chosen to be distributed withif-%, £) without disclos- Figure 5. Totally 1627 and 10285 bits were
ing the quantization step. If 1/10000 of the largest di- hidden within the mesh model “teapot” and

mensionD,,, of the mesh model, which is defined as the  “horse”, respectively, by choosing 1/10000 of
distance from the furthest vertex to the mesh centroid, was the largest dimension of the mesh model as

assigned taS, truncating of 8 least significant bits (LSB) the quantization step .S and randomly choos-
of each vertex coordinate was allowed1 }fL00000 of D, ing e; from (—%,5).

was assigned t&, only 5 LSBs of each vertex coordinate
could be truncated without changing the embedded data.

4.2.1 Distortion of the Cover Mesh 4.2.2 Capacity

In the experiments, the quantization stgjghould be care-  Given m vertices in the cover mesh, the capacity of our
fully chosen to satisfy the fidelity requirement. Since the method will bern — 1 bits, which is much higher than 0.5
modulation of the distance from a vertex to its traversed bit/vertex in [14]. If a mesh model consists df separate
neighbors is bounded %, %) givene; € (—%, %) meshes as in Table 1, the capacity willlbe- M bits since

in Eq.(6), the adjustment of each vertex position can be the first indexed vertex within each mesh is traversed with-
numerically bounded. From Eqg.(7), we can conclude that out adjusting its position.

v — ;| = |d} — d;| < %, which means the adjustment

of each vertex is in the sphere \_Nlﬁ? as its radlus.. Itis 453 Security

not hard to conclude that the distortion is proportional to

the quantization stef' used in the modulation. Upon the The security of the method for content annotation relies on
fact that the mesh topology has not been changed, the disthe secrecy of the secret kéfand the undetectable quanti-
tance from the adjusted vertex to its former position is used zation stepS. Given there aren vertices in a mesh model,
to represent the distortion introduced to the cover mesh.the number of the possibly permuted vertex indices:ls
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Without the secret keys, the mesh traversal must be per- security of fragile watermarking should be systematically
formedm! times to guarantee the embedded data can bestudied.
retrieved given the accurate quantization step
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Compression driven Partitioned POMDP Solving Via Belief Space

Xin Li
Abstract fully observed. However, in many real situations, we cannot
. . . expect the agent to have full observation of the current world
While partially observable Markov decision pro- state. In other words, the environment is only partially ob-
cess (POMDP) is a powerful tool for support- servable to the agent. This kind of situations makes optimal
ing optimal decision making in stochastic environ- decision making much more challenging as the agent needs
ments, solving large-scale POMDPs isknowntobe  to memorize its inflatable observation history for its action
computationally intractable. Value Directed Com- decision.

pression (VDC) by reducing the scale of POMDP
which is directly based on the problem’s structure
has recently been shown to be effective in tackling
the scale-up issue. Inspired by the fact that further
reduction in the belief state dimension can then re-
sult in a more efficient POMDP solver, this paper
proposes a VDC method in sampled beliefs to en-
hance compression’s efficiency as well as speed up
the compression process via a dimension reduction
oriented clustering by exploring the sparsity of be-
lief space. With the conjecture that the temporally
close belief states should possess a low degree of
freedom due to the problem’s intrinsic regularity,
a minimum spatio-temporal criterion function that
measures belief states’ spatial and temporal dis-
crepancies is adopted to control the belief cluster-

ing.

Markov decision process (MDP) and partially observable
Markov decision process (POMDP) are the two known math-
ematical models representing the problem with fully ob-
servable and partially observable environments respectively.
MDP defines a model with a set of discrete states and a cor-
responding stochastic state transition model which embodies
the possible state transitions given an action. For POMDP,
due to the partial observability of the world state, it is com-
mon to represent an observation history into a belief state
which is essentially the probability distribution over the un-
observable real states of the history. The belief state is contin-
uous and can be interpreted as a form of internal state summa-
rizing all the information regarding the past. A discrete state
POMDRP is thus transformed into a continuous state MDP.
In the literature, most of the existing algorithms solving the
POMDP problems operate on the belief states.

The POMDP’s policy is defined over the continuous be-
lief state and thus is a mapping from a continuous state to
1 Introduction an action. For large-scale POMDP problems, it is compu-

D . . ) .. tationally infeasible even though there exist some computa-
Building intelligent agents which can make optimal decisionsiional shortcuts (e.g., the witness algorithih) which make

in a stochastic environment is known to be important and havgse of the piecewise linear and convex (PWLC) property of
found useful applications in robot navigati¢h4l, moving  the POMDP’s value functiof]. In the literature, there exist
target searchb], etc. The problem is equivalent to comput- 4 \umper of methods proposed to solve large-scale POMDP
ing the optimal policy for an agent to decide its next action,,gpiems efficiently. The grid-based algorit6] approxi-

to perform based on some feedback observed from the eiates the value function by selecting a finite set of grid points
vironment so as to maximize a long-term reward and at the,nq solves the corresponding MDP. The point-based value it-
same time complete a given missibil.he s_tochastlc nature gration (PBVI)[6; 7], algorithm optimizes the value func-

of the problem can be due to the uncertainty of the environgion, for a set of specific beliefs instead of over the entire be-
ment and that of the agent's performed actions. The agefjat space. The Bounded Finite State Controllers algorithm
policy is a mapping of the observed information to the action BFSC) searches though the space of bounded-size, stochas-

to be performed. The ideal scenario of the problem is that thg finjte state controllers, combining gradient ascent and pol-
stochastic environment can be accurately modelled by a set qgc iteration[13)], etc.

abstracted states with stochastic transitions and the states arg1n this paper, we are inspired by the recently proposed be-

INote that the problem can be extended to situations with multilief compression approadd0 and VDC algorithnj12] ar-
agents[3] which are decentralized with multiple sources of feed- gue that compressing a POMDP problem via its sampled be-
back. This is however not the main focus of this paper. liefs instead of structure itself, and analyzing a sample of be-
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lief states could in fact provide us a lot of hints for reducing POMDP model is described by atupteS, A, Z,T,0, R >,

the problem complexity in a problem-specific manner. Be-usually companied with two more parameters the discount
lief compression uses the fact that belief states of POMDRactor~ € [0, 1] and the initial belief staté,. Using the be-
can typically be characterized by a much lower dimensionalief state, one can transfer a POMDP model to a belief state
state space, and adopts dimension reduction techniques to trdDP.

duce the problem complexity. With the conjecture that tem- Assume that the current belief statebjs The next belief
porally close belief states could form clusters with further re-stateb,, ; after taking an action and receiving the observa-
duced intrinsic dimensions, we propose to cluster belief statetion »z can be computed as

based on their spatial (in the belief space) and temporal dif-
ferences. The resulting belief state clusters can then induce g

much more compressed POMDP than using VDC directly. i+1(s) = Plsjlz,a.b)

The rest of the paper is organized as follows. Section 2 _ P(z|sj,a,b;)P(s;]a,b;)
reviews the mathematical frameworks of MDP and POMDP. P(zla,b)
Section 3 analyze some related works inspiring our current P , P(s:ls: a.b)P(s:la.b
work. Section 4 proposes the VDC method in Belief space = (2]85,@) 2s,es Plsilsi, a, b)) Plsila, b)
and corresponding deduction. Section 5 describes the pro- P(za,br)
posed method combining with Perseus. Section 6 provides P(z]sj,a) Y, cs P(sjlsi, a)bi(si)
the intuition and techniques of clustering belief states. Policy = P(z|a, by)
computation and application are reported in Section 7 with o ’T b
possible extensions included in Section 8. Section 8 con- _ O055,3,2) 35,65 T(si, 0, 55)bi(s1) 3)
cludes the paper. P(z|a,by)
2 Partially observable Markov decision P(z|a,by) = Z O(s;,a,z) Z T(si,a,5,)bi(si)  (4)

process s, €8 5:€8

An MDP model is characterized by a finite set of stafe®@  The reward function can then be computed as
finite set of actions4, a set of corresponding state transition p(b;,a) = >, _sbj(si)R(si,a).  Also, the tran-

probabilitiesT : S x A — II(S), and a reward function sition function over the belief states becomes
R:Sx A — R. ItisaMarkov process as the state transitionr(b;, a, b;) = P(bj|b;,a) = .coP(b;|b;, a, ) P(z|b;, a) =
probabilitiesT'(s;, a, s;) = P(s;|s;,a) depend only on the X0, —spb, q,-)P(2]bi,a), whereb; = SE(b;,a,z) is
current state but not the history of predecessor states. Solvirgefined using Eq.(10) and (4). Naturally we can get the value
an MDP problem means finding an optimal poliey S — A iteration step Eq.(5) and Eq.(6) analogous to the counterparts
which maps each state to an action so as to achieve the besftMDP, given as

long-term reward, mostly characterized by a value function

V : 8 — R which computes the expected total reward over V(b)) = maza[p(bi,a) +v Y _ 7(bi,a,b;)V(b;)]  (5)
time. The optimal policy can be obtained via iterations using b

Eq.(1) and (2).

V(si) = maxy[R(s;,a) + ZT(S“ a,s;)V(s;)] (1)

Sj

7*(b;) = argmaxy[p(b;,a) + ’yZT(bi, a,b;)V(b;)]. (6)
b;

The value iteration on the belief states is not as straightfor-
. ward as that of MDP for the number of the belief states is infi-
©*(si) = argmaz,[R(si;a)+7 Y T(si,a,5:)V(s;)] ()  nite. Fortunately, the value function over the belief space has
sj been proven piecewise linear and cony&k This changes

One of the most important assumptions in MDP is that thdhe problem into computing the finite intersections of the

state of the environment is fully observable. This, however’2ue hyperplanes. However, the problem is still intractable

is unfit to a lot of real-world problems. Partially obsery- Where the number of states is large.

able Markov decision process (POMDP) generalizes MDP in . . .

which the decision process is based on incomplete informa3 Compression Driven POMDP Solving

tion observed about the state. A POMDP model is essentiallfhere exist some approximation methods which engender the
equivalent to that of MDP with the addition of a finite set of factored POMDP via reducing the problem’s dimension us-
observationsz and a set of corresponding observation proba+ing some techniques such as state aggregation, projection to
bilites O : S x A — II(Z), whereO(s;,a, z) = P(z|sj,a)  tackle the large-scale POMDP problems with numerous real
is the probability of getting observatiargiven that the agent  states or continuous states. In the literature, both linear pro-
took actiona and landed in state;. Solving a POMDP jection and nonlinear projection have been used in the be-
problem typically makes use of the belief state concept. Aief space compression. Generally speaking, the nonlinear
belief state is defined as a probability mass function of theprojection is much more suitable to dig out the structures of
current state, given as = (b(s1),b(sz2),...b(s|s|)), where  high-dimensional data set than the traditional linear projec-
s; € S,b(s;) > 0, >, csb(s;) =1. Thus, a standard tion, however the induced value functions PWLC properties
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loss makes the nonlinearly factored POMDP’s optimal policy I
computation more challenging. Some detailed analysis abou
recently proposed compression driven methods via linear pr bt >
jection and nonlinear projection which inspire our work are
discussed as follow.

Belief compression is a recently proposed paradigj,
which reduces the sparse high-dimensional belief space to a
low-dimensional one via projection. The principle behind is
to explore the redundancy in computing the optimal policy for b
the entire belief space which is typically sparse. Using a sam\_ "t
ple of belief states computed based on observations of a spe-
cific problem, data analysis techniques like exponential prin-
cipal component analysis (EPCA) can be adopted for char-
acterizing the originally high-dimensional belief state space
using a compact set of belief state bases. This paradigm has
been found to be effective in making some POMDP prob+jgn.
lems tractable. However, the transformation between high-
dimensiqnal space and Iow—dimensipnal space is a non-lineq[ Value Directed Compression Over Sampled
one, which makes the value function of the projected be- )
lief states no longer piecewise linear. The consequence is Belief States
that many existing algorithms taking the advantage of thedn this section, we propose a VDC method in sampled be-
piecewise-linear value function become not applicable todief states. The intuition is that we want to keep the PWLC
gether with belief compression. As suggestedliél, those  property to make compressed POMDP fit to any our favorite
sampled belief states in the projected space can be used as #lgorithms as well as to achieve the low-dimensional repre-
states of a correspondingly formed MDP. One can then comsentation as compact as possible which benefit from the be-
pute the policy for the associated MDP. However the highlief space sparsity analysis. Instead of using mglov it-
performance policy achieving is quite sensitive to the intrin-eration to compress the problem, we execute the divergence
sic property of problems, which is the bottleneck for the op-based nonnegative matrix factorization (NN#)on the sam-
timal or near optimal policy computing though the nonlinearpled belief set to get the reduced dimension belief space and
projection could achieve much better low-dimensional reprededuct the corresponding functions in this space. Recalling
sentation. Tending to decompose the original problem withthe NMF method) ~ W H, each column vector of the non-
belief clustering is another direction to speed up the problenmegative matrix V can be explained as the weighted sum of
solving, which use a more accurate and much lower intrinthe vectors in nonnegative matrix W, here the matrix H is the
sic dimension representati¢h7] than non-clustering case to weight matrix. To compare with some standard dimension
compensate the value loss of associated MDP. reduction techniques like PCA, NMF can guarantee all the

The value directed compression (VDC) algorithi®] is  elements of reduced and reconstructed belief state to be pos-
a linear compression algorithm which uses Kglov itera- itive, which is important as each belief state is a probability
tion to explore the POMDP problem’s structure achieving thedistribution by itself.
lossless value directed reduced POMDP and corresponding Let S denote the set of true stat@gdenote the belief state
parameters such as compressed reward function and transpace of dimensiofS|, b € B denote the belief state where
tion functions. The linearly reduced POMDP can be hanits jt» element;(j) > 0 andz\_ﬁ\o b;(j) = 1, B denote a
dled by any existing favorite algorithms, which speeds up the . . = .
policy solving as well as enhances the policy performance’? S| matrix defined ag b|...|b,]” wheren is the number
However theKrylov iteration could not guarantee the com- of belief states in the training Sa”.‘p'e- .
pression efficiency, that is to say, for some POMDP problems, 1€ can apply NMF and obtain|&| x I transformation
the computed “reduced” POMDP has the same size with th&atrix I which factorsB into the matrices” and B such
original problem after thérylov iteration. Therefore, the that ~
truncatecKrylov iteration and alternating optimization are in- B~ BF (7)

troduced by[12] to acquire a forcibly compressed POMDP. |, v .c oach row of equalsh ~ b" = bF and the dimension

These approximations focus on minimizing the errors be- | ~ . . o . . .
tween high dimensional functions and low dimensional one$! B IS 7 x [. As the main objective of" is for dimension
instead of dealing with the sparsity of belief space. The comfeduction, itis typical that << [S]. The deductive functions
pression quality is still limited. Because VDC is a kind of in low dimensional space is given as below

compression over the whole belief space kiglov space

analysis on the reward function and transition functions, the V) = Z b(s;) - R(s;,0) (8)
clustering driven decomposition can not be used directly to -

combine with it like the belief compression case mentioned _ b]%’(' a)
before, even we have the same conjecture that the clustered - K

beliefs owns the much lower intrinsic dimension representa- = EFR(:, a)

Y

Figure 1: Transformations between beliefs
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V(b) = DbR(:a) (9) to identify for temporally close belief states. The temporal
E — FR (10) ir}formation is_ considered since in some real problems_ espe-
cially the navigation problems, agent would be wandering in

The deduction of low dimensional reward function is due tosome regions (over the real states) in most cases, meanwhile
the fact that we keep the expected value unchanged over ttige belief states occur mass in these regions. Due to the cod-
two spaces during the transformation. The deduction of théng of states, the physically near states might be far away in
low dimensional transition function is based on the supposithe relative positions of belief states representation. For ex-
tion that the two path (red path and blue path see Figure 13mple, a highly assured navigating agent (the current belief

would reach the same belief. states occurs one mode) evolve its belief states after taking an
o . action (e.g. move forward, turn right), now the agent must lo-
by = SE(ba,2) (11)  cateinthe real state near the last step state, however, the mode
_ aé<a,z>5’f of the updated belief may switch to an area far away from the
- former mode under the given specific coding. Under this situ-
th+1 = FTth+1 (12)  ation, one can not guarantee to use spatial criterion to cluster
= SE(bs,a,z) these two beliefs together withqut the h_elp of temporal in-
= aG<®=>pT formation. Among all the clustering algorithms, theneans

algorithm[9] is here chosen just for the simplicity reason. It
aG<avZ>FTET bases on a function defined for measuring the distance be-

T~~<a,z>7T <a,z> pT3T tween the cluster means and each data item. Data found to be
Frac - b= al Fo; (13) closest to one of the cluster means will contribute to the up-
G<%*> = pinv(FT)G<**>FT  (14) date of that mean in the next iteration. The whole process will

repeat until it converges. For clustering belief states with the
5 Point Based Value Iteration dimension-reduction objective, we define a minimum spatio-

. . . temporal distance function between two belief states, given
As mentioned before, the linear reduction preserves th

PWLC properties so that the reduced POMDP is suitable for
any existing POMDP solving algorithm. Here, we choose

Perseus an efficiently randomized point-based approximatgist(b;,b;) = Min(distspatial(bi,b;), distiemporal(bi,bj))
value iteration algorithni15] to solve the reduced POMDP i
combining with the VDC in Belief Space. The combination = Min(||b; — bj], || H (15)

is straightforward because of the complete low dimensional A
function achievement. Note that our belief set is sampled folwhere X is a window’s threshold parameter for controlling
lowing some specific policy induced trajectory. Meanwhile, which kind of distance will dominate the clustering.
Perseus is also a trajectory-based approach. Therefore, weAs each belief state is a probability distribution, Kullback-
suggest to take the sampled beliefs as the backup belief set ireibler (KL) divergence could be used for evaluating the dis-
Perseus to execute the point-based value iteration. Intuitivelysrepancy between the original belief states and the recon-
it will make the belief space analysis (see Section 6) consisstructed belief states, as given in Eq.(16).
tent with the backup beliefs which effect the value iteration.

Y KL(b5)

6 Clustering Belief States for Belief Space KL(B) n (16)
Decomposition 5 .

6.1 Dimension Reduction Oriented Clustering KLG6) = bi(j)In <ll;i(]')> ‘ 17)

For the compression driven POMDP solving method, the pol- j=1 46

icy'’s performance depends on the efficiency of belief com- Ny the belief state sample be partitioned ifteclusters

pression greatly. To further exploit the dimension reduction Ch,Cs, ...,Cp} and the weight matrix of the'® clusterC,
paradigm, we propose to decompose the belief space by al 'béFpi ’ P

lyzing the manifold of a set of sampled belief states for clus-

tering. We anticipate that in those cases, there should exis/t Policy C . d Applicati

some clusterings which could result in more substantial di- olicy Computation an pplication

mension reduction per cluster when compared with that of th@low, the policy computation will operate independently on

overall belief states. This idea can be intuitively interpretedeach the clustered belief sef€’;, Cs, ..., Cp} and get the

as exploitation of the the statistical properties of belief state.corresponding functions, then the policies on each low di-

. . o mensionalC), are achieved by Perseus. Note that Perseus

6.2 A Mln_lmum Spatlo—'_l'emporal Criterion computes thpez vectors (optimal value function) over the be-
Function for Clustering lief space, so for the un-partitioned compressed POMDP’s

In this paper, we propose to cluster the belief states based @olicy application, the current belief should be compressed

both their euclidean distance as well as their temporal difdirectly with its compression matrik’ then be sent to those

ference, with the conjecture that regularities should be easier vectors for the best action selection. In our partitioned
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case, one can use KNN method to determine the new higheesentation than the traditional linear compress$Rln how-

dimensional belief's belonged cluster, or vote the best onever the more persuasive and powerful solving methods on

for the all actions computed from the all clusters. the non-linear reduced structure are still lacking. Exploring
the more accurately nonlinear solving is a hopefully achiev-

8 Discussion and Future Works able direction.

This paper mainly demonstrates the possibility of clusterin .
the belief states in a spatio-temporal manner to achieve fur= Conclusion
ther belief state compression and good policy performanceThis paper extends the recently proposed value directed com-
We are currently working on several extensions of this workpression by applying it on the sparse belief space to achieve
as depicted as follows. much more efficient and effective reduction on the origi-

. nal problem and introduce a minimum spatio-temporal be-
8.1 Online POMDP lief state clustering to address large-scale POMDP prob-
What being described so far assumes that the whole model é&gms. Future research directions include further enhancement
the decision process is known. That is, we have the perfeaf accurately nonlinear compressed POMDP solving, online

knowledge about the reward function, transition function and®OMDP solving and optimal Spatio-Temporal Clustering.

observation function. Solving the corresponding POMDP

problems is an off-line process. It is also interested to seReferences

how the multi-agent approach can be extend to support or\[-l]
line learning (e.g., Q-learnind.6]) for POMDP under partial
observation scenarios.

(2]

8.2 The Multi-Agent Consideration

As the decomposition based on the proposed belief cluster-
ing may not result in a set of sub-POMDP problems which
are equivalent to the original POMDP problems, interaction
between those agents for achieving the overall optimal policy
is an important research issue. Nash equilibrium is an impor-
tant concept commonly used in multi-agent learniBhfor
solving decentralized MDIP2] and POMDP problemElL1]. (4
Our research agenda also includes how to apply this paradigyg
to the our decomposition scheme. One possibility is that ev-
ery agent would conjecture other agents’ behaviors and give
the best response to other agents from its local view. A Nas
equilibrium usually would not deduce the optimal policy, but

a not-too-bad sub-optimal solution could still be guaranteed
in most of the cases.

What being described so far assumes that the whole modgt]
of the decision process is known. That is, we have the per-
fect knowledge about the reward function, the state transi-
tion function and the observation function. Solving the corre-8
sponding POMDP problems is an off-line process. It is also
interested to see how the proposed method can be extendgy]
to support online learning (e.g., Q-learniif]) of POMDP
under the partial observation scenario. (1
8.3 Towards Optimal Spatio-Temporal Clustering

While the criterion function used in this paper has shown tq11]
be effective empirically, it is by no means an optimal choice.
In addition, we still lack automatic mechanisms (other thaﬁ 3
exhaustive search) for setting the parameters to govern t &
clustering. We believe that this is an immediate and important
research direction to be pursued in the future.

(13
8.4 Towards accurately Nonlinear compressed

POMDP Solving

The non-linear compression for POMDP is another branch4]
for POMDP solving. For some problems, non-linear com-
pression achieves more accurate and lower dimensions rep-
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Privacy M easure and Active Learning

Xiaofeng Zhang

Abstract

Privacy Preserving Data Mining attracts more and more
research efforts. In a distributed environment, how to pro-
tect local data information whereasto carry on global data
analysis becomes the topic of this paper. Based on the pre-
vious learning-from-abstraction paradigm, the paper first
abstractizesdistributed local data sourcesas Gaussian mix-
ture models and then aggregated the abstractionsfor global
analysis. Then, we investigated the use of the normalized
negativelog likelihood to quantify the degree of privacy pro-
tection and proved that the privacy of the local data can still
be maintained after going through the abstraction and the
aggregation. Furthermore, a greedy-based active search
method is given to improve global analysis results. Experi-
ments are evaluated on a synthetic data set of 2000 items
evenly distributed on 3 local sources. Results observed
show that the proposed privacy measure can protect data
privacy in a distributed environment and the active learn-
ing way is an effective one.

Keywords: distributed data mining, privacy measure, ac-
tive learning

1. Introduction

With the proliferation of the Web, Grid and other latest
ubiquitous computing platforms, user data are more widely
distributed and accessible. This poses a new opportunity
and at the same time a great challenge for the deployment
of knowledge discovery and data mining (KDD) techniques.
One possible methodology is to pool together the data from
the distributed sources, and then apply the existing KDD
techniques. However, the ever-increasing volume of the
daily-generated data and the privacy concern in many ap-
plication domains, like business and healthcare, sometimes
make direct data sharing for global analysis infeasible.

1.1 Privacy-Preserved Data Mining
Recently, KDD with privacy preserving capability has

been an area gaining a lot of researchers’ attention. For ex-
ample, secure multiparty computation [9] was proposed for

situations where the number of distributed sources is rela-
tively small (due to its high computational requirement) and
the global analysis to be supported can be derived from a
given set of secure “primitives”. Random perturbation [4] is
the another approach needed for situations where accessing
the original form of the data attributes is mandatory. Also,
the generalization approach [6] is ideal for situations where
accessing individual data attributes is not needed, but only
some global statistical characteristics are the expected out-
comes instead. This paper focuses on research issues which
are under the category of the generalization approach for
privacy preserving KDD.

1.2 Distributed Model-based Data Mining

A common methodology for distributed KDD is to first
apply KDD techniques locally and then combine the local
results for global analysis. Among the large variety of KDD
approaches, we here focus on distributed KDD techniques
that are of model-based type. In the literature, examples
of distributed model-based data mining (DMDM) include
the use of meta-learning for distributed decision tree classi-
fiers [8], combining Bayesian networks, each as an orthog-
onal basis for modelling an exclusive sub-set of the data
attributes (i.e., the data are vertically partitioned) [5, 2], etc.

Recently, the use of the generalization approach to dis-
tributed KDD has been proposed [7] where probabilistic ab-
stractions of local data are aggregated and then resampled
S0 as to support the subsequent global model-based cluster-
ing or classification. The resampling step involved, how-
ever, could be computationally expensive. In our previous
work [10], a novel learning-from-abstraction paradigm was
first proposed, which does not require data resampling. In-
stead, a hierarchy of Gaussian mixture models with differ-
ent numbers of components at each level of the hierarchy
was computed locally based on some hierarchical cluster-
ing algorithms. Then, local GMM parameters at an agreed
level of details were sent to a global server for model-based
clustering directly from the local GMM parameters. In [11],
this learning-from-abstraction paradigm was shown to be
also applicable to high dimensional data manifold unfold-
ing. In principle, the global model can be of any generative
model type.
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1.3 Paper Contribution and Organization

This paper builds on top of the previous work on
learning-from-abstraction DMDM with an in-depth study
of the use of a normalized log likelihood for measuring the
degree of privacy protection brought by the probabilistic lo-
cal data abstraction. In particular, the theoretical properties
of the privacy measure change 1) when one traverses along
the local data abstraction hierarchy, and more importantly,
2) when the local data abstractions leave the local sources
and are aggregated at the global server. We managed to
show that the privacy protection capability will at least re-
main unchanged after the abstractions are aggregated. In
addition, with the quantification of privacy measure an em-
pirically active learning mechanism can be proposed to im-
prove the global model performance in a sufficient way.
We performed detailed performance evaluation of the global
models with fixed different local privacy levels and with dy-
namically changed local privacy levels according to active
request of global server.

The remaining of this paper is organized as follow.
Section 2 provides an overview of the learning-from-
abstraction paradigm for DMDM. Section 3 describes a par-
ticular privacy measure adopted as well as its theoretical
properties when applied in the DMDM setting. Empirical
study of the active learning of global model is showed in
Section 4. Experimental results can be found in Section 5
and Section 6 concludes the paper.

2. Learning-from-abstraction - An Overview

Assume that there are totally L local sources. Let t; €
D, denote a data item of dimension d at the I** local source,
O, denote the set of parameters of the local Gaussian mix-
ture model (GMM) with K; components for abstracting the
1" source. The corresponding probability density function
can be written as,

plocal t |6l Za]lp] t |9l] (1)

where Zﬁl aj = 1,and

(ti — ) TS5 (8 — py)
5 }

@)

p;j(til6y;) = exp{—

1
(2m[2;])4/2
with p; and X; being the mean and covariance matrix.

For the purpose of providing efficient way for global
analysis, at each local source, Agglomerative hierarchical
clustering algorithm (AGH) is applied to build up a hierar-
chical clustering tree. The basic idea of AGH is to start with
one data item as one cluster first. Then, the Euclidean dis-
tances between the clusters are computed. The nearest pair

of clusters are then merged together to form a new clus-
ter and the between-cluster distances have to be updated.
This merging process repeats until one single cluster is left.
Given the hierarchical clustering, clusters at each level can
be treated as the GMM components. Then the local GMM
parameter estimates ©,; can be aggregated to form an ag-
gregated GMM at the global server. In the following, [ is
abused and used to be the reindexing of the aggregated lo-
cal GMMs components, and Eq.(1) also represent the ag-
gregated version of the local GMMs.

The global model, in principle, can be any type of gener-
ative model. For instance, GMM can be used as the global
model for clustering application [10] and generative topo-
graphic mapping (GTM) [1] can be used instead for high-
dimension data manifold unfolding [11]. In this paper, de-
tails with GMM being the global model are repeated to
make it self-contained. Given what one needs to perform
at the global server is model-based clustering using a global
GMM with M components, the probability density function
can be written as,

pglobal t |®

Z epr(tilk)-

The global GMM’s parameters are to be learnt using a
modified EM algorithm. Instead of considering the poste-
rior probability that one local data item is generated by a
global GMM component as in the E-Step of the conven-
tional EM algorithm, we consider the posterior probability
that one local GMM component is generated by a global
GMM component instead, given as

p(pi|pr) ok

Ry, =plpklp) = <57————
SV p(pilpr) ok

where p; and p; correspond to the global and local compo-
nents respectively.

To estimate p(p;|px) for computing Ry, the Kullback
Leibner Divergence [3] can be used, resulting in

a exp{ —CD(pgiobal (0% )||Procar (t101)) }
Sol g exp{—CD(Pgiobar (t10k)|Procar (£161)) }

where D(P||Q) denotes the distance between two proba-
bilistic models P and Q. If P and Q are identical, then
D(P||Q) = 0. D(pgiobai (t|0k)||Procai (t]6:)) can be derived
as

Ry, =

@)

wr1 _ _
In |'Zl'| b (trace (S5 + (- ) S (- )~
k
The new M-step can then be given as
L
e B @)
e = I3
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where u; and X; are the local component’s mean and co-
variance matrix, and pj are 3 are those for the global one.
The E-step and M-step iterate alternatively until the pa-
rameter estimates converge.

Dendrogram

Figure 1. A hierarchy of data abstractions, where a
higher level of abstraction is acquired by merging two
nearest data sub-groups at the next level and of finer
data details.

3. Privacy Control on Local Data Abstraction
- A Theoretical Study

In the literature, it is common to discuss privacy in some
microscopic sense, say, for instance, whether a particular
data record is made known to be public or not (e.g., k-
anonymity, [-diversity). For our abstraction-based privacy
protection, it makes more sense to understand privacy con-
trol in some macroscopic sense which is here referred to as
the mechanism for controlling the data details, e.g., in the
form of data statistics, to be released. In this section, the
emphasis is on macroscopic data privacy controls for appli-
cation to the hierarchical GMM local data abstraction.

To effectively enforce abstraction-based data privacy
policy at the local data sources, a privacy measure that can
be objectively interpreted is essential.

Definition 1 (privacy measure)

For a given data set L := {t;}, the degree of privacy pro-
tection Q 1, brought by Py, (t;|©M1) asits abstractionis de-
fined as the normalized negative log likelihood value, given
as

IZ]
Qu=- ﬁ > log Pr(t:|©MF) )

where ©M L jsthe corresponding maximum likelihood (ML)
parameter estimates given P, and L.

A similar privacy measure has been proposed in [7].
Note that it is a normalized one. That is, its value remains
the same for data sets of different sizes but following the
same distribution. As it is the negative log likelihood, its
value will be lower if the probability that the data are gen-
erated by Py, (¢;|©) is high. One can interpret the proposed
measure as how likely a particular data item (which could
be a personal record) can be revealed by presenting the pdf
as the data abstraction. So, the lower the privacy measure,
the more likely some particular data items can be deduced
on average.

As our proposed local data abstraction is a hierarchy of
Gaussian mixture models, GMMs with more mixing com-
ponents should correspond to the cases with more details
about the data being revealed and a correct privacy measure
should be able to associate them with some lower values of
privacy measures. In the following, we first derive some es-
sential properties of the proposed privacy measure on data
sets with multivariate Gaussian and then GMM as the ab-
stractions. We then show that the derived properties can
help explain how the local data abstraction will behave at
different data privacy levels.

Y Y

Figure 2. The privacy measures of two different data
sets but identical GMM parameter estimates © M,

Lemma 1 (Gaussian-based privacy measure)

Let . be a data set of dimension d and assume that it is ab-
stractized by a multivariate Gaussian with the ML parame-
ter estimates © £, containing the mean ;. and the covari-
ance matrix X. The privacy measure @ 1, can be formulated

1
Qr = log (2m) 2|5 V* + 2. 8)
Proof.
1 |L]|
= —— N log P (t:|0ME
Qr |L| zz: 0g L( z| )
|L]|

1 exp—5(ti = p)"S " (ti — p)
BTD Sk e T
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Figure 3. The privacy measures is higher when the
data set is more dispersed.

1
= log (2m)¥?|5|¥? +

This completes the proof.

Corollary 1 Data sets abstracted by multivariate Guas-
sianswith identical ML parameter estimate will have equal
privacy measures.

Proof. As the privacy measure @ 1, is independent of the
data set {¢;} but only the ML parameter estimates, it is
straight-forward to prove that this corollary is true.

Corollary 1 states that the privacy measure of a data set
abstracted by a multivariate Gaussian depends only on the
data sets’ statistics (the mean and covariance matrix), but
not directly on the exact data items. This can be interpreted
as a formal way to state that the privacy measure is a macro-
scopic one.

Corollary 2 The privacy measure of a data set L with

multivariate Gaussian as its abstraction is higher (lower)
when the data set is more (less) dispersed.
Proof. As shown in Lemma 1, the privacy measure ), is
directly proportional to the log of the covariance matrix's
determinant (except for a constant 1,/2). Asthe log function
ismonotonicincreasing, itisobviousto seethat @ ; will in-
crease (decrease) when the data sets' covariance matrix de-
terminant increases (decreases), which in turn implies that
the data set is more (less) dispersed. This completes the
proof.

Corollary 2 formally states our common intuition that a
sharper Gaussian would reveal more information of its rep-
resenting data items than a flatter one. In other words, it
means that there is a higher chance to make a right guess
for the existence of a particular data item if the data set can
be modelled by a sharper Gaussian.

Lemma 2 (GMM-based privacy measure)

Let L be a data set of dimension d and assume that it is
modelled as a Gaussian mixture model of K components
with the ML parameter estimates ©M% = {0ML} where
OML correspondsto the ML parameters for the k' Gaus-
sian component. The lower bound and upper bound of the
privacy measures ) 1, can be formulated as

K K
> Qi <Qu <) k(-
k Kk

loga +Qr) (9

where K isthe number of componentsin the GMM.

Proof.
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K
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k k

where @, is privacy measure of the k%" component. This
compl etes the proof.

In particular, when the GMM components are equally
weighted with identical covariance matrices, it becomes
Qr < Qr < Qr + log K. Lemma 2 states that different
data sets which can be abstracted by GMMs of the same
ML parameters possess the same lower and upper bounds
for its privacy measure, and those bounds are independent
of the exact sampling of the data. In other words, this im-
plies that it is reliable to use the @ to evaluate privacy
measure which can be estimated simply based on the ab-
straction. This is important as the privacy measure of the
hierarchical local data abstraction is based on GMM.

Lemma 3 (Lower bound of aggregated privacy) If

L is randomly partitioned into n local data sets
{41, As,..., Ay} in such a way that they all share the
same ML GMM abstraction ©/%, the privacy measure of
the corresponding abstraction aggregation will reach its
lower bound and equal to that of the local abstraction.

Proof. 1. When n = 1, the original data set is not parti-
tioned, the conclusion follows immediately.

2Whenn > 1, the privacy measure of L based on the ag-
gregated GMM abstraction, denoted as ) 1, is given as.

t |@]\1L)
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(a) Two homogeneous local data abstractions be-
fore aggregation.

(b) The global GMM ab-
straction after aggregation.

Figure 4. A pictorial illustration of Lemma 3.

(@) The ML GMM esti- (b) The ML GMM esti-
mates for local source 1. mates for local source 2.

(c) The global GMM data abstraction after ag-
gregation.

Figure 5. The pictorial illustration of Lemma 4.

1
2 g 2. D los Pa (6]O)

The above step holds as the probability density value of a
mixture model can only at best be the same as that of its
mixing components. The equality holds only when all the
local abstractions as mixing components of the aggregated
oneare identical, where

|L|
I Zl

|L|
1 ,
— __|L| E log PA(ti|@%L)

n |4l

- - Zzlogm (1]OM) =

This completes the proof.

Lemma 3 formally states that the privacy measure based
on the aggregated GMM local data abstraction is at least the
same as that of the homogeneous sources.

Lemma 4 (Upper bound of aggregated privacy)
If L is randomly partitioned into {A4, Ao, ..., A, }, each

modelled by their own ML GMM abstractions {@ML} the
privacy measure after the abstraction aggregation wi ill have
a upper bound of equal to:

14;1Q4,)  (10)

1 n |A|
Qu =~ 314, 105 1AL
77 24l ee g

Proof. Wth the assumption that the GMM abstractions of
{A1, Ao, ..., A,,} are different, the privacy measure of L
based on the aggregated GMM abstraction, @, is given
as.

L
Qo = |L||z|: Z||LJ||PA (t1©%")
n |Aj]
: |L|Zzlg|u 4, (6105
n Wl
- ILIZ Zlog 7 +ZlogPAj(ti|@%L))

|A| ﬂ 1451
Z|L| 8L T L] @A)

where the equality holds when the local GMM abstractions
areinfinitely far fromeach others. This completesthe proof.
If all the local GMM abstractions are identical, it is interest-
ing to see that @, will become logn + Q4. As n increase
(i.e., the data are more distributed), the privacy measure af-
ter the abstraction aggregation will increase.

To summarize, the above lemmas show that the degree
of privacy protection which has been agreed and evaluated
at the local source by the data owner will not decrease. This
kind of guarantee is important as one will lose control of the
data abstractions after it is being shared.

4. Active learning of Global Model - A Empir-
ical Study

With the privacy measure defined before, each local
source can be seen to possess same privacy level if the same
privacy measure value is given. If local privacy require-
ments of local sources are predefined, the local abstractions
can easily be selected out from the local hierarchy trees
for global analysis. Generally, it is high possible that this
way of selecting local abstractions can result in bad per-
formance of global model due to the reason that each local
source try to maximally protect its privacy. When the global
model learned is not accurate enough for global data analy-
sis, there should exist a way to allow it call for more detailed
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data levels from local sources to improve the global model
accuracy. Which local sources should provide more accu-
rate local data abstractions whereas keeping the minimum
overall privacy loss at the same time becomes a research is-
sue. This issue can be interpreted as how a global model
can largely improve its performance by purposely select-
ing the least local abstractions increment from some certain
sources. The problem differentiate it from the previous lo-
cal abstractions selection problem by its prominent feature
of dynamical property. To solve this problem, we empiri-
cally designed some search methods in a greedy way.

In each step of the basic greedy search (BGS) search,
BGS always lower the privacy measure value for the source
with the current highest privacy level. The threshold ¢ de-
note the value privacy measure changed and is empirically
set. The modified greedy search (MGS) firstly computes
the likelihood changed of all global models virtually sup-
posing only one local source changes its privacy level each
time. The local source with the maximum likelihood change
of global model is selected as real candidate to take action
to lower its privacy requirement. The two methods imme-
diately stop searching when the global model accuracy is
satisfying or a pre-defined iteration of searching is reached.

5. Experiments

The purpose of the experiments is to evaluate the perfor-
mance of the global model with fixed local privacy levels
and with actively selected local privacy levels. The origi-
nal data set consist of 2000 2-D data points generated by a
GMM with 5components. To simplify the problem, 3 lo-
cal sources were assumed and each with equal size of data
items which was randomly assigned. At local sites, hierar-
chy trees of GMMs were first built with each level associ-
ated with a privacy measure value. The abstractions then
will be chosen based on this value. Global models learned
with different local privacy measures were to be compared
with the true data model.

5.1 Clustering Performance vs. Privacy Preser-
vation

Experiments were first performed with different local
privacy requirements predefined. Then, we compared the
global GMM model learned based on local data abstractions
and the true GMM model used to generate the local data sets
by computing their KL divergence. The results obtained, as
shown in Figure , were found to be consistent to our under-
standing that higher privacy should lead to less detailed in-
formation, and thus not that good clustering results. Figure
shows the corresponding clustering results which are again
consistent to what we expected, showing that the privacy
measure adopted is an effective one.

8 10

(d) Qr =28

() QL =30

Figure 6. Comparison between the true GMM (dot-
ted lines) and the GMM learned under different pri-
vacy requirements.

KL Divergence

Figure 7. KL-divergence computed between global
model acquired based on local abstractions and the
true model under different privacy requirements.

5.2 Active Way to Improve Clustering Perfor-
mance

Experiments were carried on with a set of local abstrac-
tions of higher privacy. Correspondingly, the accuracy of
global model learned based on this set of abstractions could
be poor compared with true model. A simplified version
of greedy search was used here instead of SGS and MGS
which first select the local source having the highest pri-
vacy measure value as candidate. Then the next data level
with lower privacy measure in its hierarchy tree was chosen
to form a new local abstractions set with original abstrac-
tions from other sources. A new global model was learned
based on this changed abstractions set. At each step, only
one source changes its abstractions. The clustering results
of step 1, 6, 9 and 18 are showed in Figure 8. At step
1 shown in Figure 8(a), 3 clusters of global model over-
lapped together with its local components in each source
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were {6,4,5}. Figure 8(b)-(d) showed the global model
performance gracefully improved by increasing its local ab-
stractions setting to {10,4,6}, {11,4,8} and {16,4,12}.
Source 2 was seldom selected because the original data set
was horizontally partitioned and thus source 2 is under the
same distribution with source 1 and 3. Therefore, the effect
on global model by changing source 2 could be smaller than
that of source 1 and source 3. The empirical results shows
it to be an effective active learning way.
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Figure 8. The GMM learned by actively selecting
lower privacy levels.

6. Conclusion

In this paper, we mainly proposed the way to define pri-
vacy measure for distributed privacy preserving data mining
and discussed the important properties introduced by this
measure in depth. AGH was adopted to build up a hierarchy
of GMMs as local abstractions for each source. The nor-
malized negative log likelihood value was computed as the
privacy measure. Given a particular privacy measure value,
a set of local abstractions can be selected out from the local
sources and aggregated for global model learning. Grace-
fully degrading global clustering results were obtained as
the local privacy measure increases. An empirical way is
given to actively improve the global model performance.
Theoretical study of the active learning needs our future ef-
forts.
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A New Approach to Mobile Location Estimation
within a Radio Cellular Network

Junyang Zhou

Abstract— Mobile location estimation or mobile positioning is a radio cellular network for location services has become a
becoming an important service for a mobile phone network. Itis popular research topic.
well-known that GPS can provide accurate location estimation. Other proposed location estimation methods including
But it is also a known fact that GPS does not perform well _. . . - .
in urban areas like downtown New York and cities like Hong Time-Of-Arrival (TOA),_Tlme Dlﬁerence Of Arrival (TDOA),
Kong. Then many mobile location estimation approaches based Enhanced Observed Time Difference (E-OTD) and Angle-Of-
on radio cellular networks have been proposed to compensate Arrival (AOA) have been proposed for applications [4]. These
the problem of the lost of GPS signals in providing location positioning technologies are based on timing information or
services to mobile users in metropolitan areas. Among different angular information. Time based methods, such as, TOA,

kinds of mobile location estimation technologies, only the class . .
of signal strength based algorithm which estimates the location TDOA and E-OTD, calculate the distance between the Mobile

of mobile stations by signal strength can be applied to different Station (MS) and the Base Station (BS) by measuring the prop-
kinds of cellular networks, and therefore, is more general. In this agation time of the signal and multiply it by the speed of light.

paper, we have designed a directional propagation model — the By using trilateration, the position of the MS can be estimated.
Modified Directional Propagation Model (MDPM), which makes 1 the other hand, angular approaches, like AOA, measure

use of a common signal propagation model to perform location .
estimation service, and we present a new iterative approach the angle between the MS and the BS and then estimate the

not the EM algorithm, to provide an estimation of the model "location of the MS by using triangulation. Although these
parameter. And we also present a formula of the uniform signal positioning technologies are simple, these approaches are only
propagation model, which includes all the signal propagation applicable to CDMA system since it can provide the timing or
models we mentioned in this paper. Then we use a Bayes methoda g5y information. These approaches are either not available
to provide the estimation of the MS location based on our . . . .
statistical model. We have tested MDPM with real data taken '™ other radio cellular network like GSM network or required
in Hong Kong and it is proven that MDPM outperforms other ~ additional hardware and hence increase the implementation
existing location estimation algorithms among different kinds of cost. However, quite a number of countries have adopted
terrains. GSM network instead of CDMA network. And GSM network
can only provide the loss of signal strength due to signal
attenuation [5]. Since the loss of signal strength is the common
attribute of all radio cellular networks, thus location estimation
Recently, mobile location estimation is receiving considealgorithms proposed here are applicable to all radio cellular
able attention in the field of wireless communications due t@etworks for ubiquitous/pervasive computing.
its great potential in different kinds of applications such as Many signal strength-based positioning algorithms have
logistics, tourism and entertainment. Many positioning tecteeen proposed over the past few years [6]-[18]. There are two
nologies have been developed. The Global Positioning Systemjor threads about the location-aware positioning algorithms.
(GPS) is one of the location systems that is mature enou@me is the geometric algorithm based on the received signal
and commercially available [1], [2]. Although GPS is widelystrength (RSS). Our research group has proposed several
used for location estimation, it may not provide accuratecation estimation approaches based on the RSS [14]-[17],
result in metropolitan area, like Kong Kong. This is becaug&9], these methods focus on the model about the received
satellite signals are often reflected, deflected or blocked bignal strength and the distance between the BS and the MS,
high buildings and thus causing inaccurate estimations thien provide an estimation of the MS location based on the
no estimation at all. On the other hand, it is also in theggometric method. The Center of Gravity (CG) algorithm
populated areas that the radio cellular network is providing a weighted mean of the locations of the BSs, so the
an excellent coverage. Hence using a radio cellular netwagktimation of CG is always within a convex hull formed by
for location estimation could be an alternative approach ftne locations of BSs regardless the actual position of the MS
mobile positioning. Furthermore, the radio cellular networls outside or inside this convex hull [15], [16]. While the
has a good coverage in most of the populated areas @idcular Trilateration (CT) algorithm uses the intersection of
therefore using an existing radio cellular network for locatiothree circles formed by three BSs [17]. CT algorithm has
estimation can be an alternative method for mobile locatiomproved the defect of CG algorithm since the estimation
estimation and is a more economical solution. Moreovesf CT can be outside or inside the convex hull formed by
the U.S. Federal Communication Commission (FCC) requirdge locations of the BSs, but it has its defect, because these
all cellular operators be able to estimate the mobile devitieree circles may not always intersect in only one point due to
locations for Enhanced 911 services in 1996 [3]. Thus, usisggnal fading. Moreover, both CG algorithm and CT algorithm

I. INTRODUCTION
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are just the simple geometric algorithms based on the frag estimation of our directional signal propagation model, then
space signal propagation model [4]. These algorithms have pobvide a more accurate estimation of the MS location based
considered the directional transmission property of antenna.dn this directional signal propagation model. In the Bayes
view of that, we present a directional transmission propagatistatistics, we assume that we have some prior information
model, the Ellipse Propagation Model (EPM), to improve th@he experiment knowledge) of the model parameter before
defects of CG and CT algorithms , and we also proposee estimate it, after we have taken some sample data, we
two algorithms, the Geometric Algorithm and the Iterativéhen have more information about the model parameter, so
Algorithm, to provide a more accurate estimation based eve will revise our old viewpoint and have a new viewpoint
our directional signal propagation model in applications [144bout the model parameter, which we call it as a posterior
[19]. These geometric algorithms we proposed are simple akibwledge about the model parameter. That is, we use the
efficient, and the experiment results in Hong Kong area hairdormation of the sample data and our prior knowledge not
shown that they are useful. just the information of the sample data to provide an estimation
On the other hand, many probabilistic approaches basaftthe model parameter. So the effect of Bayes Estimate (BE)
on the RSS have been proposed to provide an estimatiemot worse than that of MLE (or MVUE) just bases on the
of the MS location in order to handle the signal attenuatisgurvey data in the view of the information using.
problem [10], [11], [13], [18], [20]. The Teemu's research In this paper, we present a directional signal propagation
group has presented a statistical propagation model (SPMtodel—the Modified Directional Propagation Model (MDPM)
provide an estimation of the MS location [10]. They assurmand provide a more accurate estimation of the MS location
that the RSS obeys a normal distribution, then use an Bddsed on MDPM. MDPM derives from DPM, one directional
algorithm to provide an estimation of the model parametgropagation model had previously been proposed by our
which is a Maximum Likelihood Estimate (MLE), and thernresearch group, and combines the merits of EPM and SPM.
provide an estimation of the MS location based on SPM. Whifeurthermore, we propose an iterative method to provide the
the Michael's research group has proposed another threadke#timation of our model parameters besides the EM algorithm
provide an estimation of the MS location in the view of filtein order to reach theglobal maximum of its likelihood
method to handle the signal attenuation problem [11], [13unction, then we provide an estimation of the MS location
[21]. They use a filter method to handle the signal attenuatibased on our model with Bayes method. And we also present
problem and provide an estimation based on the survey datdormula of the uniform signal propagation model, which
and the estimate is a Minimum Variance Unbiased Estimdtecludes all the signal propagation models we mentioned
(MVUE). Our group followed the above research threada this paper. Our approach can be applicable to all signal
and presented another statistical propagation model considgsespagation models.
the antenna directional transmission property—the DirectionalThis paper is divided into seven sections. In the following
Propagation model (DPM), then used a modified EM algorithgection, we will present our directional signal propagation
to provide the estimation of the model parameter, then proviggodel (MDPM). Then we describe the estimation method of
a MLE as the MS location based on DPM [18]. Moreover, ouniodel parameter in section 3. And we will present an iterative
research group has proposed a modified algorithm in orderré@thod to provide the Bayes Estimate of model parameter
provide a more accurate estimation of the MS location basgdder normal distribution in section 4. Then we describe our
on DPM [20]. estimation method of the MS location section 5. In section 6,
These statistical approaches have given us a new viewpaig will show the simulation results of our model. And lastly
for positioning and the experiment results are good. Howevét,section 7, we present a summary of our research and discuss
all these statistical methods mentioned above just consider gigut our future work.
survey data to provide the estimation of the statistical prop-
agation model parameter (MLE, MUVE), and then provide
an estimation of the MS based on the statistical propagation

model. The information of survey data is the only considered Antennas with energy focusing in a direction is called direc-
factor to provide an estimation of the model parameter, whifRynal antenna. Due to the directional gain of the antenna, the
some useful information about the model parameter has begthsmitting power in different directions could be different.
discarded. However, our experiments show that an aCCUfatemSgeneraL antenna does not amp“fy the transmitting power.
timation of the MS location depends on an accurate directiongktead, the antenna gain gives the ratio of the antenna radiated
signal propagation model. So if we want to provide an accurgigwer density at a distinct point and the total antenna input
estimation of the MS location, we need to build up an accurgigwer radiated isotropically, hence is a measurement of energy
directional signal propagation model to describe the relatiogistribution.

ship between the RRS and the surroundings factors. Only thereemu Roos, Myllyraki and Tirri had proposed a statistical
information of survey data is not enough, the useful prigfropagation model (SPM) that added an additional propagation
information about model parameter needs to be considerggrameterto the signal propagation model [10]. This parameter

However, the methods mentioned above, neither the Teemigssociated with the direction of transmission. In brief, SPM
estimate (MLE) nor the Michael's estimate (MVUE), have ngt gefined as follows.

considered the useful prior information about model parameter.
In view of this, we provide a Bayes Estimate (BE) to provide w(d, 0,p,0) =p+ Bo + (61 + B20)in(d) (1.1)

Il. SIGNAL PROPAGATION MODEL
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where u(d, d,p, 6) is the mean of the received poweY, functions about the surrounding factors, apds also called
is the deviation between the direction of the receiver arbe path loss exponent.
the direction of transmission which is between zero a’d In SPM, f is a constant angd is a function of the deviation
degrees,d is the distance between the BS and the M$¢), and in DPM, f is a function of the deviationé] and
p is the transmitted power in decibel§, denotes the set the height of antennahf, while in EPM, f is a function of
of propagation parameters, amtl = (3,31, 32)7 are the the deviation §) and g is a constant. Thus, a signal propa-
regression coefficients. gation model can derive from the uniform signal propagation
Despite SPM has included the directional coefficiént model (11.5). We call the model (I1.5) as tHéniform Signal
the model has not been fully tested in a real environmemropagation Model (USPM), which includes all the signal
Furthermore, it may not be appropriate to take the directionalopagation models mentioned in this paper.
coefficient as the exponent of T-R separation. The Log- So we combine the merits of SPM, DPM and EPM to build
Distance Path Loss Model has shown that the exponent of TuR a new signal propagation model to provide an accurate
separation (Path Loss exponent) is related to the surroundesgimation for implementation. Our new model will take the
environment instead of the direction of the transmission [23urrounding environment factor and the direction factor into
Form our observations, the directive gain of the directionakcount.
antenna affects the RSS to a certain extent. The environmenThe mean of the received signal strength (RSS) is given by
tal factor is another attributes which should be considered.
icti i L(p,d,h,€,5,ﬁ) = p+60 +ﬁ1005(6)+ﬁ2l09(h)
Unfortunately, most of the existing propagation models havé +(Bs + Bae + Bolog(h))in(d) + %ﬁlhé)

not dealt with these two factors. In view of this, we design a
E|rect|o_nal Propagatl(I)DnP'\l\:qdedl (fppz/') which will take these whereu(p, d, h, e, d, 3) is the mean received signal strength
actors into account. IS definead as, in decibels;p is the transmitted signal strength in decibels;
Pl = Bo+B1g+ Balog(h)+(Bs+Balog(h)+ Bse)in(d) (11.2) 1S the distance in meter between the MS and the BS;the
o environment index and is the deviation between the direction
We have also presented another directional propagatiehtransmission and the direction of the receiver as measured

model, EPM, in our previous work. EPM considers the dfrom the transmitter, the values of are clearly between
rectional transmission property and assumes the contour lifgo and 180 degrees = (Bo, B1, B, B3, Ba, Bs, Bs) T are

of signal strength is an ellipse. EPM is defined as, the parameters of the signal propagation model. ane-
e l—e B3 + Bse + Bslog(h) is called the path loss exponerit,is
d = k(so/s) T ecos(d) (I.3)  the height in meter of the antenna.

We compare the formula of our model with the uniform
EPM describes the relationship between the RRS and g4 propagation model (11.5), then we can det p+ 3+
MS-BS distance and focuses on the distance between the M 05(8) + Bolog(h) + Beh andg = B3 + Bae + Bslog(h).
and the BS. Furthermore, EPM is a directional propagationoyr model (11.6) derives from DPM and combines the merits
model. In order to look insight into EPM, we rewrite it as thgyf spv and EPM. For our research, the height of antenna has
form of SPM or DPM. taken an important part in the signal propagation model, we
Rewrite the formula of EPM, we have add a more termfgsh) about the height of antenna into the
_ _ _ _ P new model in order to build up a signal propagation model
in(s) = —in(so)—aln(k(1-e))+aln(1-e cos(9))+aln(d) to provide a more accurate estimation. On the other hand, we
It is similar with the signal propagation model as follows,have modified a term about the directional gain, g, ifte(d)
from DPM. We call our model as the Modified Directional
pp, d,8,6) = p+ Bo + B1 cos(d) + Baln(d) (I1.4) Propagation Model (MDPM).
wherep is the transmitted power in decibelsjs the devi- ~ The recejved ;ignal strengtk, has a relationship with the
ation between the direction of the receiver and the directiéh€an received signal strengtinip, d, h, e, 4, 3),
of transmissiond is the distance between the BS and the s = pu(p,d, hye,8,0) +e (1.7)
MS, 6 = (3o, 41, 32) are parameters of the signal propagation B
model. wheree follows a normal distribution with the mean zero
Although EPM considers the directional transmission prognd variancer2.
erty, the path loss exponefit («) is a constant. We must take So the distributions is Gaussian with the following p.d.f.
the environment effect into account for the path loss exponent. 9
We can draw a uniform formula of a directional si 2y 1 —(S_M(p’ d,h,e,4, 6))
gnap(s|p,d, h,e,d,8,0%) = exp( 5
propagation model from analyzing the structures of SPM, 2mo? 20 (11.8)
EPM and DPM. As we can see, these three directional signal '
propagation models have a uniform formula,

)

Ill. ESTIMATION METHOD OFMODEL PARAMETER
p= f+ gln(d) (I.5) A structure

wherey is the mean received signal strength in decibéls, The received signal strength (RSS),follows a Gaussian
is the distance between the MS and the BSand g are two distribution and its probability density function(p.d.f) is as
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follows, So,0 ands can be represented as follows,

p(s|B,0%) = M) (I1.1) 5-1<35<0+u (111.8)

1
V2mo? cep(= 202

wherel = 2C1€1+Ca¢n w = Coen+2Czey

where is the model parameter,(3) ando? are the mean 2(Ci+Cs) 2(C2+Cs) *
and deviation respectively. And(j3) is a signal propagation C, is the total no. of observations from a BS of antenna
model. typet at a location satisfie€’; in Eq.(l11.4)

We have the prior distribution of, denoted byr(3). We C, is the total no. of observations from a BS of antenna
assume it follows a distribution. Then we can derive thgpet at a location satisfie€’, in Eq. (I11.4)
posterior p.d.f ofg as follows: (5 is the total no. of observations from a BS of antenna

p(B]s, 02) _ (5|5702)7T(ﬁ)/p(5|02) (11.2) typet at a location satisfie€’s in Eq. (111.4)

where p( |J fp m, yr(3)d5, which is called the So the likelihood function of is:

predictive distribution ofs.underg% and the integration is p(s|8,0%) = (;jup(sw,ﬁ)ds o
performed over the domain gf. _ p(Truond)y _ p(a=luld)) (11.9)
So the posterior pdf of the parametgcan be rewritten by: Vo? o2
p(s18,0%)7(B) where®(z) = [* %exp(fj)dt,

(I1.3) 2) Insufficient Data Collection:In general, the received

jpower values cannot be directly observed because of physi-
cal restrictions First, the received power values have to be
truncated, , rounded to finite accuracy. Second, because
of sensitivity Iimitations, the received power on only some

channels—those with the strongest signal—is reported. The
only information about the other channels is that their received

actiona, a common loss function is the square loss functio‘?ﬁwer does not exceed the power on any of th_e reported
1(8,a) — (¢(3) — a)?, of course, we also can choose aS annels. In such cases, we say that the received power

absolute loss functiof(3, a) = |q(8) — a. For an estimation variable is truncated at a point given by the smallest of the

, if we choose a square loss function, the Bayes Es:timamo"vn values.
iqs(ﬁt%e expectation of t?ie posterior pﬂﬁa(ﬁ|s,a2)(q(g)) [24] To solve this problem, we would like to introduce the hidden

[25]. RSS. Generally, a MS can received signals from 9 BSs only.
However, when there a lot of surrounding BSs, the MS may
receive more than 9 BSs. These RSSs can not be collected
directly but they should not be greater than the minimum RSS
According to the GSM specification, the range of theneasured by the MS at a location. We called these RSSs as
received signal strength is betweer29dBm and—114dBm hidden RSS. Thus, in addition to the observed RSS, we could
only. used the hidden RSS to increase the training sample size.
1) Sufficient Data Collection:We classify the observed In brief, the hidden RSS is given by
RSS and actual RSS according to the range of received signals

P19:9°) = 1418, 0% B)dB

Consider a Bayes statistical model, the distribution of o
servations depends on the parametgr 5 € ©, where©
is called the parameter space. Létbe an possible action
space. For an actiom € A and a parameter valyg € ©, we
need a loss functiof(, a) to provide a criteria to value an
action. For example, for a function of parameg¢f) and an

B. Data Collection

. €n

into three types which are defined as follows. hD < min(ol") + 5 (111.10)
O oD e O

% S8 <0 T (CL:s, 10) whereo ande,, are defined aboveh,(t) is thei-th hidden

()  en (t) 1) | en ( )
0, — G =8 <o +F (€2:-110 < 5;” < —48)RssS from a BS of antenna typeat a location.

o) — < stV <oV te, (C3: 5" > —48) (11.4) The mean hidden RSB is defined as:
whereo( is thei-th observed RSS from a BS of antenna R E(h (f)|mm( (¢ ))) (11.11)
typet at a Iocation.sl(.) is the i-th actual RSS from a BS
of antenna type at a location. Whiles;, ¢, ande, are the  and ~ .
lower boundary error, normal error and upper boundary error h < omin + 5" (1.12)
respectively, their values are shown as follows.
¢ = 4dBm whereo,,;, = E(min(o; (¢ ))) .
¢, = 1dBm (I11.5) So the likelihood function of; is:
= Omin+ 3 . En _
€, = 19dBm p(R|B,o2) :/ ’ p(s|5, UQ)dSZ(I)(Omzn"_ 3 N(ﬂ))
The mean observed RSfHand the mean actual RSSare —0 Vo2
defined as follow. et . 2 (1N.13)
e E(o Et)) (111.6) where®(z) = fioo ﬁexp(—g)dt.
_a For an antenna type, Its likelihood function is constructed
“l B(sW)o®) (.7) by the effect of the sufficient data and the insufficient data. So
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for each antenna type, we can obtain the likelihood function But if we compute the value q@BE, we need to know the

p(s|B,0?%): value ofg, and if we want to provide the value 6f we need
o oitu—pal(B) oi—1—u(B) to know tpe value ofﬁBE too. The deadlock occurs when we
PS5, 0%) = e [PC257) = ®(57257) computefee and4 at the same time. So we can not provide
1L, cinsuy. @(L\f};“(m) estimation ofge andé at the same time.

(11.14) We present an algorithm to solve this problem based on the
idea of EM algorithm [10], [26]. Since we can not provide the
estimation ofBBE and g at the same time, we need to divide
it into two steps to compute these value: fixethen compute

When a mobile phone is connected, in addition to receivingse and then computé under this3ge. We present a method

signal from the serving BS, it can receive signals from th® provide the value offge in the the following section (IV).

neighboring BSs as well. We find the posterior p.d.f. of each We describe our algorithm details as follows:

location with respect to each receiving signal. We derive the Stepl: Given a valuég,

posterior p.d.f. of) based on the information we have. For the Step2: Provide the Bayes Estimaige using the posterior

C. Parameter Estimation

Bayes rule, we have the following relationship: p.d.f. (I11.17) underéy,
) ) ) Step3:  Calculate the SSE value, SSE =
p(Bls.0”) = w(B)p(s|B,07)/p(x|o”) (L15)  sn (i — pi(Bee))?,
where Step4: Compute the value of= |/~ TSSE denote itgq,
Step5: Ifo1 < 69, then update thé, value, assigig, = 61,
fep s|B, o*)m(8)dB, go to Step 2; else stop the computation and output the answer.

(B\S o?) is the posterior pdf of3,
m(0) is the prior pdf ofg,
p(s|3,0?) is the likelihood function of, which depends
on 3 ando?,
p(slo?) is the likelihood function of the predictive
distribution ofs undero?.

Choose a suitable initial value @fy,, and we can get a
feasible solution based on the algorithm mentioned above,
since this algorithm will stop after a finite step computation
or converge.

SetS = {4} is a set generated by our algorithm. And we
assert this set is no-empty, since there is at leastgre S. If

Since we have done some research work about the modep only a finite set, namely, it has finite elements, we choose
(), we have accumulated some prior information about tfiée leasts; and its correspondings as our solution. While

parameters. We assume that(3) obeys a distribution. S has infinite elements, this serigg;} will converge, we
So the pdf of the predictive distribution of the sample daghoose the convergence value and its correspondifyg as
s underco? is: our solution. Since under the definition of S, we haye< 5;,
i > j,andg;,6; € S, and we know the restriction &f, 6 > 0.
p(slo®) = [op(slB,0?)m(B)dpB (I1.16)  So this series converges.

Under the assumption of our liner regression model, we can
provide BLSE (ﬁLSE means the Least Squares Estimate) and
aQLSE = SEE/(n—r), wheren is the number size of the data,
andr is the rank of the data matrix [27]. These estimations

p(s|B,0°)dp
) only use the data information and have not include the prior
We can provide a Bayes Estimate of the paraméteased nformation of the parameters. We choasd e as o2, and
on a loss function we choose. For example, if we chooseuge our algorithm to provide thége.

square loss function, the estimation s = Er(lso™)(3),
while we choose an absolute loss function, the estimatigh of IV. BAYES ESTIMATE WITH A NORMAL PRIOR
is 3 = med(p(B|s, 0?)), wheremed(.) is the median function. DISTRIBUTION

We choose the one that maximizes the posterior pdf (Ill.17) consider a linear regression model
as the estimation of the model parameters. If the prior distribu-
tion w(3) obeys a uniform distribution, we choose the estimate YV=X(+e (IV.1)
which maximizes the posterior pdf as the Bayes Estimaighere Y is a 1 x n vector, 3 is a 1 x r vector, and X
then this estimate is the same with the lob4lE , namely, is a n x » matrix ande obeys a multi-dimensional normal
B = argmaz(scey{p(Bls,0%)} = Buie , and if the definition gistribution,with the mea® and variance matrix.
field of this uniform distribution i®, namely, we have no prlor Since we have done some research about this linear regres-
information about the3, the estimate which maximizes thesion model, we have some information about the paranteter
posterior pdf is same with the maximum likelihood estimat/e assume that the parametefollows a multi-dimensional

We can obtain the posterior p.d.f. 6f

( ) (88,0

p(Bls,0”) = T (11.17)
@

(MLE). We denote the Bayes Estimate /. normal distribution with the meai and the variance matrix
Define wes 02(X X)~1, denote it as3 ~ N(ﬁ,a2(X X)),
SSE= %1, (si — pi(BpE))’ So the prlor pdf of3 is :
_ 1 \r| o —1]—1
So the estimation of is: 6 = |/ —-SSE wherer is the m(0) = (G5) e (X' X)) 2 (V.2)
A Iy y—1y—1 .
number of the parameters. exp(— =0 (X gf) )~ (B=0)
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Since the estimation gf which maximizes its posterior pdf
of ¢ is the same with the one that maximizes its logarith
function.

Setl(3) = In(p(B|s,a?)), wherep(3|s,o2) is defined in
(11.17). Then we have
1(B) = coter—(B-B) (XX'X)")" (5~ p)/2
+ Esuf ln[(I)(Oi*PiJr&u*Xiﬁ) _ (I)(Oi*pi;lfxiﬁ)]

+ Einsuf ln(q)(om/i7l_pi+;”/2_xi5

(IV.3)
wherecy and ¢; are two constants which are independe
with 3. That we find 83 which maximized () is just required
to consider these last three parts in the above formula (IV.
Define

=—(B-B) (*(X'X)"})~
Ay = Zsuf ln[@(%)
Az = Zinsuf ln(q)(omm—m-i';n/Q—Xiﬁ))

SOl(ﬂ) =co+C + A + Ay +A3.
In order to provide & which maximized (), we need to

LB - B)/2
_ @(M)]

derive the first order derivative and the second order derivati

of () aboutg. The solution which maximize§3) satisfies
that its first order derivative is 0 and its second order derivati
is a negative definite matrix.

Set gi(z) = FAEEIFEL o) = B, fi(x) =

xz+e)(x+e)—xp(x x+e xT xT
e+ (rg=hia) " (o) = By + (55
then we havey, () = —f1(x), ga(z) = —fz( )

So
ol X' X /

8(56) _ L 5 (= —*291 221) X, — < Z 92(23:) X;

o? suf znsuf
UB) __(X'X)
= X X;— (234

n(?ﬁaﬂ U suf zr%f f2 3
3).So the second order derivative mat X7) is a negative
definite matrix. The one which satisfi ) = 0 is the

solution which maximizes the posterior p.d.f. (111.17).
Now we consider the first order derivative f3) aboutg.
242 = 0 can be described as:

6 ﬁ Zglz X X 1X Z 922

suf insuf

IVeSince § appears in both side of the above equation, we
choose an iterative method to provide its solution.

VeThus, we derive an iterative formula to provide an estima-
tion of 3. The iterative formula is :

B)6(X'X) "X,

We differentiate the first order derivative and the second

order derivative ford,, A, and As, respectively.

M = (2(XX) ) (B )
9As _1 Z p(z1:)—p(T2:)

suf ®(x1;)—P(z2:)
2

o8 i
pTd?) !

OA3
op insuf ®(xs;)

7
and

%A,
8[38/3
o2 A2 _
8,68,6 o
92 A
oBos’

(X'X)
o2

ﬁ suf fi(z, I'Zi)X;Xi

_ﬁ Zznsuf f2($31)X;XZ

where

X, is a row of the data matrixX, it is ar x 1 vector,

2 T
p(x) = ﬁexp(—“‘*), O(z) = [T p(t)dt,
Xy = L=Pitu= Xip , T = oi—pijl—Xiﬂ’

(o2

_ Omin— p1+en/2 Xlﬁ
T35 = &
T1; — Loy = (UTZ){U = fza :
_ P(x1i)®1; —P(T2i)T24
fi(x1i, v2:) =

. ‘?(9311)—@(@20
falwss) = PR + (5)*

So the first order derivative df3) abouts as following:

ol(B)
op

(z1i)=p(z2i)
(z1:)—®(w24)

)

+ (3

c’)Al 8A2 9A3

+

o X><ﬂ ﬁ)
;-Z (mlz) p(mg7

1
suf ®(x1;)— cI>(902L) Z
and the second order derivative l(ﬁﬁ’) aboutg is:
2°1(8)

2805

p(z3i)
insuf ®(xs;)

%

8% A 5% A 8% A
8,8861’ + aﬂaﬁz’ + 86863
S{(X'X)

+ Zsuf fi(z, JU21)X;XZ
+ Zinsuf f2('r32)XzX'L}
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B— D suf 91i(Bn-1)5 (X' X) 71X, )
~ - Zznsuf gQi(ﬁn*I)&(X/X)_lXi

Bo B
Theorem 4.1:And this iterative formula (IV.4) converges.
Furthermore, the above iterative formula (IV.4) converges in
only one solution.
We have known thatl’) = 0 has only one convergence

solution, andBQl(ﬁ? < 0. So the solution of% = 0 is the

one that maximize$(5). Furthermore, it reaches thglobal
maximum of [(3).

n

(IV.4)

V. LOCATION ESTIMATION

The true location of the mobile station (MS) is denoted
| = (z,y)T, where(z,y) is the location of the MS in two-
dimensional space. In this paper, we just consider a two-
dimensional location, but our approaches are easily extended
into a three dimension. The RSS path loss measurements are
given in decibels.

When a mobile phone is connected, in addition to receiving
signal from the serving BS, it can receive signals from the
neighboring BSs as well. We find the posterior p.d.f. of each
location with respect to each receiving signal. Then we provide
the Bayes Estimate as an estimation of the MS location.

We provide the posterior p.d.f. of the locatibrbased on
the information we have. For the Bayes rule, we have the
relationship:

(s, 5,
where

p(sB,0%) = [ p(s]l, B,0?)x(l)dl,
p(l]s, ﬁ,a2) is the posterior pdf of the locatiol

02) = n()p(sl, B,02) /p(s|B,0%) (V1)



7(l) is the prior pdf ofl, A. Importance Test on the Added Parameter

p(sl, 8,02) is the likelihood function ofs, which The Modified Directional Propagation Model (MDPM) has
depends orh and 3, o2, combined the merits of SPM, DPM and EPM. MDPM derives

p(s|B,02) is the likelihood function of the predictive  from DPM, which modifies a term of DPM(4) as cos(d),
distribution of s. and then adds one more terfminto our model.

From our study, we find that the height of antenna pays
an important role on building up a signal propagation model.

0 { % lcO, Although DPM pays an important role about the height
e =

We assume that(l) obeys a uniform distribution, that is to
say,

V.2)  of the antenna, which has two terms about the height of
. antenndog(h) andlog(h)in(d), it is necessary to add more
where is the area 0B, and®,, C ©. term h in our signal propagation model in order to build

So the pdf of the predictive distribution of the sample data Co . )
sis up a more accurate directional signal propagation model. So

0 otherwise

MDPM has seven parameters, which is one more parameter

A . o~ 1 FN
p(s5.0%) = [ plsllBoo2)nl)l =7 [ plellfo?)dl  than that of DPM.
e LJe, And we choose 13 Antenna Types to build up our model,

We can obtain the posterior p.d.f. of location (V3) " \which include about 94.56% of the collected data. And the
"' K parameter of ternh, in MDPM about these Antenna Types
o exp(—3 S0, %) are all significant. The results are shown in Table(l), which
p(lls,B,02) = - i — (V.4) means that it is reasonable to add one more térin our
Jo, exp(—3 >0, ('”_*;%)dl model. Since we have presented a new algorithm to provide

P v _ ) the estimation of the model parameters, even the number of
wheres = (s1,2,...,5,)", it is the received signal infor- harameters of MDPM is one more parameter than that of

mation, and € . . _ DPM, the computational cost of MDPM is the same level with
So we can provide the Bayes Estimate based on differgRkt of DPM.

loss functions. That is, we can provide the MS location.
For example, if we choose a square loss function, the 8s- Estimating the MDPM parameters

timation of the MS location isl = EP(Is3:*) (1), while
we choose an absolute loss function. the estimation of Based on our study, there are almost 30 types of antennas to
is 1 = med(p(ls, B UAQ)) where med,() is the median provide the mobile phone services in Hong Kong. And the first

I 0,
function, and if we choose the estimation which maximizes t types of antennas include almost 94.56% of the collected

posterior p.d.f.,, it is the local maximum likelihood estimate,ata' In order fo save the compuiational cos_t, we just build
= argmaz ce, y {p(l[s 3 (;2)} . up a MDPM for each antenna type of these first 13 types of
L ) ) .

antennas using 30% of the collected data, while the rest of the
VI. SIMULATION RESULTS collected data is used to calculate the estimation of the MS
cation. Since we have previously done some research about
M, we have some prior information about the parameters
the directional signal propagation model, we provide a
ayes Estimate as an estimation of the parameters of our
érectional signal propagation model. In order to provide this

MS. We choose the distance between the exact location es Estimate, we derive the least squares estimate (LSE) of

the estimation location as the performance criteria to descri 4 m(()jc_JeItflrst, thden useBan |te|;att|_ve rtnetf]]od mengolngd mdthe
the estimation accuracy. appendix to provide an Bayes Estimate of our model based on

We divided our experiment in two phases: the first phasetlys least square estimate.
to train the model using 30% of the field test data, and the
second phase is to estimate the location of the MS with tfke Results of the MDPM
rest of the 70% of the field test data. Since we have receivedAfter we have a MDPM for each antenna type, we use the
the information of RSS and TA from a serving cell, we useest of the field test data to calculate the MS location. Since we
the information of TA zone to select our solution. also receive the information of TA (timing advance) besides
We used the real data collected from different regions RSS from a serving cell, we use a TA zone formed by the
Hong Kong to validate MDPM. These regions contain differermformation of TA to help us provide a Bayes Estimate of the
kinds of environment including the coastal, rural, suburbah|S location. Since a mobile phone can receive the TA and
urban and metropolitan area in Hong Kong. We used theB&S from a serving cell in the GSM network, the information
data to provide a BE of the parameters of MDPM at first. Iof TA can help us provide a more accurate estimation for
the testing phase, we provide a BE of the MS location basptbviding location services.
on our directional signal propagation model. These results ardn the estimating MS location phrase, we choose two
then used to compare with those of CG, CT algorithms, tmeethods to calculate the rest of the field test data. Since the
Geometric Algorithm and the Iterative Algorithm under EPMBayes Estimate depends on a loss function we choose, we
SPM and DPM with MLE. provide two Bayes Estimates: one is based on a quadratic loss

With the technical support of two mobile operators in Hon
Kong, we have conducted an intensive field test in mal
regions in Hong Kong in order to validate our model. We ha
divided the data into two parts: 30% of the data for training t
models, and 70% of the data for estimating the location of t
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Antenna Type| F-Value | F-Test || Antenna Type| F-Value | F-Test
1 174.2406| 0.00000 8 262.0608| 0.00000
2 392.7927| 0.00000 9 56.9367 | 0.00000
3 79.1050 | 0.00000 10 203.0342| 0.00000
4 346.4012| 0.00000 11 320.3630| 0.00000
5 653.2067| 0.00000 12 50.3453 | 0.00000
6 644.0162| 0.00000 13 23.9623 | 0.00000
7 441.2741| 0.00000

TABLE |
F-VALUE AND F-TEST

Region Ave. Imp. Std. 67% 95% Region Ave. Imp. Std. 67% 95%
Aberdeen 312.67m 6.86% 147.58 | 399.38 556.43 SKipMei 240.91m 9.33% 131.32 271.77 | 532.94
BU 290.47m 2.65% 94.54 332.10 334.12 SShui 338.35m -12.37% | 257.58 399.71 | 888.10
CWBay 146.74m 2.32% 103.14 | 176.82 336.39 SWan 157.79m 27.88% 81.25 194.83 | 296.37
Central 158.62m 0.49% 110.58 | 184.10 339.23 SSWan 272.08m 12.12 % | 137.56 347.49 | 512.83
CShaWan 146.97m 26.73% 96.32 164.76 306.83 SKWan 329.14m -16.53% | 173.87 490.95 | 532.15
FoTan 402.18m | 4.84 % 169.79 | 456.40 | 701.46 TShing 948.90m | -10.69% | 1111.49 | 565.38 | 2974.00
GCoast 383.13m | 22.22% | 277.83 | 503.88 | 1037.12 || TaiO 712.81m | 25.94% | 184.59 | 740.93 | 1092.10
HValley 317.58m | 8.76% 230.96 | 427.02 | 709.16 TPIndust 517.38m | 30.51% | 308.73 | 605.11 [ 1101.29
HungHom 546.70m 4.98% 356.84 | 651.37 1229.21 || TaiWai 164.07m 14.85% 93.23 180.00 | 354.58
KLBay 197.05m 38.47% 168.80 | 207.51 616.46 TWoHau 181.62m 19.71% 97.32 212.52 | 360.58
KLCity 147.73m 19.37% 103.32 | 173.15 333.67 ThePeak 148.77m 71.27% 260.81 85.42 322.72
KLTong 226.40 m | 21.44% 157.49 | 277.03 518.40 TSWai 502.11m 19.85% 370.92 456.93 | 1371.52
KFong 145.63m 15.36% 90.25 176.10 324.97 ToLoHway 643.90m -1.91% 434.01 704.17 | 1626.60
KTong 187.53m | 24.36% | 153.66 | 185.28 | 586.84 TKwanO 199.26m | 4.69% 122.12 | 212.40 | 458.49
LKok 147.10m 11.18% 83.00 182.75 304.22 TSTusi 436.32m 5.79% 435.27 547.62 | 1439.17
LKing 523.22m 44.36% 354.15 | 748.03 1019.08 || TsingYi 315.75m 20.55% 302.93 320.89 | 853.85
MShan 333.68m 25.56% 287.05 | 333.19 1057.57 || TsuenWan 125.09m -4.13% 78.24 14452 | 291.53
MeiFoo 237.26m 50.04% 160.56 | 289.97 502.95 TWanShan 290.82m 30.51% 223.56 327.30 | 733.38
Mongkok 127.63m 34.30% 91.27 147.48 299.32 TuenMun 224.34m 15.66% 199.75 22458 | 795.62
NP-QB 236.94m 14.47 % | 244.11 | 224.29 552.63 WanChai 146.74m 17.55% 155.45 144.47 | 359.20
MuiWo 781.50m | 27.28% | 373.70 | 906.82 | 1562.04 || Western 224.28m | 17.92% | 158.22 | 248.96 | 590.85
PChung 644.92m | 28.57% | 373.68 | 657.11 | 1515.97 || WTaiSin 418.66m | 22.41% | 319.66 | 478.38 | 1115.56
PE-MK 155.90m | 35.59% | 97.01 192.93 | 329.49 YauTong 387.16 m | 26.42% | 371.44 | 395.72 | 1200.14
PEdward 147.72m 35.43% 90.66 180.63 302.70 YYChuen 401.35m 36.41% 323.73 425.02 | 867.40
SaiKung 193.87m 49.23% 109.23 | 242.17 399.56 YuenLong 490.65m | 4.51% 729.18 175.38 | 1985.78
SShuiPo 140.84m 37.96% 70.47 165.18 256.69 CheungChau| 326.09m 20.99% 259.02 407.42 | 653.05
ShamTseng| 936.52m -4.57% 664.71 | 1475.99 | 1839.85 || NgongPing 442.45m 3.89% 91.33 497.00 | 588.81
ShaTin 325.09m 15.01% 130.74 | 387.64 549.86

TABLE Il

RESULT OFMDPM wITH BE AND IMPROVEMENT OVER THAT OFMDPM wITH MLE

function, the other is same with the local MLE. And we denote However, there remains some regions that the result of
these two estimates éBE and MLE respectively. And the MDPM with BE is worst than that of MDPM withMLE ,
results of MDPM have shown in the Table (l1). such as SheungShui, SokKuWan. And in some regions, both

The result of MDPM withBE is based on a quadratic lossMDPM with BE and MDPM withMLE do not perform well,
function, and it is the expectation value of the MS locatioauch as MuiWo , ShamTseng and TaiKooShing. We need to
within a TA zone, while the result of DMPM wittMLE is do a further research to analyze these special cases.
the one that maximizes the poster p.d.f. within a TA zone,
since we assume that the prior information of the MS location i
follows a uniform distribution with a TA zone, then the on@' Compare among others algorithms
that maximizes the poster p.d.f. is same with tbeal MLE In this section, we compare the results of different algo-
which reaches a local maximum of its likelihood function. rithms and models using real data.

Based on the results of Table (ll), the result of MDPM with We have done some research about the geometric algo-
BE is better than that of MDPM wittMILE in most regions in rithms, and we have presented some algorithms to provide an
Hong Kong. And the result in some regions has great improvestimation of the MS location: CG algorithm, CT algorithm
ment between MDPM witBBE and MDPM withMLE , such and the Geometric Algorithm and the Iterative algorithm based
as MeiFoo and The Peak, the improvements between theseEPM. On the other hand, we also proposed a directional
two methods in these two regions are 50.04% and 71.2&fnal propagation model and used a modified EM algorithm
respectively. And MDPM also has a good performance in the provide a MLE as the estimation of the parameters of a
most seashores and hilly terrains. directional signal propagation model, then provide a MLE
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Model Average Error | Improvement % Std. Sample size| success ratio %
CG 482.99m 32.87 % 781.62 116284 93.22%
CT 470.20m 31.05 % 904.24 116284 78.58 %
EPM 359.47m 9.81 % 518.00 116284 79.13%
SPM with MLE 443.73m 26.93 % 461.28 116284 99.15%
SPM with BE 338.50m 4.22 % 375.67 116284 99.21%
DPM with MLE 434.00m 25.29 % 458.02 116284 99.04%
DPM with BE 334.80m 3.16 % 369.61 116284 99.06%
MDPM with MLE 429.86m 24.58 % 454,71 116284 99.07 %
MDPM with BE 324.22m 0% 362.38 116284 99.07%
TABLE Il

COMPARE AMONG DIFFERENT ALGORITHMS AND MODELS AND ITS IMPROVEMENT

SPM DPM MDPM
average 443.73m 434.00m 429.86m
Std. 461.28m 458.02m 454.71m
67% 434.61m 428.57m 420.71m
90% 1074.88m | 1049.03m | 1037.03m
95% 1543.48m | 1509.56m | 1496.39m
Minimum 1.20m 1.38m 1.00m
Maximum 2994.80m | 2997.11m | 2989.49m
Sample size| 116284 116284 116284

TABLE IV
MLE RESULT OF DIFFERENT DIRECTIONAL SIGNAL PROPAGATION MODELS

SPM DPM MDPM
average 338.50m 334.80m 324.22m
Std 375.67m 369.61m 362.38m
67% 331.44m 333.11m 316.62m
90% 736.03m 710.98m 687.15m
95% 1113.43m | 1086.60m | 1079.41m
Minimum 0.72m 0.86m 0.07m
Maximum 2995.55m | 2999.87m | 2998.11m
Sample size| 116284 116284 116284

TABLE V
BE RESULT OF DIFFERENT DIRECTIONAL SIGNAL PROPAGATION MODELS

Model MLE BE Imp.

SPM 443.73m | 338.50m | 23.71 %
DPM 434.00m | 334.80m | 22.86 %
MDPM | 429.86m | 324.22m | 24.58 %

TABLE VI
COMPARE WITH THE RESULTS OFMLE AND BE

as the estimation of the MS location based on this direthe result of MDPM withBE and its compared algorithms.
tional signal propagation model. In this paper, we preseAnd the results have shown in Table (lII).

a new directional signal propagation model—the Modified . . .
Directional Propagation Model(MDPM), which derives from _ 11€ SUCCUSS ratio includes two cases: one is the assumption
the Directional Propagation Model (DPM) and combines th%f, the algorithm, _the other is the _crlterla of our computmg.
merits of EPM and SPM, and we also provide two Baye%'nce some algorithms presented in Table (lll) have its model

Estimates to provide the estimation of the MS location f@SSumptions, if the snapshot information does not fit this
odel assumptions, it will incur no estimation. For example,

two different loss functions. And we denote these two Bayé'% i X ) X
Estimates a8E and MLE . EPM Wlth_ the Geometric Algorithm and _EPM Wlth t_he Itera-
tive Algorithm all have a model assumption, which is that the
We compare these different algorithms and directional sigumber of signals we received is greater than 2, since these
nal propagation models in the following table. We give thalgorithms all use three BSs information to provide the MS
value of average of error and its standard deviation and tleeation. On the other hand, in the GSM network, the MS
succuss ratio as the criteria to see the effects of these differerteives the RSS and TA from a serving cell, if an estimation
algorithms and models. In order to look into the effect abf the MS location we get is not within this TA zone, we think

different algorithms, we also provide its improvement betweeéhis a worse case, then we will discard this solution, it also
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incurs no solution. These two cases which incur no solutionWe compare our model with some existing models and
of the MS location will reduce our success ratio. algorithms. And the results are shown that our model is better
Based on the Table (lll), we can draw a conclusion th#tan other existing models and algorithms in terms of average
MDPM with BE has the best performance in terms of averageror. That is, our model has the best performance in terms
of errors among these algorithms. Furthermore, these dire¢-average error among these compared models. Although the
tional signal propagation models (SPM, DPM and MDPMjumber of our model parameters is larger than that of other
have higher succuss ratio than those of these geometric modetsiel, the computational cost does not increase too much
(CG,CT, EPM). Since these directional signal propagati@ince we also present an iterative method to provide a Bayes
models have no restriction of the model assumption, even &Estimate of the parameters of our model. It is worth increasing
only received the signal from one antenna, we also can providhe number of model parameters in order to provide a more
an estimation of the MS location by these directional signatcurate model to describe the relationship of a directional
propagation models. And these directional signal propagatisignal propagation between the RSS and the surrounding
models withBE have done a better performance than thosmvironment.
with MLE in terms of average error. Since the resultB# MDPM is a directional signal propagation model, which has
is the expectation of the MS location within a TA zone, whil&iigh computational success ratio. However, that the defect of a
the result ofMLE is just the local maximum of its likelihood directional signal propagation model requires more computa-
function within a TA zone. Namely, the result MLE is the tional cost. While we have presented a geometric model—the
one that maximizes the poster pdf within a TA zone, and th#lipse Propagation Model (EPM), to provide an estimation of
result of BE is a weighted mean of the MS location and itshe MS location, and this geometric model is more efficient
corresponding probability within a TA zone. than that of a directional signal propagation model. We need to
In order to look into the effects of different directional signathoose an equilibrium point between efficiency and accuracy
propagation models, we also propose three tables to desciipapplications.
its results: Table (IV), Table (V) and Table (VI). Based on During our research, we found that signals do fluctuate at
Table (IV), Table (V) and Table (VI), we can draw twothe same place. Signal attenuation can be affected by some
conclusions. One is that MDPM has done the best performanggroundings conditions, such as weather and car movement.
among these statistical models; the other is that the resultsTole fluctuating signals will induce more errors in our estima-

BE are better than those MILE . tion. In order to provide a more accurate estimation of the MS
location, we need to reduce the effect of signal fluctuation. As
VII. CONCLUSIONS ANDFUTURE WORKS for our future work, we will try to provide a filtering method

In this paper, we have presented a directional signal prap-reduce the effect of signal fluctuation.
agation model—the Modified Directional Propagation Model
(MDPM), which derives from DPM and combines the merits
of SPM and EPM. And we summarize a uniform formula
for the Uniform Directional Signal Propagation Model, which[1] ?322Hm???ﬁ%i'loﬁiﬂgo;éﬂ? zgstrzmh(avifr\ﬁ/\m?eglniVSe/fSitg f?tfml
mCI_UdeS all signal pr_opaganon m_OdeIS in this paPer' We u Richard p\.NaIter- Klukaé, Ggera?d P Ii/a?:hapelle, g[;dgp Michel
a view of Bayes statistics to provide a Bayes Estimate of the  Fattouche, Cellular  Telephone  Positioning  Using  GPS
parameters of this directional signal propagation model, then Time  Synchronization ~The  University ~ of  Calgary,
provide an estimation of the MS location based on our modef{s http://www.geomatics.ucalgary.ca/Papers/Thesis/GL/97.20114.RKlukas.pdf
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Abstract

A lot of efforts have been devoted to improving energy
efficiency for wireless sensor networks by exploring dis-
tributed data storage and in-network query processing tech-
niques. In this paper, we propose a generic two-tier data
storage strategy for answering precision-constrained ap-
proximate queries in a sensor network. The basic idea is to
keep two versions of data in the network. A high-precision
version is kept at the sensor node that captures the data
while a low-precision version is maintained at the base sta-
tion. We develop query processing and node refreshment
strategies for various types of approximate queries under
the two-tier storage. Our extensive experiments show that
the two-tier storage strategy outperforms the basic central-
ized storage scheme by an order of magnitude in terms of
network lifetime under various system configurations.

1 Introduction

The rapid development in sensing and wireless commu-
nication technologies has made the availability of wireless
sensor networks. Wireless sensor networks can be used in
a wide range of practical applications such as habitat mon-
itoring and environment monitoring. For example, the con-
servation of endangered species in Hong Kong (such as Chi-
nese White Dolphins and Romer’s Tree Frog) is hampered
by insufficient knowledge on their status [19]. The current
practice is to send human beings to the habitat sites of these
species to collect their status information. However, this
approach introduces potential disturbance. The use of net-
worked sensors not only eliminates the potential impacts of
human presence, but also enables data collection at scales
and resolutions that are difficult to achieve through tradi-
tional instrumentation [17].

A wireless sensor network is typically constructed of a
base station and a large number of sensor nodes scattered

Xueyan Tang
Nanyang Technological University
Singapore
asxytang @ntu.edu.sg

Wireless Sensor Network

User/Application Base Station

Figure 1. Sensor Network Architecture

in an area of interest (see Figure 1). These sensor nodes
are equipped with sensing, data processing, and communi-
cation components to collect local measurements, process
and exchange information about the environment. They are
usually battery powered. Replacing the batteries is not only
costly but also impossible in many situations. As such, en-
ergy efficiency is a critical consideration in the design of
sensor networks. There have been significant research ef-
forts towards energy-conserving sensor networks. However,
most of the existing studies have focused on the design of
sensing architectures and protocols in support of exact an-
SWers to user queries.

Here we take a different approach to improve energy
efficiency. We exploit the trade-off between data quality
and energy consumption to extend network lifetime by in-
vestigating approximate queries with precision guarantees.
Many sensor applications are willing to tolerate a certain de-
gree of error in data due to either the application nature or
the high resource constraints in sensor networks. For exam-
ple, to save energy, a user retrieving the temperature reading
of a sensor may allow an error of one degree. In this case,
the retrieved value is acceptable as long as it is within £1
degree of the actual reading.

In this paper, we propose a generic two-tier data stor-
age strategy for answering precision-constrained approxi-
mate queries. The basic idea is to keep two versions of
data in the network. A high-precision version is kept at the
sensor node that captures the data. Meanwhile, the same
data with a lower precision is replicated at the base station.
The imprecision of low-precision data at the base station is
bounded by an approximation range. An update in reading
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will not be sent to the base station if the new value remains
within the approximation range. Thus, a query can be an-
swered by the base station if the user’s required precision
is weaker than that of the result computed based on low-
precision data. Otherwise, some of the nodes need to be
refreshed to improve the data precision, in which two fun-
damental issues arise: 1) How to determine the to-refresh
node set? As the costs for sensor nodes to report their read-
ings to the base station differ from one another, it is im-
portant to pick up the set of sensor nodes that incurs the
minimal energy consumption. 2) Upon deciding the set of
to-refresh nodes, how to refresh them in an energy-efficient
way? In some types of queries, we do not need to refresh
all the nodes in the to-refresh set to resolve the answer.

We develop detailed query processing and node refresh-
ment strategies for various types of approximate queries
(including ID-based, range, top-k, and aggregate queries)
under the proposed two-tier data storage. Extensive experi-
ments are conducted to evaluate the performance of the two-
tier storage strategy using real trace data. The results show
that the two-tier storage strategy substantially outperforms
the basic centralized storage and local storage schemes un-
der various system configurations.

The rest of this paper is organized as follows. Section
2 reviews the related work. Section 3 gives some prelimi-
naries of the work. Section 4 presents the proposed two-tier
data storage strategy and develops the query processing and
node refreshment techniques for various types of queries.
We evaluate the performance of our proposed techniques in
Section 5. Finally, Section 6 concludes this paper.

2 Related Work

Distributed data storage for wireless sensor networks has
been investigated in the literature [3, 10, 15, 21]. In the
TinyDB project, Madden et al. [10] proposed a pull-based
acquisitional query processing (ACQP) model, where the
sensors control where, when, and how often the data is ac-
quired and delivered to query processing operators. The
Cougar project [3] employed a hybrid pull-push model:
sensed data is pushed to some selected view nodes, from
which the data is pulled by queries. Ratnasamy et al. [15]
proposed a data-centric storage model: the sensor reading is
pushed to the sensor node nearest to some geographical lo-
cation hashed from a predefined key. Only equality queries
are supported by data-centric storage.

In-network query processing techniques have been stud-
ied for various data storage models [5, 7, 22]. These studies
examined exact queries only. Query evaluation techniques
over imprecise data have been investigated by Lazaridis
and Mehrotra [8], which quantified data quality with sez-
based uncertainty and value-based uncertainty. They then
proposed a cost efficient processing technique for quality-

aware relational queries. However, how to collect imprecise
data was not discussed in [8]. Deshpande et al. [2] have
most recently developed a model-driven data acquisition ar-
chitecture that employs statistical modelling techniques to
efficiently answer one-shot queries with high confidence.

In-network data aggregation, where data values are ag-
gregated as forwarded by the network, has been receiving
increasing attention recently [1, 9]. Continuous precision-
constrained aggregate queries were studied in [4, 16]. The
key issue is how to allocate the error budget to the sensor
nodes involved in the aggregation tree. Sharaf er al. [16]
implemented a uniform error allocation scheme. Deligian-
nakis et al. [4] improved it by developing an adaptive al-
gorithm to allocate more error tolerances to the nodes that
can reduce more network traffic. Neither of these stud-
ies considered balancing the energy consumption of sensor
nodes to extend network lifetime. In a recent work [18], we
proposed an error allocation algorithm to optimize network
lifetime. However, these techniques developed for contin-
uous queries are not applicable to one-shot queries. To the
best of our knowledge, this is the first effort to investigate
one-shot approximate queries for wireless sensor networks.

Other related work includes querying approximate data
over distributed caches and streams. Olston et al. [13] stud-
ied error-bounded aggregate queries over distributed data
streams [13]. An adaptive scheme for precision adjustment
at each individual source was proposed to reduce the com-
munication cost. Inspired from [14], Han et al. [6] devel-
oped an adaptive precision setting algorithm for precision-
constrained data collection in a single-hop sensor network.
However, their work was confined to collection of indi-
vidual sensor readings. In contrast, this paper proposes a
generic two-tier data storage strategy in support of various
types of queries in multi-hop sensor networks.

3 Preliminaries

We assume the wireless sensor network is composed of
a base station and many sensor nodes. Each sensor node
measures the local physical phenomena (e.g., temperature,
humidity, and light) at a fixed sampling rate and reports to
the base station if necessary. The base station and sensor
nodes are equipped with wireless interfaces to communicate
with each other. Since the wireless transmission range is
limited, a routing infrastructure (such as TAG tree [9]) is
established to relay data between the base station and the
sensor nodes in the network.

The base station serves as an interface for external users
to pose queries to the sensor network. Users are inter-
ested in various types of precision-constrained approximate
queries, e.g. (their definitions will be detailed in Section 4):
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Q1 Find the temperature reading (within £1°C)
of Sensor Node 1. (ID-based Query)

Q2 Find the sensors whose temperature readings
are above 100°C (within an error of 5°C).
(Range Query)

Q3 Find the k sensors (within an error of 1°C)
with the highest temperature readings. (Top-
k Query)

Q4 Find the average temperature reading (within
an error of 1°C) of the sensors. (Aggregate

Query)

To answer these queries, two basic data storage strategies

exist:

e Centralized Storage (CS): Each sensor node reports
to the base station whenever a new reading is sampled.
Note that the report of sensor readings cannot make
use of the in-network aggregation technique. When the
base station receives a query, the result can be imme-
diately computed based on the stored up-to-date read-
ings.

e Local Storage (LS): The sensed data is stored on the
local node only. When the base station receives a
query, the query is sent to the node involved (for ID-
based queries) or flooded throughout the whole net-
work (for range, top-k, and aggregate queries). The
query result is then collected by the base station via
the routing infrastructure. For top-k and aggregate
queries, the result collection can take advantage of in-
network aggregation to save energy costs.

Both of these two strategies have some performance dis-
advantages. The CS strategy suffers from a high update cost
while the LS strategy incurs a high querying traffic. Further-
more, they do not take advantage of the error allowed in the
query answer to improve system performance. In the next
section, we propose a more efficient data storage strategy.

4 Two-Tier Data Storage
4.1 Overview

Taking advantage of users’ error tolerances, we propose
a generic two-tier data storage strategy to support process-
ing of various types of approximate queries (including ID-
based, range, top-k, and aggregate queries). The base sta-
tion serves as the first tier (referred to as centric storage)
that stores imprecise sensed data, while each sensor node
serves as the second tier (referred to as local storage) that
stores exact up-to-date data. Consider a sensor node 7. The
imprecision of the data stored at the base station is bounded
by a certain error represented by an approximation range,
i.e., a stored value v; with an approximation range of e;

means that the actual value must lie in the approximate in-
terval [l;, h;], where I; = v; — 5 and h; = v; + 5. Ateach
sampling instance, if the newly sensed value v} is within a
difference of % from the previously reported value v;, the
new value v; is kept at the sensor node locally, otherwise an
update message is sent to the base station to replace v; by v}
in the centric storage (this is called source-initiated update).
In this way, a lot of updating traffic can be saved. How-
ever, if the precision of stored data is insufficient to answer
a query issued to the base station, we will have to refresh
the data from the local storage (this is called query-initiated
refreshment), which incurs communication overhead.

The general query processing under the two-tier storage
takes three steps. First, the base station computes a tenta-
tive result based on stored imprecise data. Second, if the
tentative result is not sufficiently precise, the base station
refreshes the readings from a (selected) subset of the sen-
sor nodes. After refreshment, the approximation ranges of
those refreshed nodes are shrunk to zero. Note that the re-
freshed values remain up-to-date till the next sampling in-
stance, after which the approximation range returns to e;.
Finally, the base station re-evaluates the query based on re-
freshed data. In the following, we detail the query process-
ing techniques for different types of queries.

4.2 ID-based Query

An approximate ID-based query is interested in the read-
ing of a particular sensor node (e.g., Node 1), with a preci-
sion constraint of R. It is acceptable as long as the returned
value is within a deviation of R of the true reading.

Recall that the sensor reading kept at the base station
is in the form of [l;, h;]. If R > h; — [;, meaning the
stored data has a higher precision than the expected, it is
immediately returned to the user. Otherwise, the stored data
does not meet the precision requirement, we have to send a
refresh message to the desired sensor node to probe its latest
reading. By doing so, we shrink the approximation range to
zero (till the next sampling instance), thereby satisfying the
precision requirement of the query.

4.3 Range Query

In this type of queries, we are interested in the sensor
nodes whose readings are within a specified range [L, H].
With a precision constraint of R, we are required to find out
all sensor nodes whose readings are in [L + R, H — R] and
to exclude those whose readings are notin [L — R, H + R].
The nodes whose readings are within [L — R, L + R] or
[ — R, H + R] may or may not be returned.

By examining the approximate value [l;, h;] of each
node i, we divide the sensor nodes into three groups 7'+,
T, T", which respectively represent the nodes who can be

61



returned, the nodes who must not be returned, and the rest.
Anode i is categorized in TT if [; > L—Rand h; < H+R.
It is categorized in T~ it h; < L+ Rorl; > H— R. If
none of these conditions is satisfied, the node is categorized
in T7. The nodes in 77 must be refreshed because we are
not sure whether they should be included in the query result.

Take Q2 as an example, in which the query asks for the
nodes whose readings are greater than 100°C with a preci-
sion constraint of 5°C. Thus, as illustrated in Figure 2, for
the nodes that hold I; > 95, we throw them into 7'*, and for
the nodes who hold h; < 105, we throw them into 7. We
will refresh all the other nodes and combine the qualified
nodes with Tt as the final result.

95 100 105
@ L L
96 110

: returned
93 107

: need to refresh
91 104
———— " not returned

Figure 2. Processing Range Query

4.4 Top-k Query

In a top-k query, the user wants to get the k nodes with
the highest (or lowest) readings. Recall that the reading of
node 4 is approximated with an interval of [I;, h;]. Given a
precision constraint of R, an approximate top-k query re-
trieves the (ordered) set of sensor nodes 7 with the highest
readings:

T =< ny,Ng, -+, Nk >,

where Vi > j,hn, < lp, + R and VI # ni(i =
1,2,-- >k)ahl < min{lnulnza T 7lnk} + R.

The evaluation of an approximate top-k query is much
different from that of the previous two types of queries.
Given an ID-based query or range query, the set of to-
refresh nodes is uniquely determined. However, for a top-k
query, whether a node needs to refresh depends on the rela-
tive order of its reading against the other sensor nodes. We
divide the refreshing process into two steps: selecting to-
refresh nodes and processing refreshment.

When the base station receives a top-k query with a pre-
cision constraint of R, it sorts the sensor nodes based on
their current approximate readings. Without loss of gener-
ality, the nodes are sorted by the upper bounds of their ap-
proximate intervals. Suppose ni,ng, - - - , Ny is the tentative
top-k list. We will return this list immediately if no node in
the list has an overlap with any other node by greater than R
in the approximate interval. Otherwise, we need to refresh
some nodes to resolve the top-k order. To do so, we define
refreshing candidates (RC';) with respect to each node 7 in

the tentative top-k list as follows:

o0 ifVj, h; —1; <R,
! {i}yU{j|h; —1; > R} otherwise.

Note that the refreshing candidate sets with respect to
different nodes may overlap. Figure 3 shows an example
top-2 query among 4 nodes (with approximate intervals of
[5,8],[3,7], [2,6], and [1, 5], respectively). Assume the pre-
cision constraint R = 1. The RC; sets for nodes 1 and 2
are {1,2} and {2, 3,4}, respectively.

1 5 8 h,-l;=2>R RC,={1, 2}

‘7 h3— 12=3>R

. 3
2 hy— 1,=2>R

RC,= {2 3 4}

Figure 3. Finding out RC; in Top-k Query

A straightforward refreshment strategy is to refresh all
nodes in RC = Ule RC;. We call it full refresh-
ment. However, this might not be necessary because the
refreshments of some nodes may eliminate the need to re-
fresh other nodes. Consider the early example. RC =
{1,2,3,4}. Suppose we choose to refresh node 2 first, and
assume that the current reading of node 2 is 5.5. After re-
freshment, the approximation interval [3, 7] of node 2 is re-
placed by its exact reading of 5.5. Hence, RC and RC) are
updated with empty sets. Thus, we can assert that the top-2
list is (1,2) without refreshing nodes 1, 3, and 4 anymore.

This fact suggests that we can refresh in rounds. In each
round, we choose a subset of RC' to refresh. When we get
the refreshed reading(s), we update the RC); set for each
node i in the tentative top-k list. This process is repeated un-
til all the RC; sets become empty. We propose two round-
based refreshment strategies:

e Batch: Starting from the top-1 node, we refresh the

RC; set of one top-k node in each round.

e Sequential: We refresh one node per round. In each
round, we select to refresh the node that appears in
most RC; sets. We expect that refreshing such a node
is most helpful in resolving the order confusion.

4.5 Aggregate Query

There are five types of standard aggregate queries: SUM,
MAX, MIN, COUNT, AVG. The MAX and MIN queries
can be viewed as top-1 queries. The COUNT query returns
the cardinality of the sensor nodes and can always be com-
puted exactly. The AVG and SUM queries differ by only a
constant which is the number of sensor nodes. Therefore,
we shall focus our discussion on the SUM query here.
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If the reading of each sensor node ¢ maintained at the
base station has an approximation range e;, the SUM ag-
gregation can be computed with an approximation range
E = """ | e;, where n is the number of sensor nodes in
the network.

If the query precision constraint R is greater than E, the
result is returned by the base station without refreshing the
reading of any sensor node. Otherwise, if I is smaller than
FE, some sensor readings have to be refreshed to refine the
query result. Let T' be the to-refresh node set. Since re-
freshing the reading of a sensor node reduces its approxi-
mation range to zero, to meet the precision requirement of
the query, T' must satisfy

> ei>E-R (1)
i€T

The refreshment can make use of in-network aggrega-
tion to improve energy efficiency. Specifically, on receiv-
ing up-to-date readings from more than one children, an in-
termediate node aggregates the readings before forwarding
them upstream. For SUM aggregation, the partial aggre-
gate result is simply the sum of the readings received. In-
network aggregation cuts down the volume of data sent over
the upper-level links in the routing tree.

We define the subtree rooted at each child of the base sta-
tion as a region. Since these children relay packets between
the base station and the other nodes in their respective re-
gions, they consume much more energy than the others. We
therefore call these nodes the hot-spot nodes. In order to
prolong the network lifetime, we should conserve the en-
ergy at these hot-spot nodes. This implies the following
design philosophy of refreshing:

e We should distribute the to-refresh nodes in as few re-
gions as possible. This is because due to in-network
aggregation, the volume of data sent by a hot-spot node
to the base station is independent of the number of sen-
sor nodes refreshed in the corresponding region. To
save the energy consumption at hot-spot nodes, it is
desirable to reduce the number of regions involved in
the refreshment.

e When selecting regions for refreshment, we favor
those with more residual energy.

e When the number of to-refresh sensor nodes is smaller
than that in one region, we should choose the nodes
that lie closer to the base station. This helps reduce the
number of sensor nodes involved in relaying the up-to-
date readings and thus the network-wide total energy
consumption.

We propose to construct the to-refresh node set as fol-
lows. Starting from an empty to-refresh node set, we con-
tinue to insert nodes into the set until the total approxima-
tion range of the nodes in the set adds up to £ — R. In this

process, the regions are sequentially examined. For each
region, all nodes in the region are inserted to the to-refresh
node set if the insertion does not make the total approxima-
tion range greater than & — R. Otherwise, only a subset
of the nodes in the region are inserted to increase the total
approximation range of the to-refresh node set to £ — R.
The subset of nodes are selected in increasing order of their
distances to the base station. We propose two examination
orders of the regions:

e Max-Size: Our first strategy favors large regions to
minimize the number of regions involved in the re-
freshment, i.e., the regions are examined in decreasing
order of their sizes.

e Max-Energy: The second strategy favors the regions
with more residual energy to balance the energy con-
sumption among regions. That is, we examine the re-
gions in descending order of the residual energy of
their hot-spot nodes. Note that since the hot-spot nodes
are located near the base station, it is practically easy
to maintain the residual energy of these nodes (e.g.,
by piggybacking the energy information on the refresh
messages).

5 Performance Evaluation
5.1 Simulation Setup

We have developed a simulator based on ns-2 (version
2.26) [11] and NRL’s sensor network extension [12] to eval-
uate the proposed two-tier storage strategy. The simulator
includes the detailed models of the MAC and physical lay-
ers for wireless sensor networks. The sensor nodes can op-
erate in one of three modes: sending message, receiving
message, and sleeping. These modes differ in energy con-
sumption. The energy consumption for sending a message
is determined by a cost function: s - (o + (8 - d%), where s
is the message size, « is a distance-independent term, [ is
the coefficient for a distance-dependent term, q is the com-
ponent for the distance-dependent term, and d is the dis-
tance of message transmission. We set a=50 nJ/b, 3=100
pJ/b/m?, and ¢=2 in the simulation. The energy consump-
tion for receiving a message is given by s - v, where 7 is set
at 50 nJ/b. The power consumption in sleeping mode is set
at 0.016 mW. For simplicity, the energy overhead of mode
switching is ignored. We set the size of a data update mes-
sage at 8 bytes, and the size of a refresh message at 4 bytes.
The initial energy budget at each sensor node was set at 0.1
Joule.

We simulated a multi-hop network of 120 sensor nodes
(see Figure 4 for the layout). The sensor readings were sim-
ulated using real traces provided by the Live from Earth
and Mars (LEM) project [24] of University of Washing-
ton. We used the temperature and humidity traces logged

63



gk | Ny
QTN b Lo

oﬁoﬁoﬁoﬁo&iéoeo&o&o%o
oﬁoﬁoﬁoﬁi f sguon ~—O0<—0=—0
Ziiﬁiiiiiii

AL N
LTI

Figure 4. Network Layout

by the station at the University of Washington from Aug.
2004 to Aug. 2005 in our experiments. Each trance con-
sists of more than 500,000 readings captured at a sampling
interval of one minute. We extracted many different sub-
traces starting at randomly selected timepoints. Each sub-
trace contained 20,000 readings. The subtraces were used
to simulate the physical phenomena in the immediate sur-
roundings of different sensor nodes. In the simulation, the
interval between two successive readings was assumed to
be one time unit. The following two metrics are used in the
performance comparison:

e Network Lifetime: As in the previous work [20, 23],
the network lifetime is defined as the time duration be-
fore the first sensor node runs out of power. It serves
as the primary metric in the performance evaluation.

e Average Energy Consumption: It is defined as the
total amount of energy consumed in the network aver-
aged for all sensor nodes.

In what follows, we first evaluate the query process-
ing heuristics developed for top-k queries and aggregate
queries. We then compare the performance of the proposed
two-tier storage strategy against the basic centralized stor-
age and local storage schemes with mixed types of queries.

5.2 Refreshment Strategies for Top-% Queries

In this section, we evaluate the performance of the three
node refreshment strategies (proposed in Section 4.4) for
top-k queries. We set k at 5 and the query precision con-
straint of each query at a value randomly selected from an
interval of [0,1]. The temperature trace was used in this set
of experiments. Figure 5 plots the network lifetime under
different approximation range settings. When the approxi-
mation range is smaller than 0.5 (i.e., the stored data at the
base station is relatively precise), the refreshment strategies
have a similar performance since refreshments are rarely
needed. With increasing the approximation range, the three
strategies achieve different network lifetimes. The batch
and sequential strategies are much better than (sometimes

double the lifetime of) the full refreshment. By maximizing
the utility of each refreshment, the sequential refreshment
shows the best performance in all cases tested. It is also
interesting to observe that the performance curve of each
strategy forms a ‘")’ shape. The network lifetime short-
ens when the approximation range is set too small (due to a
large amount of source-initiated updates) or too large (due
to a large amount of query-initiated refreshments). This
suggests there exists an optimal setting of approximation
range. We leave the study of optimization of the approxi-
mation range as an important future work.
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Figure 5. Performance for Top-k Queries

5.3 Node Selection for Aggregate Queries
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Figure 6. Performance for Aggregate Queries

In this section, we evaluate the schemes for selection of
to-refresh nodes in processing aggregate queries. In addi-
tion to the Max-Size and Max-Energy schemes proposed
in Section 4.5, we also include a Random selection scheme
for comparison. The Random scheme randomly selects the
to-refresh nodes, which serves as a baseline scheme. We
tested AVG aggregate queries using the temperature trace
with precision constraints uniformly distributed in the range

f [0, 1]. Figure 6 shows the result under different ap-
proximation range settings. As observed in the last subsec-
tion, when the approximation range is small, all the three
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schemes show a similar performance. Their performance
differences are obvious with an approximation range larger
than 0.5. Clearly, the Max-Energy scheme beats the other
two schemes by more than 25%. Max-Energy performs bet-
ter than Max-Size, which implies that it is more important to
balance the energy consumption of each region rather than
the overall network traffic.

5.4 Performance Evaluation of Two-Tier Storage
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Figure 7. Lifetime vs Approximation Range

In this section, we evaluate our proposed two-tier storage
(TS) against the basic centralized storage (CS) and local
storage (LS) strategies under a mixed-type query environ-
ment. We simulated four types of queries, i.e., ID-based,
range, top-10, and AVG queries. We set the query rate at
one per time unit by default. At each querying instance, a
query type is randomly selected among the four types and
a precision constraint is set to a random value in the range
of [0, 1]. We evaluate two versions of TS strategy: 7S-O in
which the best node selection and refreshment schemes (i.e.,
Sequential and Max-Energy) for top-k and AVG queries are
used, and 7S-N in which the basic node selection and re-
freshment schemes (i.e., Full and Random) are used. As
shown in Figures 7a and 7b, both TS-O and TS-N substan-
tially outperform CS and LS. In particular, TS-O improves
the lifetime against CS by an order of magnitude and against

LS by several times. For a similar reason explained in Sec-
tion 5.2, the network life increases first and drops next as
the approximation range increases.

Figure 8 shows the average energy consumption for each
of the storage strategies under comparison. It is interesting
to observe that the improvement of TS-O over CS, LS, TS-
N in terms of energy consumption is not as high as that
in terms of network lifetime. This suggests that the node
selection and refreshment schemes in TS-O are particularly
optimized for the metric of network lifetime.
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Figure 8. Energy vs Approximation Range
(Temperature)

We also evaluate the proposed two-tier storage with dif-
ferent query patterns. Figure 9 shows the result by vary-
ing the query rate. The approximation range was set at 1.
Again, TS-O and TS-N perform much better than CS and
LS. As expected, all the storage strategies except CS dete-
riorate with increasing query rate. When the query rate is
increased from 0.25 to 2, compared to LS, the performance
downgrade of TS-O and TS-N is a bit smaller (i.e., 56%
and 58% vs 66%). Figure 10 plots the result with different
settings of query precision constraints. While CS and LS re-
main constant in performance as the precision constraint is
relaxed, TS-O and TS-N can take advantage of the relaxed
precision requirement to further improve network lifetime
significantly.

10000 T T ' T
r CcS ——
LS -~
2 I TSN x|
E 500 o 180 e
> *
£ 6000 - “ |
2 4000 - * .
!
5 3
E —
3 2000 e |
. e
| i } S
0 ! 1 | 1
0.25 067 1 ?

Query Rate (per Time Unit)

Figure 9. Lifetime vs Query Rate (Tempera-
ture)
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6 Conclusion

This paper has proposed a two-tier data storage strategy
in support of precision-constrained approximate queries in
wireless sensor networks. By storing high-precision data
at the sensor nodes while maintaining low-precision du-
plicates at the base station, the proposed strategy attempts
to balances the energy consumption between data updating
and querying. We have developed the query processing and
node refreshment strategies for various types of approxi-
mate queries under the two-tier storage. Extensive exper-
iments have been conducted to evaluate the performance of
the proposed two-tier storage strategy using real trace data.
The results show that the two-tier storage strategy soundly
outperforms the basic centralized storage and local storage
schemes.

As for future work, we are going to investigate the opti-
mal setting of approximation range for the two-tier storage.
This paper did not consider the query predicates; we plan
to extend the work to the queries with predicates. We also
plan to build a small-scale testbed using Motes to measure
the performance of different storage strategies.
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Abstract submitted by mobile clients and the data collected by sen-
sors embedded in the physical world is crucial to the high
This paper presents a performance study on various performance of the systems. Current transaction process-
broadcast algorithms in a Real-Time Information Dispatch ing systems, which are not time-cognizant, are poor in sup-
System. The objective of the study is to design effi-porting timeliness requirement and temporal consistency of
cient broadcast program scheduling algorithm for provid- real-time data. This paper develops a transaction algorithm
ing fresh data in timely manner for applications connecting for providing fresh data in timely manner for applications
to sensor networks. We propose and perform a series ofconnecting to sensor networks.
simulation experiments. Simulation results show that our  The rest of the paper is organized as follows. In Sec-
proposed broadcast algorithm can further reduce the prob- tion 2, we present the related work and in Section 3, we
ability of mobile read only transactions missing deadlines discuss about the system model. We describe a humber of
in broadcast environments. scheduling algorithms and propose our algorithm in Sec-
tion 4. In Section 5, we discuss the simulation setup, the
experiments and present the results of the performance eval-
1 Introduction uation. Finally, in Section 6, we summarize our research
findings and discuss some possible future work.

The demand for real-time information in many emerg-
ing applications fueled by the Internet, mobile networks 2 Related Work
and sensor networks has been increasing. In real-time com-
puting, transaction correctness includes using data that is In recent years, many efficient data dissemination meth-
timing-consistent in addition to the timing constraints im- ods have proposed particularly for read-only transactions
posed to a transaction. Examples are monitoring and track{2, 5, 6, 13, 14, 15, 17]. Many of them are based on data
ing systems with data feed from sensor networks. In thesebroadcast or on-demand transmission. However, most of
applications, data may change continuously to reflect thethe previous studies are not for time-constrained mobile
real world state such as current location or stock prices andcomputing systems and they aim to improve the response
queries for such real-time data have to be responded in &ime instead of meeting the deadline requirements.
short and predictable time limit. Also these applications  In [4], a system called PSoup is developed for applica-
are connected to sensor networks via a wireless frameworktions with streaming data in environments such as sensor
the timing-consistency between the device readings and thenetworks. The system supports queries that require access
current values manipulated by transactions is of equivalentto both data that arrive prior to an dafter the query by con-
importance to the serializability. In these applications, the tinuously materializing and maintaining the results of the
requirement for the timely interaction between transactions query in a Results Structure. A user interacts with PSoup
*The work is supported in part by the RGC Earmarked Research Grant by initially registering a query SpeCIf!Catlon with the system
from the HKSAR Government under the grant number: RGC HkBU Such that the user may repeatedly invoke the results of the
2174/03E query at later times. In this current implementation, PSoup
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data item is also associated with a timestamhp,.cstamp,
recording its time of creation, and a timing intervd,,;, for

its data validity. The system has to guarantee the freshness
of the data when being read and the timeliness of the data
so that the temporal database within the system is reflecting
the situation of the real world. Since update transactions
can be a periodic task or an aperiodic task updating a set of
sensor data items.

Update
Transactions

Transaction
Scheduler

Scheduling Ploic!
Wired Client ¢ o v
Transactions d
Broadcast
Manager

Temporal
Database

(Sensor Data &
Derived Data)

Mobile Client
Transactions

3.2 Wired Client Transactions

Figure 1. Overall System Architecture . . .
9 y Wired Transactions are actually background transactions

with mixed real-time tasks. These transactions can be a
allows the user only to retrieve data corresponding to thereal-time tasks, can either be periodic or a periodic, read-
current window and there is no transaction semantics. ing sensor data and producing derived data in the temporal

A broadcast scheduling facility, namely broadcast disk databases, or it can be non-real-time tasks operating on both
[1], for non-uniform access to data was proposed. Data aresets of data in the system and provide a background work-
interleaved into a stream for dissemination on the broad-load for the system.
cast channel based on their data access frequencies. Various
ways qf com'bini.ng broadcast and on-demanq ghannels forg 3 Mobile Client Transactions
data dissemination were proposed [3, 8]. Air indexes for
improving the tune-in time for mobile users have been stud-
iedin [9]. Lee etal. addressed general queries over wireless  For the Mobile Client Transactions, these are Read-Only
channels with a semantic-based broadcast approach [10]transactions that read either one or both sets of sensor data
The described here, however, focuses on data access reagnd derived data from the temporal database.
only requests form mobile clients.

3.4 Transaction Scheduler
3 System Model

With three kind of transactions in our system, the trans-

Figure 1 shows the overall architecture for a typical action scheduler is used to pick the right task to execute.
dicated in the figure, we have identified three types of trans-nan that of wired client transaction. Among update transac-
actions operation on the system, which by itself consists tions, they are scheduled in First-Come-First-Server (FCFS)

of three major components, namely the Transaction Schedmanner. Among wired client transaction, they are scheduled
uler, the Broadcast Manager and the Temporal Databasejn Egrliest-Deadline-First (EDF) manner.

While the Transaction Scheduler will enforce our proposed

scheduling policy for the update transactions. The Tempo-

ral Database is partitioned in tow two sections to hold sensor3-5  Témporal Database

data and derived data. The communication between the mo-

bile client and the system is by means of a relatively slow  The data objects in the Temporal Database are divided
communication link through the Broadcast Manager. Since into non-temporal data objects and temporal data objects.
we we dealing with Read-only transactions for the mobile Each of them is associated with a write timestamp (WTS),

client, there is no upload link from the mobile client to the which is the last update time of the data object. Temporal

system. data objects are only updated by periodic update transac-
_ tions. That means that other wired client transactions will
3.1 Update Transactions not update the values of these temporal data objects. All

temporal data objects are updated periodically at the same
By Update Transactions, we meant continuous streamsrate asynchronously. A version number or an expiration
of data arriving at the system from the sensor network. time is associated with each temporal data objet for the ver-
These are write-only transactions that keep on updating thesioning and the time validity interval protocols respectively.
sensor data in the temporal database. A sensor data itenversion number denotes tligh version of the temporal data
composes of a valuel,,.;..., to reflect its current state, the object.
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Because of the relatively slow link between the mobile
client and the system, mobile client has to rely on the broad-
cast manager to complete the transaction in time. In each

broadcast cycle, the broadcast manager broadcasts the vakccessively. older versions of an item are placed right af-

ues of all data objects and the control information in the tor with the current values of that item. One By One works

form of a single flat broadcast disk structure [1, 7]. well when each transaction may access any version of an
item with equal probability.

Figure 4. Candyfloss Il

4 Scheduling Algorithms

Candyfloss
In the following sections, we will present each of the
algorithms we have explored. With this approach, old versions of each item are broad-
casted separately interleave with all current values of each
4.1 Pure BCC-TI items. For instance, say in Figure 3 we have a broadcast

organization for keeping 2 old version. The first chunk to
be broadcast is the all current values of each item then fol-
plowed by the first old versions of each item. After that is
all current values of each item again. Then the second old
versions of each item. At the end will be the current val-
ues of each item. Old versions of each item and all current
values of each items are interleave with each other. This
_ approach is adaptive. The broadcast frequency of old ver-
In the clustering approach [16], all current values of oo ¢an he various. Old versions can be broadcast more

_each items are broadcast first and older versions of eacr}requency when there are many long-running transactions
items are broadcast at the end of each broadcast cycle. Cong, a55 \when transactions need current values. Figure 4

seqL_lentIy, Iong-runnmg r_ead—only transactlor)s that read OIdshows yet another example. Old versions of each item are
versions are penalized since they have to wait for the end Ofbroadcast 2 times more than that in Figure 3

the broadcast to read such versions.

No old version will be broadcasted by Pure BCC-TI
[11]. In each broadcast cycle only the current values of eac
items will be broadcasted.

4.2 Clustering

4.3 Old Versions on New Disk 5 Performance Evaluation

We have constructed and conducted a series of simu-
¢ lation experiments to look into the performance of each
scheduling algorithm on our broadcasting system. In the

With the new disk approach [16], a new disk is cre-
ated to hold any old versions. The relative frequency o
the disks with the current versions is maintained by simply

multiplying their frequency by a positive numberso that following sections, we will discuss about the simulation
the slow disk that carries the old versionsiirtimes slower ~ Setup, the workload being used, performance metrics, and

than the disks with the current versions. The new disk ap- finally present our research findings in these experiments.
proach is easily adaptive. Old versions can be placed on ) ) ]
faster disks when there are many long-running transactions®-1 ~ Simulation Experiments

and on slower disks when most transactions need current
values. 5.1.1 Setup

We have written a simulator using CSIM to simulate the
mobile transactions and the data dissemination and all the
simulation experiments were executed on the Windows XP

Following the one by one approach, one way to struc- pjatform with an Intel 2.4GHz CPU. As indicated by Fig-
ture the broadca.st iS to broadcast a” VeI‘SionS Of eaCh itenhre 1’ the Simulation mode| Consists Of a server, a number

4.4 One By One
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of mobile clients and a broadcast manager. In the whole sys-_ltems Values

. .1, Mobile clients
tem, there are three types of transactions. They are mobile Transaction length (number of read operations) 8

transactions submitted by the mobile clients, wired client  \ean inter-operation delay 65,536 bit-times
transactions processed at the server, and update transactions (exponentially distributed)
for installing the latest values of the temporal objects in the Mean inter-operation delay ( 131'07f_ bl'lt'th“tfs_b et
. . exponentially aistripute:
databgse at' the server. .Moblle tr.ansactlons are read qnly Slack factor 2 0-6.0
and wired client transactions consist of both read and write (uniformly distributed)
operations. For data objects accessed by mobile and server Concurrency control protocol _ BCC-TI
transactions, 40% are temporal data objects and 60% are Probability of accessing a temporal object 0.4
. . . Number of Clients 10

non-temporal data objects. Each data object in a class hasgg 5,
an equal chance of being accessed by an operation. EachTransaction length (number of operations) 8
temporal data object is updated asynchronously at a fixed Transaction arrival rate 1 per 100K bit-times
interval by an update transaction CPU service time 0.983 K bit-times (15 ms)

) Disk service tiem 1.638 K bit-times (25ms)

Transgctmns are generated at the transactmn generator popapiiity of accessing temporal data objects 0.4
and are lined up in the CPU queue according to the schedul- probability of writing non-temporal data objects 0.8

ing discipline. When the CPU is available, the transaction at Total number of data objects in database 300
the front of the CPU queue will be submitted to the CPU for  Number of temporal objects in database 30

. . . . Size of data object (including object ID) 8 K bits
processing. To read a data object, transactions ne(_ad to Ilne Timestamp size 8 bits
up in the disk queue for data access. The transactions will Concurrency control protocol OCC-FV
repeat these steps until all operations are processed. During Priority scheduling Higher Priority First
each operation, transactions will check if they have missed—Period of temporal objects 5,000 K bit-times

the transaction deadlines. For versioning and time valid-
ity interval, temporal data consistency will be checked as
well. Of a transaction can commit, it will line up in the
disk queue again for installing the pre-written values into
the database. All active transactions will be checked to see
if they have accessed the data objects written by the validat{(disk service time + CPU service time) x transaction length.
ing transaction. Those active transactions that have read thghe transaction length is the number of operations in a
data objects need to be restarted. transaction.

The ROTSs generated by mobile clients read data objects  There are two priority levels for transaction scheduling

from the broadcast disks. In each operation, they will listen 4 the server. Update transaction are assigned with a higher
and wait for the requested data objects to be broadcastedy qrity |evel than that of wired client transactions. Among
When the data object are read, they will adjust their lower |, qa1e transactions, they are scheduled in First-Come-First-
bound of timestamp intervals to reflect their position in the g e (FCFS) manner. Among wired client transactions

_ser_ialization Qrder. \ersion n_umbers and the er_1d Qf valid- they are scheduled in Earliest-Deadline-First (EDF) man-
ity intervals will be recorded in the case of versioning and o,

time validity interval respectively. Of control information is
listened, they will adjust their upper bound of timestamp in-
tervals as well. Ages of temporal data objects read by ROTs
will be checked in the case of versioning.In each operation,
transaction deadline is checked. Data deadline is checke
too in the case of time validity interval. If the ROTs can

complete the last operation without missing the transaction i . .
deadﬁine they can (F:)ommit autonomously. 9 broadcast disk with the data. Each broadcast disk con-

Transactions are processed until either they are commit-t&ins the control information followed by the broadcast of

ted or the transaction deadline is missed. The deadline 0fall the data objects in the database. The control information

a transaction(T') arrived ata(T') with predicted execution consists of the timestamps and write sets of the committed
time p(T) is assigned by following formula wired client transactions and update transactions during the

last broadcast cycle. Version numbers of temporal data ob-
d(T) = a(T) + slack factorzp(T) jects are contained as well. The broadcast of all the data
objects contains the values and the write timestamps of the
wherep(T") for mobile transactions = broadcast cycle time data objects. The current version numbers and the ends of
X transaction length + client inter-operation delay x (trans- time validity interval are broadcasted along with the tempo-
action length -1), ang(T") for wired client transactions = ral data objects.

Table 1. A Summary on the Workload used in
our study

The time unit is in K bit-times, the time to transmit 1 K
bits in broadcast environments. For a broadcast bandwidth
of 64Kbps. 1 M bit-times is equivalent to approximately

5s and the mean inter-operation delay and the mean inter-
ransaction delay are 1s and 2 s respectively.

At the stat of each broadcast cycle, the server fills the
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5.1.2 Workload being used

In order to test our algorithm rigorously, Table 1
shows a summary on the data we used to test our algo-
rithms throughout the simulation experiments. Except ex-
plicit statement, we examined the execution of the various
scheduling algorithms using the default parameters.

0.9

0.8
5.2 Performance Metrics 07

0.6

In this study, we concern about the real-time perfor-

mance on broadcast strategies. Since each mobile read onl
transaction has its own deadline to meet, the number of mo- = 04
bile read only transaction that can finish on time naturally 03
becomes one of the performance indicator. Hence, in our
simulation experiments, performance are measured by the
followings: o

k 0.5

aﬁm! Rate

Ci

! !

Pure BCC-TI —+—
Clustering ——
NewDisk(2) —x—
NewDisk(3) —&—
NewDisk(4) —a—
NewDisk(5) —e— |
OneByOne —e—
Cfxndyﬂuss —

Commit Rate Commit Rate indicates how many transac-
tion can be committed before their deadlines expired.

Hence, Figure 5.

. c ;
Commit Rate= N mit Rate

¢ = Number of Transaction Finished in Time

where{ N = Total Number of Transaction in the System

Restart Rate Restart Rate indicates the average number of
restarts before a transaction leaves the system. Hence,

r
Restart Rate- N

100 150
Transaction Arrival Mean (K bit-times)

200 250

Transaction arrival mean vs. Com-

r = Number of Transaction Restarted 2

where{ N = Total Number of Transaction in the System

25

5.3 Simulation Results

20

5.3.1 Effect of Different Transaction Arrival Mean

15

We will first look at the effect of different transaction ar-
rival mean. In Figure 5, we varied the transaction arrival

Restart Rate

mean form 30 K bit-times to 250 K bit-times, the commit 10
rate of for different algorithms is shown. We fixed the trans-
action length for each read-only transaction at 8. All algo- sh

rithms show the trend that when transaction arrival mean
is low, the commit rate is low, and when we increase the 0

M

T
Pure BCC-TI —+—
Clustering —=—
NewDisk(2) —x—
NewDisk(3) —&—
NewDisk(4) —=—
NewDisk(5) —e—
OneByOne —e—
Candyfloss —a—

transaction arrival mean, all algorithms show an increase in
commit rate.

50

100 150
Transaction Arrival Mean (K bit-times)

200 250

Our proposed Candyfloss perform the best in terms of  Figure 6. Transaction arrival mean vs. Restart

commit rate. The Clustering algorithm does not performas  Rate

well especially when the transaction arrival mean is really
low (i.e., at 30 K bit-times).

Commit rate is one of the performance measures of our
concern. When we look at the restart rate, a clear picture
picture can be drawn. Figure 6 shows the restart rate at
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various transaction arrival mean with different algorithms.

To read more number of data objects, a mobile transaction
may span a larger number of broadcast cycles. As a result,
it is more likely for it to miss the deadline and more dif-
ficult for it to meet the deadline after restart. In addition,
the prolonged execution time also increases the chances of
having data conflicts with server transactions because more
server transactions will be executed concurrently with the
mobile transaction. The performance of Clustering is the
worst because mobile read-only transaction have to wait for
the end of the broadcast to locate old versions, thus their
span increases as does their probability of missing transac-
tion deadline. Our proposed Candyfloss out performs all
other algorithms. In particular, with transaction length of
18.

Figure 8 shows the restart rate of all algorithm. It show
that our proposed algorithm - Candyfloss perform the best.
Pure BCC-Tl is still performing badly.

6 Summary & Future Work

In this paper, we presented a performance study on var-
ious broadcast algorithms to support Temporal Consistency
of Sensor Data for Transaction Processing Applications in
Broadcast Environments. The objective of the study is to
develop a transaction algorithm for providing fresh data in
timely manner for applications connecting to sensor net-
works. We have performed a series of simulation experi-
ments. Simulation results show that our proposed broadcast
algorithm not only succeeds in providing on-time commit
of mobile read-only transaction but also reduce the restart
rate of mobile read-only transaction.

As for future work, we will take a closer look on data
freshness, transaction deadline and postponement of getting
item from broadcast cycle. All these could be affected by
different broadcast algorithms.
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Abstract constructed by drawing a certain number of examples uni-
formly (with replacement) from the original training set.
The ensemble of base learners such as classifiers or redn boosting, the typical Adaboost algorithm starts from a
gressors has shown performance benefits in many reportedset of weights over the original training set, and constructs
work. However, methods for selecting and combining mul- new training sets throughoosting by samplingr boost-
tiple base learners are often heuristic in nature and do not ing by weighting In boosting by samplingt constructs a
have a well-defined objective function. We propose a set ofnew training set by drawing examples (with replacement)
linear prediction approaches and optimize this combination from the original training set with probability proportional
task with regularized objective functions. Specifically, for to their weights. Inboosting by weightingthe entire orig-
regression, we suggest a novel regularized form consideringinal training set and the weights are input into the base al-
both margin maximization and square loss minimization, gorithms which can accept a weighted training set directly.
with a close-form solution obtainable; for classification, we The weights in Adaboost are then adjusted after the training
borrow the setup in typical one-norm and two-norm SVMs, of a base learner is completed, in the manner of increasing
trying to regulate both the hinge loss of outputting labels the weights of misclassified examples, and decreasing those
and the classifying margin. These regularized setups for of the correctly classified examples.
ensemble learning can further guide the selection of base  To construct a good ensemble, much effort has been fo-
learners. Improved performances over bagging and other cused on the diversity and accuracy of the underlying base
selective ensemble methods can be achieved. learners [19]. For bagging, it is revealed that unstable base
learners sensitive to the sampled training sets is usually
needed to achieve diversity. For boosting, it doesn’t require
1 Introduction the unstable condition for base classifiers because it can re-
alize diversified base learners through re-weighting training
Ensemble is a useful technique where the outputs of asets. Some other approaches many aiming at further diver-
set of base learners are combined to form a unified predic-Sifying base learners are available, by inducing randomness
tion [26], e.g. neural network ensemble [13], and the ran- into the base learning algorithm [5], or manipulating the in-
dom forest of decision trees [34]. Taken classification tasks Put attributes [16], and the model outputs [4].
as examples, a typical ensemble learning is to construct a Not like the diversity and accuracy issues, the issue
collection of individual classifiers, then obtain the class pre- of how to combine base learners in an ensemble has not
diction by voting the outputs of the individual classifiers in aroused enough attention. Ensemble learning typically
the ensemble. Many researchers have demonstrated that emdopts weighted or unweighted voting for prediction com-
sembles generally outperform the best single classifier inbination [1, 28]. In the unweighted majority (plurality) vot-
the ensemble [25]. Typical applications of ensembles in- ing for classification, the class with the most votes from
cludes face recognition [11], hand written word recogni- all base classifiers is regarded as the prediction by the en-
tion [10], medical diagnosis [36],etc. semble. In weighted voting which is more typical in re-
Bagging (bootstrap aggregation) [2] and boosting (e.g. gressor ensemble, base learners have different weights as-
Adaboost [7, 8]) are two major techniques for constructing sociated with, their outputs are then weighted and linearly
ensembles [24, 5]. Both techniques are thought to genercombined. In this fashion, Adaboost comes up with a set
ate different base learners by training on different subsetsof weights for combination at the end of training all base
of training samples [5]. In bagging, each training set is learners, but these weights have been shown to overfit the
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final model [14]. in a prediction matrixG with the size ofn x N, while

For the combination of base learners in an ensemble,G;; = g;(x;), the output fori-th example by thg-th base
the stacked generalization [32] is a very general frame-learner.
work to follow. It is to learn an upper-level meta-classifier From the perspective of voting for or linearly combining
based on the predictions of all base classifiers. A recentthe outputs of base classifiers, liking bagging or boosting,
study [25] shows stacking enabled by multi-response modelthe following form is implied or approximated,
trees performs better than selecting the best single classifier
in the ensemble. The stacked generalization is even drawn [:GB—-Y, (1)
a relationship with meta-learning, which is about "learning ) L ) o
to learn” [30]. It is an ensemble schema allowing easy Wheres € RYis a weighting vector. In bagging, majority
combination of heterogenous base learners, which enable¥0te in binary cllaSS|f|caF|on Or averaging In regression are
base learners to be trained by several different learning al-0 €t all 3; =  ( thesign() function is further used for

gorithms, rather than a single learning algorithm typically classification). Note the bagging approach does not have
used in bagging and boosting. a clear objective function to quantify the goodness of@he

Other than the issue of learning how to combine base but a set of homogenous constants. In Adaboost the weights
learners, choosing which set of base learners for the com/3 10 base learners are obtained through the updating of the
bination is also important. Each base learner in an ensemWeights to training examples, that is, the weightare in-
ble usually is not tuned to be optimal. On the other hand, d|r_egtly learned from the process of updating the weights to
some base learners in the ensemble might be redundanfr@ining examples. Adaboost has been understood to greed-
due to the large overlapping of training sets used by base'iy minimize the expon.entlal loss in terms of qlassmcqtlpn
learners, or the difficulty in achieving diversity of some sta- ©F regression error, which however may result in over-fitting
ble base learning algorithms. It is thus helpful to consider Problems [14]. Hereby we think a remedial way for both is
the selective combination of base learners. Along this di- 0 formulate the learning of the into optimizing an objec-
rection, some approaches can be found, which deal withtive function W|th_a g(_)od cont_rol mechamsm on over-fitting,
adding base learners dynamically [18], learning the opti- and solve the objective function in a systematic manner.
mal combination of neural networks [29] or doing selective ) o
ensemble [35]. The selective ensemble [35] has some com2.2  The Regularized Combination of Base Regres-
mon points with stacked generalization, by learning a set sors
of weights through genetic algorithms upon the outputs of
base learners. It has been reported with better performance Following the form in Eg. 1, as well as those in GASEN,
than typical bagging and boosting approaches by properlyAdaboost and Least Square SVM [27], we adopt the linear
selecting the controlling parameters. combination of base regressors, with the weight sum nor-

This paper focuses on the issue of how to select andmalized to one, that is,
combine base learners, through learning regularized opti- N
mal combination of base learners and conducting selection _
based on the learned weights. In section two, the regular- y(xi) = Zﬁjgj(xi)
ized objective formulation for base learner combination of =t
regression and classification will be presented, followed by with respect to
the the discussion of selecting base learners and the im- N
plementation. In section three, comparisons are provided Zﬁj =1.
among our approaches and the genetic algorithm-based en- j=1

semble (GASEN) [35] and bagging . At the end, there will - \ye fyrther adopt the following square loss same as the

be the discussion of limitation and open problems. one in GASEN. As a remark, other loss functions, like the
epsilon-insensitive loss in typical support vector regression,
2 Formulation and Solution are also feasible and under our current investigation.
N
2.1 Base Learner Combination
&= (y(xi) — Zﬁjgj(xi))z
Jj=1

Given a set ofn examplesX = {x;}?; to be classi-
fied into the positive/negative class, or regressed into real Instead of solely minimizing the total loss as in GASEN,
values, that is, in both cases, into a target output vec-or the exponential transformation as in Adaboost, we sug-
tor Y = {y;}_,, an ensemble ofV base learners can gest an additional measure of margin to maximize, which
give N predictions to each example. This actually results is proportional to the reciprocal (#||ﬁ||2. Balanced by a
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user-searched constafit these two terms can be written
into an integrated form,

min{S > 6+ L1812, @
i=1

Since the total loss of over alln examples is

> &=
i=1

where K;;, is defined to be the overall correlation between
the errors of thej—th andk—th base regressors [35] for
predicting all examples, which is described by the following
formula,

N
> BiKikbr,

J,k=1

n

=3 (g5(x0) — y(xa))(gr () — y(x2)-

i=1

Ky,

A close form solution to Eq. 2 can be obtained, as shown in

the appendix A.

2.3 The Regularized Combination of Base Classi-
fiers

In the same way of regressor combination, for classifica-

tion it is not a good choice to solely minimize the empirical

prediction error when combining base classifiers. If adopt-
ing the linear combination of base classifiers, the criteria of
maximizing the margin associated with the linear classify-

They have the property of forcing some entriesdofo be
zero, which implies that by solving them, the way of com-
bining learners and the selection of learners can be simul-
taneously fulfilled with. In our experiment, we also tested
the 1-norm SVM formulation, which can be solved through
linear programming, as remarked in Appendix B.

In data analysis, the multiclass tasks by SVM-alike for-
mulations haven't fully solved. The use of such formu-
lations for the combination and selection of base learners
in ensemble learning thus also leaves the multiclass issues
open. However, the approach of decomposing a mutliclass
task into multiple binary tasks can always be used. In our
experiment, the one-vs-one method is used. In appendix
B, some directions of integrated formulations for multiclass
ensemble are preliminarily researched, with the exemplifi-
cation under our current investigation.

2.4 Base Learner Selection Strategies

The selection and deletion of some base learners are to
reduce the complexity of the ensemble model, without sac-
rificing the accuracy too much (it might even lead to per-
formance improvement).

As a simple analysis which is similar to the one in Gasen,
if constant weights are used in regression (Eqg. 2), and then if
the k—th base regressor is removed, the change of objective
function becomes

AL o const—2(N = 1)2 Y K — (N = 1)Ky
J#k

ing hyperplane can be steadily used. Among many variantsit is thus intuitive to know the base learner with large train-

of regularized forms, thi SVM-alike formulation, as pre-
sented in the following, is one of the most familiar to the
machine learning community.

Assuming f; Z;.Vzl B,9;(xi) + o is the class out-
put to thei—th example by thg —th base classifier (before
taken thesign). The 3y is an offset constant, which can
also be forced to zero in some SVM formulations [17]. The
objective function for base classifier combination is then

. - 1
mlnCZmaX{l—yifi70}+§Hm|27 ®)
=1

where the termmax {1 — y; f;,0} = (1 — y; f;)+ is also

called hinge loss, which has shown to be useful for measur-

ing the loss of binary class output. After transformed into
the dual form, this objective form can be solved by typical
guadratic programming routines, or simply by calling more
efficient SVM packages.

Under the general framework of regularization [6], many

variants of the above objective function are possible for reg-

ularized base classifier combination.
To change the penalty terfiB|| to || 3||° or ||3]|*, zero
or one norm SVMs [31, 37] are formulated, respectively.
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ing error can be deleted to get large reduction of objective
value (Note theKy; is the overall error of thé&—th base
regressor over all training examples).

For the general cases of various weightgdothe mag-
nitude of 3 can be used as the selection criterion. The en-
tries of 3 with small magnitudes can be regarded to be less
salient for the ensemble, the corresponding base learners
can be safely removed without changing the model’s op-
timality and performance too much. Pruning by the mag-
nitude of weights has been used in many feature selection
methods for data analysis (e.g. SVM-RFE [12], wrapper).
For linear models used here, it can be further shown the
selection based on the magnitudes@fs also coincident
with the strategy of pruning based on objective function
change [3, 12].

2.5 The Implementation

Our current implementation of base leaner combination
and selection can be summarized as follows:

e Train multiple base learners (e.g. Neural networks,
Decision Trees, SVMs, even their mixture) based on



different data split, feature subsets and randomness in-
domly drawn examples to form the original training data
set, on which an ensemble of 20 neural networks are trained

jection.

For each classification dataset, we use half of the ran-

e For a separate validation set with labels/responsesy,y hootstrap sampling. The remaining half of examples are
known, take all the predictions from the base learn- {hen evenly divided into a separate validation set and a test-
ers, and train a linear combination based on Eq. 2 orjng set. Taking the Credit (German) data of 1000 points as

Eq. 3 or the 1-norm variant (Possibly tuning the model
parameters lik€' to ensure a good generalization abil-

ity).

e For smallg; less than a preset threshold, their associ-

an example, 500 points are randomly drawn out to form the
original training set. For the remaining 500 points, 250 are

taken as a validation set and the other 250 as a testing set.

Based on the training set, twenty neural networks are

ated base classifiers are deleted from the ensemble, th&ained upon 20 different bootstrapped samples. After train-

remaining weighting se8 is accordingly normalized
or retrained.

3 Experiments

3.1 Datasets

ing the base neural networks, their prediction over the val-
idation set are then used to learn the selection and combi-
nation strategy. The RESEN-and RESEN-, denoted our

I, andls-norm regularization based selective ensemble of
neural networks. In this setting, learners are selected by
the magnitudes of weights and after selection the final out-
puts to the testing set are the majority vote of the remaining
base learners. Correspondingly the genetic algorithm for

We tested several synthetical regression datasets fromearning the weighted combination of base neural networks
[2]. The total dataset size is 5000 for each task. In our (GASEN) is compared. The whole process is repeated ten
testing, noise is further generated to make the tasks moraimes to get an average error reporting.

difficult.

Friedman #ly = 10sin(rz122)+20(23—0.5)2+10x4+525

(4)
. 2 1
Friedman #2) = (/22 + (z2x3 — ( (5)
Xy
1
_ ToT3 — =
Friedman #3) = tan~! — 24 (6)

T

The first classification dataset is the numerical version
of the Credit (German) data from the UCI machine learn-

ing repository [23]. Itis an unbalanced binary classification

Several variants of GASEN and RESEN are imple-
mented. They are GASEN-w, GASEN-wa, RESEN-w-
RESEN-wal;, RESEN-wi,;, and RESEN-wd,. GASEN-

w, RESEN-w#; and RESEN-w-, use the evolved weights

to select base neural networks, and combines the predictions
of the selected neural networks with the normalized/re-
learned version of their evolved weights. GASEN-wa,
RESEN-wat; and RESEN-wd, do not select the base
neural networks, just do a weighted combination of the out-
puts of all twenty base networks. All results are divided
by the results of bagging, which just combines all base net-
works through majority vote or averaging.

Table 1. Selecting and Combining Base Clas-

task. It has 700 positive data points and 300 negative ones, sijfiers by Regularized Ensemble (RESEN) and

each has 24 numerical features.

Genetic Algorithms (GASEN), Error Relative

The second dataset is the chess data, also from the UCI o Bagging

machine learning repository. It has 36 nominal features,
1669 positive examples and 1527 negative ones. It is con- Credit(German)| Chess| Waveform

verted into a numerical data matrix with the dimension of
38.

The third dataset is the waveform data. It has 5000 ex-
amples and three evenly distributed classes. In our testing

only 2000 examples are sampled as the total set.
3.2 Experimental Setup and Results

We mainly follow the experimental settings for the

GASEN in the selective ensemble paper [35], and compare

our approaches with bagging and GASEN.

7

GASEN 1.036 1.022 0.986
RESEN/{, 0.994 0.911 0.961
RESEN{, 0.996 0.933 0.992
GASEN-w 1.107 1.011 0.975

RESEN-wi, 1.000 0.811 0.941
RESEN-w#, 1.039 0.688 0.970
GASEN-wa 1.068 1.022 0.994
RESEN-wak, 0.997 0.833 0.981
RESEN-wat, 1.029 0.711 0.970

| # of selected 7 | 8 ] 10 |




From Table 1, it can be noted RESEN based approachesemble, and the multiclass ensemble are under further in-
outperform GASEN and bagging in general. The GASEN vestigation.
series, though verified to outperform bagging in many other  The current setup of ensemble learning deals with in-
datasets and settings, are found possible to perform worseluctive learning only. However, it is interesting to study
than bagging, as for the German and Chess data. It might behe possibility of semisupervise ensemble. Moreover, the
due to the unbalanced property of the German data, and thestrong correlation among base learners also makes the man-
easy separability of the Chess task. It can be noted GASEN-fold learning possible. Along this direction, we will fur-
w and GASEN-wa, which utilize weighted combination of ther the study of semisupervised regularized manifold learn-
base learners, do not bring performance improvement. Thising [33] to the ensemble scenarios.
is because the weights obtained from GASEN do not en- Under an even broader background, our regularized se-
sure good generalization, thus may cause overfitting issueslective ensemble can be regarded as a very limited case
To the contrary, the weighted combination based on RESENof agent learning. Here the base learners, in a very basic
usually has some improvements. Howver, the reduced comform of agents, are required to target at an objective func-
binations by RESEN, like the RESEN-iyand RESEN-w-  tion, with the competition and cooperation underlying im-
l1, have some advantages over the combination of all basglemented. As a possible future aim, we would like to see
learners, as denoted by RESEN-lyaand RESEN-wd; . how the autonomous computing which defines richer agent
The typical number of selected base learners is 8, the fi-action can be applied to the analysis and improvement of
nal model is thus much less complicated than the one basedelective ensemble learning.
on all twenty base learners. Thenorm based RESEN ap-
proaches perform best in the chess task, and comparablgcknomegement
to the2-norm based RESEN in other tasks. An interpreta-

tion to its performance is its sparse solution, which makes | would like to express great thanks to Dr. Ji Zhu for

the selection of top base learners more accurate for the IeSﬁiS assistance to me in the study of multiclass and 1-norm
nonlinear Chess task. SVMs

The experiment of regressor ensemble follows a simpler
setup. The averaged combination of the selected base re, . .
gressors by GASEN and RESEN is tested and compared tdAppenle A. The close form solution of the re-
bagging. The result is shown in Table 2. Both GASEN and 9ressor ensemble

RESEN clearly outperform the bagging approach.
By First Eq. 2 can be written into a vectorial form,

Table 2. Selecting and Combining Base Clas- o1,

sifiers by Regularized Ensemble (RESEN) and mm{§5 (K + CT)B}

Genetic Algorithms (GASEN). Error Relative Ble=1

(4/20 base learners) to the Bagging of all 20 ’

Base Learners wheree is a vector of all ones. And then an unrestricted

i i i lagrange multiplier; can be introduced,
Friedman#1 | Friedman#2 | Friedman#3

GASEN| 0610 0574 0.637 : L :
minlL =-3(K+CI)3 — e—1).
RESEN| 0521 0.477 0.635 38 )8 —n(B'e—1)

Take the derivative oveB and set all to zero, we have

: ; : 9sL = (K+ CI)B — ne = 0.
4. Discussion and Conclusion b ( JB=m

With the proper selection @', (K + CT) will be invertible,

This paper presents a regularization framework for baseNerebpy we have,
Iearner selection and combinatiop. This formu_lqtion can B = (K + CT)te.
result in better weights for selecting and combining base
learners. Experimental results show the approach performsSince the sum of aJB is one, then
better than the GASEN and bagging approach. , .
For base regressors in an ensemble, we adapt an regular- n=1/(e(K+CI)""e)
ized form with the objective of margin maximization added.
For classification, the standakdandi, SVMs are used for
selection and combination. Other variants of regression en- B=(K+CI)le/(e(K+CT) te).

and finally
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To reduce the complexity, iterative methods are also pos-References

sible to derive to approximate the solution since the above

form is equivalent to solving a linear system.

Appendix B. Multiclass Ensemble

In [21, 15], an integrated multicategory 2-norm svm

proposed by encoding the multiclass labels in a special way.
It can be used to model the multiclass ensemble with two-

norm margins.

mm—ZL i) —Yi)++3 Z:HIBZH2

k
subject to: Z fi(x;) =
=1

k N
ZZ /Bl]glj Xi +ﬂl0)

1=1 j=1

For ak-class task, the class label of eachis encoded
into a column vectoy; with the length of¢, with thel-entry
bel if the class ofx; isl € (1,..., k), while other entries
be — And L(y;) generates ﬂ/l row vector fory;,
with the correspondmg entry to leif y; = 1, while the
entries corresponding tg;; = —ﬁ to bel. In terms of

is

ensemble learning, assuming each of fiebase learners
has been adapted to giving outputs complied with the en-[10
coding schema ¢f, that is, thej-th base learner subsumes a
set ofk sub-component learneys; (). Thej-th base learner

is thus associated with a set/ofveightsg ;, and will give

k outputs to eacly;, with only one of the outputs approach-

ing 1 while the other outputs approachingk%, which in

fact has been shown to implement the Bayes decision rule.
And this objective function can be solved through quadratic

programming.

Based on the above formulation for 2-norm multicate-

gory regularized ensemble, a formation can be proposed for

multi-category 1-norm regularized ensemble.

mm—ZL (yi) —yi)++ 5 Z”ﬁl”o

k
subject to: Z f,(x;)
=1

k N
= ZZ ﬂl;gl] X; +ﬁl0) - O

=1 j=1

where|w| is the 1-norm of the feature weight vecter,.
This new formulation for 1-norm svm can be solved
linear programming (by introducin®, = p; — q; or by

by

(1]

(2]

(6]

(7]

(8]

(9]

(11]

(13]

(14]

(15]

(16]

other approximation methods [9, 22]). It might be possible [17]

to derive the whole solution path of this multicategory

norm ensemble [38] and [20], which might help parameter

adjustment.
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ABSTRACT

Nominal data is often found in data mining and
classification problems. While Boolean metric is often
used for comparing nominal data, it would be useful for
various data mining and classification task if we could
actually infer the degree of similarity between different
nominal values. We propose constructing minimum error
based intra-feature metric matrices to provide distance
measure for nominal data so that metric or kernel
algorithms can be used. For each nominal attribute, a
matrix is first initialized to constant values with zero
diagonal and then the off diagonal values are tuned based
on minimizing the training error. The optimized matrices
give the distance information between nominal values and
thus can be referenced in various metric algorithms.
Experimental results with classical Boolean nominal
metric and C4.5 on various datasets show that the
proposed approach gives superior performance.

1. INTRODUCTION

In many machine learning classification problems, we are
requested to label a given set of data. Nearest neighbor,
neural network and support vector machine [1],[2] are
very popular algorithms for these problems. The common
ground between them is that they all work on measuring
either the similarity or the distance between data points.
For instance, nearest neighbor algorithms label data points
according to the posterior probability formulated by
neighbor training labels which are selected according to
their “distance” from the data point. While for neural
networks, similar outputs will be obtained if the input
vectors are “close”. Thus, it is clear that the concept of
metric and similarity is very important.

Metric measurement with Euclidean distance is
commonly used. However, they require all attributes of
patterns to have ordinal structure. Real-valued or ordinal
discrete valued feature vectors have ordinal properties and
hence their similarity can be measured easily. But metric
information for nominal attributes cannot be easily found.
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For example, we cannot measure the distance between
two patterns both containing an attribute “Taste”, T,
which may take one of the following properties:

T e {salty, sweet, sour, bitter, tasteless}.

For such datasets with nominal attributes, the evaluation
or the definition of metric is often difficult. Although rule-
based algorithms and decision tree algorithms such as
ID3[3], CART[4] and C4.5[5] can be employed, many
elegant methods based on metric cannot be applied.
Another serious drawback is that we are limited from
using many kernel methods.

A simple way of defining a metric for the nominal
attributes is the overlap metric or the Boolean nominal
metric where the distance between two nominal attributes
is zero when the attribute value is identical and the
distance is one otherwise. However, this Boolean metric
does not allow the representation of the similarity between
similar nominal features. For example, in cases where
‘sour’ are more closely associated with ‘sweet’ than the
taste ‘bitter’, a distance between one and zero should be
assigned to describe this relationship between the nominal
values of ‘sour’ and ‘sweet’. The value distance metric is
designed to measure distance between nominal values
using conditional probabilities[6]. An improved distance
function is introduced to handle mixed data type[7].
However, both of these approaches do not make use of the
classification error feedback in designing the metric.

In follows, we propose using intra-feature metric matrices
to provide distance measure for nominal data. In tackling
a nominal attribute having n possible properties, we do
not prefer finding a set of numerical values and assign to
each possible property for that attribute. As nominal data
may not be ordinal, a nominal attribute may require n-1
dimension vector to represent all possible properties and
thus increase the dimension of feature space significantly.
Instead, we propose to construct an intra-feature metric
matrix (IFMM) having dimension nxn for each nominal
attribute. Although it seems nxn matrix is more
troublesome than n-1 dimension vector, the matrix
actually for metric information storage purpose and does
not involved in pattern classification process. Hence, the
complexity of classification is not affected. In this IFMM,



rows and columns represent all the possible properties of
the attribute and the matrix element S; represent the
distance between the property i and property j of that
attribute. For example, the intra-feature metric matrix for
the attribute T described previously has the following
format:

0 Sy Spz -oooee Sy
Syy 0 Spy ceeeeee S,q
S31 0 S3d
. O .
Sq1 Sgdg1 O

where S;; is the similarity value between the i-th and j-th
properties (say salty vs. sweet) of the attribute T. The
elements in the matrix are determined by minimizing the
output error during the training phase. First, each element
of the matrix is initialized to a value, say 1.0 plus a small
random value, except the diagonal elements are set to zero
because metric of same property should be zero. The
IFMM is also a symmetric matrix as Euclidean metric is
symmetric. With this initialization, an optimization
method such as gradient descent is employed to tune the
matrices. Cross-validation are then used to further tune the
matrices. After tuning, the values can be referred in
Euclidean distance or Gaussian kernel computation.
Experimental results show that not only the metric
information of nominal data can be obtained, but also the
classification accuracy can be improved compared with
Boolean matrix method. Nevertheless, it should be noted
that the tuned values are problem specific and cannot be
transferred to other problems.

In Section 2, we describe the theory and
techniques to construct intra-feature metric matrices for
nominal attributes. Section 3 describes the techniques to
weight the pattern attributes and Section 4 gives our
experiment results and Section 6 is the conclusion.

2. INTRA-FEATURE METRIC MATRICES

In this section we first assume that all the attributes of
patterns are nominal. Patterns with mixed nominal and
numerical attributes will be handled latter. Also, for
simplifying the representation, the word "vector" will be
still used for cases even though nominal attributes are
present. Considering a classification learning, we are
given a training set of labeled instances. Each training
instance is described by a feature vector x containing
nominal attributes f; (i=1,...,m) and a categorical class
label y. If fi having possible  properties
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{pr r :0,1,...,d} , the corresponding intra-feature

metric matrix is denoted by S;;; where the f is an index to
the different attributes.

The numerical values of Sj; are set to (1.0 + a small
random value) except diagonal elements are set to zero,
then they are tuned by minimizing the training error. In
the training phase, training exemplars are first divided into
training group and testing group. Exemplars in training
group play the role as labeled neighbor and tested by
exemplars in testing group. We use a nearest neighbor
classifier with Gaussian kernel for training because its
performance is comparable to other classifiers and it is
relatively simple and intuitive. The classifier has the
following structure.

No. of neighbours : 8

Gaussian kernel : W =exp(-d? /2c?)

dnzk = zzsuzv,f
i f
1
o= 2.0n

where the u corresponds to the i-th attribute of feature
vector indexed by n and v corresponds to the i-th attribute
of feature vector indexed by k, f is the feature attribute
index.

The posterior probability for pattern k is given by the
weighted regression of the n different nearest neighbours
of k,

Z\Nnkonk

- ZWnk

where Oy is the neighbor's label and it can take the value
1 or 0. Let the mean square training error be

E:%za—aﬁ

k

P

With using the gradient descent method, the matrix
element S;j; for the attribute f are adjusted, in the n+1
iterations, according to:

n+l _ ¢on -r aE
ij,f — vij,f n
oSy

1)



where = —Z (1— P ) (2)
ij, f k aSij,f
We also have
w_0O
apk ~ 6 2 nk ~nk
asij,f Sij,f ZW“k
W, (
Z ! Onk_Pk)
_.n aSij,f (3)
ngk
aWnk :Wk 0 [_dnsz
asij,f 88iJ',f 20
_ 2
_ d2nk 8d_nk +dn|3< 8_0- (4)
Io 6Sij'f o 8Sij'f
1/2
As dnk :(ZSVIWIZJ
I
8d K 1 2 . aSVfo
k.~ =1y 2 5
OSyj, Z[Zl: " J sy ©
if (ve=i,we=j)or (wi=i,vi=j)
=] One (6)
0 otherwise

Similarly

Vit Wt

n dnk

if (Vor=i,Wn=]) OF (Wn=i,Vi=])

0o,

3S; ¢ otherwise (7)
As a result,| the Blues in the intra-feature metric matrix
can be adjusted by first using (6) and (7) and then
substitute back and eventually calculated using (1).
Iterations can be stopped if the changes of the norm of all
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matrices are smaller than a given threshold. In
simulations, we find that only a small number of iterations
(10-30 iterations) are enough. Furthermore, in derivation
of the equations, it is assumed that there is no change of
neighbors during tuning. This may not be true because
changes in metric matrix may cause the change of
neighbors and thus discontinuities may also be raised.
Nevertheless, discontinuities due to changing neighbors
do not bring us problems unless we have a very large
tuning constant r. First, changing of one neighbor, even
introduce different label value, does not cause a great
change in posterior probability calculation because there
are 8 neighbors, and, more important, the effect is further
reduced significantly by the Gaussian kernel.

Since there are always limited number of training
exemplars and dividing them into training group and
testing group further reduce exemplars in calculating
training error E in (1), cross validation should be used to
improve the situation and prevent over training by re-
sampling. In fact, our simulation results show that this
technique is wvery useful in boosting classifier
performance. Although the equations derived by
considering all attributes of pattern vectors are nominal. It
is still useful for cases that pattern feature vectors contain
both numeric and nominal attributes because our criterion
is the same: Find a metric measure for nominal attributes
that minimize the training error.

Furthermore, the regularization approach can
also be introduced for the construction of the intra-feature
matrices [9]. A regularization term can be introduced to
stabilize the training process. The regularization energy
can be written as

1

E :EZ(].— Pk)2 _QZZ(l_Suv,f)z

where « is the regularization constant with real positive
value. With a high value of «, the trained intra-feature
matrices will be closer to the Boolean matrices. The
advantages of the regularization approach is that the
regularization term helps to bound the coefficient of the
intra-feature matrices and is especially suitable for cases
where limited training samples limits the use of part of the
training sample for the cross-validation.

(8)

It should be noted also that the proposed
approach is very general and could be further applied to
different metric-based machine learning algorithms
besides the nearest neighbor classifier. The main purpose
is to provide a framework for general metric information
for nominal data so that classification algorithms using
metric measures can be applied.

3. RESULTS AND COMPARISION



To see whether the metric information obtained
with the above approach is useful, various data sets
containing nominal data from UCI Repository for
machine learning are used for testing[8]. For each dataset,
all patterns with missing attributes are removed because
we hope differences in testing error are due to metric
manipulation only and do not relate to any algorithms or
probability manipulations for missing attributes. The used
data sets are mushroom, monks-1, monks-3, credit-
application, and tic-tac-toe.

For each dataset, three algorithms are used. C4.5,
using Boolean metric for calculating nearest neighbor
(Boolean metric KNN), IFMM version nearest neighbor
(IFMM KNN). The Boolean metric is the classical method
of considering match or mismatch in nominal values by
setting 1 as non-match and 0 as match. In the matrix
representation of IFMM, the Boolean metric equivalent to
setting all off-diagonal entries as 1 and diagonal entries to
0. The C4.5 algorithm without pruning is also included in
our tests for comparing the proposed algorithm’s
performance. All training data are selected randomly and
the process is repeated 10 times so that the results are
more reliable. Since monks-1 and monks-3 data sets have
their own specified training sets and testing sets, we only
repeat the process by randomizing initial conditions in
gradient descent iterations. In each test, only a small
portion of data are selected as training data for reflecting
the practical situation that labeled data in many
classification problems are expensive and they are usually
obtained in small amount. The summary for the testing
data is given in the following table.

Training |Testing |Total Nominal
Data Data Attributes |Attributes
Mushroom |282 5362 22 22
Credit 194 459 15 9
Applicatio
n
Monks-1 |124 432 6 6
Monks-3 122 432 6 6
Tic-tac-toe |190 768 9 9

Table 1: Summary of the datasets

In all tests, the training data is divided into two
groups, the training group and the testing group. In the
training phase, we take 2/3 of the training data as the
training group and the resting data used for training phase
testing. Furthermore, cross validation is also used so that
all the training data can perform both the roles of training
group and testing group, and, of course, reduce the effect
of over training also. After tuning the matrix, the classifier
is tested with all testing data and the classification error is
given in the Table 2.

Boolean IFMM C4.5
Metric KNN [KNN
Mushroom |1.0% 0.9% 0.4%
Credit 16.7% 14.5% 18.4%
Application
Monks-1 17.1% 0% 23.4%
Monks-3 9.3% 3.1% 7.4%
Tic-tac-toe |17.8% 9.1% 27.1%
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Table2: Classification error in testing

From the table it is observed that in all five sets
of results, the IFMM give lower classification error than
Boolean metric based Nearest Neighbor algorithm
especially for the cases monk-1 and monk-3. Furthermore,
in four sets of experimental results, the IFMM has much
lower classification error than the C4.5. One interesting
observation is that the accuracy of both KNN algorithms
have poorer classification accuracy than C4.5 for
mushroom dataset. It is because this dataset is highly
dominated by a few attributes and this property makes tree
algorithms superior. Comparing the results of IFMM with
the results in other nominal metrics[7], the IFMM has
much lower errors in Monks-1 and Credit Application,
while the IFMM has slightly higher error in Monks-3. The
results in mushroom is not comparable as the number of
training samples are different. Thus it is observed that the
IFMM performs superior on different datasets.

Finally, it is worth mentioning that the problem
of metric measure for nominal data is very interesting.
Without prior information, it may be not practical to find
the metric measure for nominal attribute. However, when
a criterion is defined, say minimizing training error in our
case, it becomes a well-defined problem where solutions
can be obtained. The created metric matrix reflects the
metric infrastructure of a nominal attribute for minimizing
training error. If some other criteria is defined, the created
matrix may be different.
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Abstract

My research topic is applying intelligent agents in
resources allocation, to optimize the speed, the utility and
success rate of computing resources acquisition.

The research is focused on the strategies agents can be
used in acquiring resources in an effective manner.

1. Introduction

Grid computing environment features vast availability
of computing resources of various kinds, where users can
acquire for accomplishing their tasks, and usually a large
pool of requests are pending to be processed, be it a
computational task to solve sequential analysis problem,
or a request for leasing a large amount of storage capacity
for a certain time frame. It is universally acknowledged
that users prefer to acquire required resources in grid
environment to satisfy their needs while spending at little
as possible, while service providers would prefer to
maximize their return on investment for leasing their
resources to users.

Our research studies the behavior of both kinds of
entities by utilizing agent technologies to negotiate for
resources, and investigates into the strategies that can
help optimizing utilities on each side while boosting
overall grid performance.

2. Negotiation

Agents in the simulated grid computing environment
are divided into two regiments, resources consumer and
resources provider agents. Each agent represents a grid
entity, as described in section 3, and carry out negotiation
with another regiment to acquire/lease required/possessed
resources. The negotiation process is described as
follows:
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Figure 1. Negotiation Mechanism

Alternating offers protocol: Consumer agents begins
the negotiation by proposing an initial offer price to a task
towards resource provider agents, and then each resource
provider agents evaluates the proposal, it either accepts or
proposing a higher price, and return the proposal to the
consumer agent [1]. The negotiation terminates either on
1) either agent has reached their negotiation deadline, or
2) either agent has accepted the offer/counteroffer.

Let VtB_’Sj be the utility of the proposal obtained by the
consumer agent, if its proposal is being accepted, and
Wts“_’B be the utility of the proposal obtained by the

provider agent, if its proposal is being accepted, and kt

be the spread between the two proposals. Using the
alternating offers protocol, agents make concession At in

the next negotiation round t+1, such that K., is the

spread of the next round [1]. Utility is evaluated from
price proposal, which is described in section 4.

Each task is assigned a negotiation price set [a, b]
where a, b > 0 and b > a. Negotiation begins with initial
price a and reserve price b, which consensus will not be
reach for any price above b. On the contrary each service
provider is also assigned a negotiation price set [c, d],
where ¢, d > 0 and ¢ > d. c is thus the initial price that
provider agents begins its negotiation, and d is the reserve
price of leasing its resources.

The mechanism of making concession is based on
opportunity, time and competition [1].



kiy1=f [O (ntB,-utB_'Sj, <‘w'tsj_*3>)

C (mf,nf) T(t,T, /\)} ke.

where O is the opportunity function, C is the
competition function and T is the time function. O, C and
T functions are defined as follows:

0 (nB vB2=5 (wS—E\) = 1 o vy % TP
SRR i)
¢ (mP,nP) =1~ [(mf - 1)/mP]"

T, mA) =1-/m)

O, C and T functions together determine the amount of
concession to be made in the next round. O evaluates all
proposals and counter proposals. O evaluates all
proposals and counter proposals utility of all its trading

alternatives from all trading partners ntB . By considering
all available trading alternatives, it is actually evaluating
the opportunity of reaching a deal in the next round. c?

in the O function is the utility obtained with conflict

occurs, in other words it is the utility when no consensus

. . . B—S§j
could be reached. It is defined as zero in value. V, -9

the utility of agents obtained if its trading partner accepts
WtSHB is the utility an agent can obtain
if its accept the counterproposal from its trading partners.

is
its proposal, and

C function considers the competition in the grid, which
is essentially the user agent to service provider agent
ratio. The more providers the more intense pressure on
provider agents to negotiate with consumer agents, and

. B .
vice versa for consumer agents. M, is the number of

agents on the same side and ntB is the number of trading
partners.

While O and C take all trading partners into
consideration, T function determines a particular task’s
negotiation deadline. As approaching of deadline pushes
agents negotiation on intense pressure to reach a deal, the
quicker the deadline approaches, the more concession it
should gives. t is the consumed negotiation rounds and

87

I is the total number of negotiation rounds permitted.
A is a real number from 0 to 1, which involves strategies
with time function. For details of the relevant strategies
with these functions please refer to [1].

Negotiation of the testbed grid agents (section 3)
reuses all these three concession functions.

This research project focused on concession
optimization in negotiation, meaning to minimize
concession, while obtaining high success rate in a speedy
manner.

3. Testbed and Simulation

Currently a testbed has been implemented to simulate
the grid environment and the resources trading market for
agents to trade required resources. Figure 2 shows a
simplified architecture of the testbed.

The grid negotiation testbed consists of (i) a
transaction service agent (TSA) which records all
successfully negotiated deals information such as agents’
utility for reaching the agreement and the current grid
utilization level for statistic purpose, (ii) a set of grid
resources represented by a set of provider agents, (iii) a
set of grid resources consumer agents with a list of tasks
to be executed, (iv) an agent registry which provide
directory services and list of all agents and (v) a grid
controller.

Resource Provider and Consumer Agents: Once agents
are generated to represent their respective consumers and
providers, they register themselves with the agent registry
so trading partners are able to locate them. Consumer
agents start negotiation with provider agents once a task
arrives, until either an agreement is reached, or the
negotiation deadline is reached. Provider agents response
to request negotiation on the resources they can sell until
the end of their lifespan.

Grid Controller: The grid controller is responsible for
simulating the entrance of resource consumer agents and
provider agents to the market, to represent resource
consumer and provider respectively. Additionally it
generates the resources that provider possesses and tasks
consumers need to dispatch for execution. It coordinates
the exchange of negotiation messages among resource
provider agents and consumer agents. To facilitate
comparison of performance between agents with and
without relaxation, the controller is responsible to divide
consumer agents into two groups by enabling relaxation
mechanism to only half of the consumer agents.
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Figure 2. Testbed Architecture

Tasks: Each computational task is associated with two
parameters: million of instructions to be executed and the
speed of number of million instructions to be completed
in one second. Each is randomly assigned a price range
for agents to negotiate with the provider agents.

Service Providers: Each service provider must possess
certain capabilities that can be leased to any grid agents,
such as computational capacity or storage capacity.

Information: To resemble the complexity and difficulty
for agents to negotiate in grid environment, agents only
have information on it’s own states — such as utilization,
negotiation price offers, and its history such as number of
failure. They are also assumed the information of agents
contact point from the agent’s registry. However they
don’t have information on complete view such as global
utilization, or other agents’ negotiation price set, etc.

4. Performance Measure

Major performance measures of the grid simulation
system are (i) success rate, the proportion of tasks
successfully acquired required resources, (ii) the speed of
acquiring resources and (iii) the utility of the agents, that
is the budget spent for successfully acquiring resources.

Success Rate RSUCCESS = Nsuccess/ Ntotal

Expected
Utiltiy

Uexpected = (ZUsuccess + szail) / Ntotal
= zUsuccess / Ntotal

Nsuccess Number of tasks reached consensus

Niotal Total number of tasks negotiated

Usuccess Average utility of a task that reached
COoNsensus
Ui =0 Average utility of a task that no

consensus reached

The speed of acquiring resources corresponds to the
number of negotiation rounds spent until a consensus is
reached on both agents. The less rounds spent, the faster
the acquisition.

Utility function: Let |, and Inax be the initial price and
reserve price respectively for tasks in consumer agent,
(the reverse for provider agent), and | be the price that
consensus is reached by both side, then

Cons_umer: Usuccess: Vimin + (1 - Vmin) (Imax - I) / (Imax - Imin)
Provider: Usuccess= Viin + (1 - Vmin) (I - Imin) / (Imax - Imin)

where Vpin is the minimum utility that agents will get for
reaching a deal at reserve price. In this experiment the
value of v, is defined to be 0.1. A value that is too close
to zero would imply there is little differences with not
reaching a deal, where a value too high would make
agents making concession easily to aim for success rate.

5. Experiment Settings

To investigate and search for adequate agent’s
strategies that could adapt and react to wide variety of
different grid environments, simulations under various
situations are going to be performed.

(1) Market Density

A probability that the grid controller may generate a hnew
agent to the grid market in each negotiation round, which
may either be a provider side or a consumer.

(1) User to Service Provider Ratio

User to service provider ratio effectively affects the
success rate of acquiring resources, as a matter of fact this
is a key element of competition. Tuning the ratio would
simulate stressing either side of agents to reach consensus
on making a deal, or a balanced market can be obtained
by using a 1:1 ratio.

(111) Mean Event Rate

Each user will be assigned a mean event rate, the
probability that a task will arrive in any negotiation round
during the agent’s lifespan. The rate is used to simulate

(V) Agent’s Lifespan
Each agent survives, or remains active in the grid for a
certain time only. This simulates the environment that the



grid is highly dynamic — users and service providers are
continuously going in and out of the grid.

(V) Negotiation Deadline

Task under negotiation must reach a deal before the
deadline or it will be classified as failed. Shorter deadline
implies agents are under more stress to reach consensus.

These parameters create a large space of combinations of
grid environment and thus complexity that agents need to
react autonomously.

6. Current Progress

We did some experiments with aforementioned
simulation and different experiment parameters.
Preliminary results are obtained and analysis is on the
way. Further development and implementation is also on
progress, and we are drafting a technical report for the
analysis on the preliminary results.
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Abstract sources that makes direct data sharing infeasible. Many
DDM techniques are purposed such as [8, 4]. In this paper,
Current implementations of distributed model-based service-oriented architecture (SOA) approach is adopted for
data mining (DMDM) are mainly focused on parallel com- designing the distributed model-based data mining. 3 ad-
puting architecture, in which the computation environment vantages are gained from the service-oriented distributed
is aggregated in homogeneous computing resources, permodel-based data mining (DMDM) approach: (1) data pri-
formance of the system is largely controlled by the execut-vacy is protected, (2) network bandwidth requirements can
ing hardwares. In this paper, the service-oriented architec- be minimized, and (3) the computational complexity of the
ture (SOA) based DMDM is purposed and demonstrated. Inglobal data analysis is reduced.
the service-oriented design, a set of portable, self-contained  geryice-oriented architecture (SOA) is a loosely cou-
data mining modules are implemented as web services andgyjeq, conventional XML-based, distributed computing en-
distributed throughout the web. Services orchestration is yjronments. SOA aims to provide seamless integration of
performed therefore the performances of the mining processself-contained computational services so that they can com-
can be optimized. By using this framework, 3 goals can mynjcate and coordinate with each other to perform some
be achieved: (1) the processes can be run in heterogenicyctivities. This concept blossoms in the past few years due
computation resources, (2) greater flexibility can be gained tq the recent advent of Web Services. XML-based Web Ser-
during implementations, and (3) the mining processes canyjces standards such as WSDL, UDDI, SOAP and BPEL
be easily scalable. are widely adopted for building intra / inter-organizational
systems, with the objective of making their systems more
interoperable. Recently some existing data-mining middle-
1 Introduction ware projects are built on the distributed Services-oriented
platform [3, 2]. One of the example on SOA enabled ap-
Data mining is one of the hottest research issue in in- Plication is WekadWs [10]. Weka4Ws is recently imple-
formation science recent years. Data mining, also knownmented with distributed data mining properties and can be
as knowledge-discovery in databases (KDD), is the prac-USed onthe Globus toolkit (GT) - one of de facto standard of
tice of automatically searching large stores of data for pat-AP! in grid environment. The grid, starting from the GT3,
terns. To do this, data mining uses computational tech- Nas become service-oriented [5].
niques from statistics and pattern recognition [11, 6]. To  There are 2 parts for the distributed model-based data
perform data mining in computation system, most data min- mining (DMDM) systems in SOA: local data generaliza-
ing algorithms assume that the data collected / extractedtions and global analysis. For local data generalization,
from the production system have been properly stored atdata abstractions are extracted from the distributed data
a server, waiting for some subsequent computationally in- sources, and the privacy of the data is preserved since the
tensive data crunching process. 2 main challenges raisedoriginal data will be abstractized before further processing.
Privacy concerns and computation resources limitations. ToFor global analysis, all local data abstractions are collected
solve these challenges, distributed data mining (DDM) ap- and global models are learnt in the global analysis services.
proach is purposed to minimize the harms caused by theTo implement the proposed DMDM, the conventional Web
challenges [9]. Services standards are adopted for ease the services interac-
A DDM problem is concerned with how to discover pat- tions. 2 main standards are emphasized : Web Services De-
terns from a complete set of data which are however par-scription Language (WSDL) is adopted to standardize the
titioned and physically distributed at different remote data web services interface and the Business Process Execution
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Language for Web Services (BPEL) is adopted for web ser-web services from UDDI registries, each services is evalu-
vices execution. ated in order to choose the relevant services for execution.
The organization of the paper is shown as follow: Brief Web Service Description Language (WSDL) is an XML-
specifications and formulations for distributed data min- based services description language, which specifies the in-
ing modeling discussed in [13, 12] are given in the first terface of the web services. It defines the functions provided
part of the paper, Agglomerative Hierarchical Clustering by the services, input and output semantics of the services.
(AGH) is applied in local data generalization and the mod- During the syntactic services composition, the functions of
ified Expectation-Maximization (EM) algorithm is adopted the services determine the role the services should be per-
for the global model learning. The second part of the systemformed in the process, for example, any web service has
is the architecture design of the SOA-based DMDM system, data provisioning function is acted as the data provider in

the design considerations will be discussed in this section.DMDM system.
And a SOA-based data mining application is implemented  Very often, the output of a service will be fed to the sub-
and experiments are tested on this platform, results showssequent services as the input parameter. In WSDL docu-
that the granularity and number of process in local abstrac-ments, input and output parameters of each function as well
tions are crucial for speed up the DMDM. as the formats of the parameters are defined in detail. To
orchestrate different services, one of the key criteria is to
convert the output parameters into the right formats with
respect to the input parameters of its subsequent services.
Otherwise, unexpected exceptions might be caused if dif-
ferent formats of data are used in parameter assignments.
From the system development point of view, the ad-  To execute the composed web services, Business Process
vantages of adopting the service oriented architecture forexecution Language (BPEL), the emerging standard of an
DMDM are at least three-fold. First, we only need to fo- XML-based process description language, is the most suit-
cus on the implementation of the data-mining Web servicesable candidate which specifies the DMDM process. BPEL
without taking care of the interoperation details. Second, enables the top-down realization of Service Oriented Ar-
we can easily modify DMDM applications via reconfigurat- chitecture (SOA) through composition, orchestration, and
ing the flow done by editing the BPEL specification. Third, coordination of Web services. BPEL provides a relatively
the local data granularity concern specified as data privacyeasy and straightforward way to compose several Web ser-
policy can be readily be supported by the design of SOA.  vices into new composite services called business processes
[7].
2.1 Service-Oriented Design with WSDL and A BPEL document can glue those loosely coupled web
BPEL services into a structured, well-organized business process,
and it can be executed on any web services execution envi-
In services-oriented design, the construction of the ronmentthat support BPEL. 4 advantages are induced when
DMDM can be viewed as 3 key components: using the BPEL to execute the processes: (1) the implemen-
tation of the services can just focus on the functions without
Services discoveryTo seek the necessary web services for considering the interoperations between processes, preserv-
the data mining. Users could search the suitable min-ing the loosely coupled nature of the service-oriented de-
ing services in UDDI registries. sign. (2) Flexibility of implementation can be gained due to
the services are broken down into modules. (3) The process
Services composition and orchestrationTo organize the  can be easily scaled up or down in BPEL without affecting
web services to serve the desired mining purposes. Forthe low level implementation of the services by updating the
composing an application based on web services, Webnumber of parallel flows in the processes, speed up can be
Service Description Language (WSDL) is a standard gained also if higher degree of parallelism are implemented.
which is describing the services’ interface. (4) BPEL can simplify the messy web services calls, as a

) ) ) BPEL document can be viewed as a process, or a single
Services executionTo execute the selected web services web service, therefore user can call the BPEL process once,

to achieve the mining goals. Business Process Exe-gn it performs all the necessary services calls.

cution Language (BPEL) is a web services execution  gome syntax are frequently used in BPEL documents in
language for executing the selected mining services. . qer to execute the web services [1]:

2 Model-based Data Mining in Service-
Oriented Platform

In this paper, the main focuses are on the syntactic ser-<partnerLink> Each <partnerLink> belongs to
vice composition and the service execution with the uses of one web services provider. The role of the service is
the WSDL and BPEL. After discovering a pool of useful also stated in attributeartnerRole
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Figure 1. Segment of a BPEL document
<variables> receivelnout
<variable name="dataRes"
messageType="nsxml3:loadDataResponse"/> —_—
<variable name="distReq"
messageType="nsxmll:distanceRequest"/>
<variable name="distRes"
messageType="nsxmll:distanceResponse"/> 30208 coe232
<variable name="clusterReq"

messageType="nsxml2:AggloClusteringRequest"/> . N
<variable name="dataReq"messageType=" ' ' '

nsxml3:loadDataRequest” /> cs8197-data 58205-data cs2232-dota
</variables>
<invoke name="cs8205-data" partnerLink="CS8205-Data"
portType="nsxml3:DataStore" operation="loadData"
outputVariable="dataRes" inputVariable="dataReq"> assion-2 #5502 assign-2
</invoke>

<receive> Receives the user request. Without receiving
any input parameter by the user, the BPEL process will
not perform anything. The receive tag contains an at-
tribute operation , which is the function name for sopreguon
the user to call the BPEL process.

<variable> Variable declaration for temporarily stor- segn 1
age of the processing data, the variable format should

be either message type variable (e.g. input message Figure 2. A workflow composed by Business

of a web services) or simple XML type (e.g. integer  process Execution Language (BPEL).
specified in XML Schema).

<sequence> All procedures stated inside the tag

<sequence> will be executed sequentially. <reply> Reply the user together with the execution re-
sults of the BPEL process. It contains an attribute
<flow> To execute the services in parallel, all pipelined operation , which is the function name of the BPEL
services should be insidesequence> , tagged by process. The function name is the same as that stated
<flow> . The number of pipeline flows are deter- in <receive>

mined by the number ofsequence> .
2.2 Architecture
<invoke> Invoke the necessary web services. When

the service is invoked, the service provider, In DMDM system purposed in this paper, it can be parti-
<partnerLink> , is needed to be specified. tionedinto 3 main steps: local data provisioning service, lo-
Furthermore, the port type of the service and the cal data generalization (with AGH implemented) and global
functions of this service are specified in attributes data analysis (with GMM learning implemented). Local
portType andoperation respectively. The vari- data provisioning is a data queries services, and it provides
able containing the input parameter and the variable data for mining. Local data generalization performs the
going to receive the returning results from the service model-based clustering algorithms to extract the hierarchi-

are also needed to be specified. cal local data abstractions. And the global data analysis ser-
vice gathers all local data abstraction and performs machine
<assign> Variable assignmengcopy> is required in- learning algorithms on these abstractions. Reference to the

side <assign> for variable assignment. Each introduction, the first 2 steps can be grouped into local data
<copy> performs one variable assignment operations generalization part of DMDM system, and the third step can
and the values of variable stated insideom> tag be invoked after the first part of operations are completed.

will be assigned into the variable stated insite> To gain the speed up by using BPEL, the first 2 steps
tag. Both<from> and<to> should be appeared in are split into pipeline flows and each flow aggregated with
pairs. both steps together to minimize the communication over-
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head. One design issue is how to break down the DMDM  where the square of the expectatioB(X?) =

process into steps, and thus services to be coupled via mesE (X X;), N; andN; are the number of data points in clus-

sage exchange. If the breakdown is too fine, the communi-tersi‘" and j respectlvely The merging processes are

cation overhead is too coarse, the reusability of the servicegperformed iteratively until a single cluster left finally, i.e.

will be limited, the effects of these overhead are shown in there are at most N levels of hierarchical clusters formed.

the experiment section, itis largely related to the granularity The number of clusters (number of data abstraction set) de-

of the data. pends on the level of hierarchy retrieved. Higher the level,
A sample design of the DMDM system by using BPEL less clusters abstractions can be retrieved, and less informa-

is shown as fig 2. The first 2 steps in the DMDM system tion are found as well.

can be duplicated and executed in pipeline manners. Allthe For each level of hierarchy, Gaussian mixture model

results will be aggregated into a global data analysis ser-(GMM) is applied on the local / global data clustering. As-

vice. One of the key design issue is the syntactic servicessume that there are totally local sources. Let;eD, de-

orchestration, which concerns the input-output semanticsnotes a data item of dimension d at thélocal source®,

matching. As data formats of input or output parameters denotes the set of parameters of the local GMM with

are different with different services, it cannot directly be components for abstracting tié source. The correspond-

fed from ones output into the others input directly. In our ing probability density function can be written as,

design, BPEL documents need to handle the integrity of the

parameters’ formats. For example, the global data analysis

requires an array of matrices as the one of the input param- Piocal (i ©1) = Z aip; (ti|017) 4

eter however the local data generalization only export a set

of abstraction matrices. BPEL needs to aggregate all the ab-

stractions altogether to form an array in order to coping with

the input parameter of the global data analysis services.

wherey" ' oy = 1, and

1 (ti — 1) 27 (8 — py)
pj(til6h;) = (@n[s, )42 exp(— 5 )
©)

After all ©; is computed, they will be aggregated to form
an aggregated GMM at the global server by simply adding
basic idea of AGH is as follow: When initialization, all data th? _pdf of the local GMMs together and recomputing their
are assigned as a cluster randomly. Abstractions of eac{"xIN9 portions of the enlarged set of local components by
cluster, including the meamn, covariance matrixs, square refer_n_ng the numk_Jer of d‘.”‘ta.l apstracted by egch qf _them.
of the expectatior(X2), are computed. For data with di- Modified Expectation-Maximization (EM) algorithm is im-

mension D, a D-by-D covariance matrix for each cluster plemented on the global data modeling services.

is initialized with random values which prevents singular 1€ global model based learning, given that a global
value. Furthermore, the Euclidean distances of each clus- >MM with M components, the probability density func-

ter are computed which are used as the clustering crlterlat'On can be written as,

during the clusters merging purposes.
. During the merging process, 2 clusters with minimum Patobal (ti|0,) Z%pk (t:]6k).

distance are merged and a larger cluster formed, the data

points under both clusters are aggregated to form a new set .

of the new cluster. The means, covariance, expectation and The global GMM's parameters can be learnt by using a

the distance of the newly formed clusters are computed. ~ modified EM algorithm [12]. The posterior probability for
For anyit® andjt" clusters which are going to merge, @ local GMM component which is generated by a global

the abstractions of the newly merged clustéfs,are com- ~ GMM component can be computed as

puted as follows:

2.3 Formulation

In this paper, Agglomerative Hierarchical Clustering
(AGH) is implemented for local data generalization. The

g exp{—CD (Pgiobat (0% ") [|Procar (t16]"7)) }

Ry =
g = Nt Nipy @ Sl i eXP{*CD(Pglobal(ﬂ@ﬁ“)||pzocal(t\9f(';]:)))}
N; + N,
4 2 4 9 whereD(P||Q) denotes the distance between two prob-
E(X}) = NiE(X]) + N;E(X7) 2) abilistic modelsP and Q. If P and@ are identical, then
Nit N D(P||Q) = 0. D(pgiobat(t|OR )| Procar(t|©}F) can be
Y = E(XP) -l 3) derived as
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no. of data local global | execution
| |1 process| transfer| clustering| clustering time
Q2 1 1 Ty—1 2 1 20-30 2 73.2
In +=ltrace(3; " X )+ (ur— b)) — ) —d :
s T acelE B k) B )~ 3 1 15-21 2 35.8
) 4 1 5-15 2 28.3
The new M-step can be given as 5 1 5.12 2 16.4
ZlL—l Ruiju Table 1. Average execution time (in second)
P = L - ) with different number of parallel process
Zz:1 Ry,
1 L
o = - Zle (8) .
L~ was reported in Table 3.1). Note that Column 2 to Column

_— SE Ry (D0 + pupd) - 4 show the time spent for the cor_resp_onding steps f_;m_d Col-
kK = S — WMy - 9) umn 5 shows the overall executl_on time. All the tw_nmgs
[=17Mk were reported by the BPEL engine. The communication
cost was not explicitly specified but can be easily deduced.
As expected, the speed up increased as the number of local
sources increased. Also, it was found that the communica-
tion overhead between the services throughout the process
was quite significant (from 8 to 50 % of the total execution
time). For the mining results, figure 3 plots the clustering
. results from 2 to 5 separate local data generation processes.
3 Experiments The location of global clusters have a bit differences by us-
ing different number of local data generation sources. One
To evaluate the performance of the proposed DMDM be- of the possible causes is due to the data set of each local data
ing SpeCiﬁEd in BPEL and executed on the SerViCE'Orientedgeneration service has been Changed once the number of
BPEL platform, a set of 2000 two-dimensional data points djstribution changed, changing of size of the data set might
was first generated from a pre-defined GMM with five com- change the distribution of the data as well. Therefore, the
ponents. Then, the data set was randomly partitioned anchpstractions generated from the local data generation ser-
assigned to the storage of the different local data provisionyjces are differed.
services as local data sources. To mimic the distributed en-
vironment, web services were built and deployed at differ- 3.2 Evaluation of Data Granularity and Speed up
ent machines for the testing. For each local data abstraction
service, a hierarchy of GMMs as well as the privacy mea-  To further investigate the effect of the communication
sures for all the levels were computed and stored when theypyerhead, we conducted another experiment by deliberately
were firstinvoked. Then, the privacy measure for each localrequcing the data size and executed again the DMDM pro-
abstraction was set and the corresponding set of local modetess with different numbers of local sources (see Table 2).
parameters were sent to the global services for aggregait was observed that when the overall number of data items
tion and GMM learning. By applying previously proposed decreased from 2000 to 500, the overall execution time for
method, the performance of global model under different rynning the DMDM process with five local sources was
local privacy requirements were compared. Regarding thefound to be in fact even higher than that with four local
details of the execution environment, all the web services soyrces. It can be explained by the fact that the cost for
were deployed in Apache tomcat version 5.5 servers, whichthe computational parts will decrease up to a limit as the
are equipped with Axis version 1.2 web service library. The data are partitioned into smaller parts. However, the cost
Java SDK version was 1.4.2. For the service execution, thefor the BPEL engine to communicate with the services in-
Oracle BPEL execution engine version 10.1.2 were used. creases constantly and up to a point that the communication
cost dominates and the benefit brought by the parallelism
3.1 Evaluation of Degree of Parallelism and Speed  diminishes.

up

wherey; and Y; are the local component’s mean and
covariance matrix, ang; an X are those for the global
one.

The E-Step and M-Step iterate alternatively until the pa-
rameter estimates converge.

3.3 Conclusion
To evaluate the systems efficiency, we first performed
the DMDM process based on different numbers of local  In this paper, we demonstrate the design and architecture
sources. The average speed up gained in 5 independent ruref the distributed model-based data mining (DMDM) appli-
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Figure 3. 5 global clusters with (a) 2, (b) 3, (c)
4 and (d) 5 parallel local clustering processes.

no. of | execution time with data size
process| 500 | 1000 | 1500 | 2000
2 15.8| 21.0 | 39.0| 73.2
3 9.7 | 109 | 20.9| 35.8
4 9.2 | 104 | 18.8 | 28.3
5 10.7| 141 | 16.3| 164

Table 2. Average execution time (in second)
with different number of parallel process in
different size of data set
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cation based on service-oriented architecture (SOA). By us-
ing the emerging XML-based web service standards such as
UDDI, WSDL, BPEL etc, a flexible, scalable DMDM ap-
plication are built with significant improvement of speed up.
BPEL, one of the widely adopted web service orchestration
and execution language, can effectively build a DMDM ap-
plication with enormous benefits. Performance evaluation
shows that even communication overhead cannot be neg-
ligible during the execution, however we can optimize the
performance by adjusting the number of pipeline flows and
the granularity of the local data. For future work, it will be
focused on the performance improvements on distributed
data mining algorithms plus implementing the intelligences
on the SOA-based DMDM, especially on service discovery
and service composition.
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Abstract

Internet Telephony has shown a substantial growth in
recent years because of its huge potential. A challenge to
Internet Telephony is packet loss, which affects voice
quality. In this study, we propose a packet loss recovery
scheme called lightweight piggybacking for Internet
telephony. Using this scheme, the source telephone
gateway applies two stages of erasure coding on the low-
bit-rate versions of the original voice streams, such that
the resulting redundant packets (called lightweight
redundant packets) are very small and can be shared by
all the original voice streams. Then the source gateway
piggybacks these lightweight redundant packets to the
original voice streams for transmission to the destination
telephone gateway. Compared with the existing packet
loss recovery schemes, the proposed scheme needs a
smaller redundancy but achieves a smaller packet loss
probability because the small redundancy can be fully
utilized via sharing among all the original voice streams.
We will conduct simulation experiments for performance
evaluation.

1. Introduction

Internet Telephony has shown a substantial growth in
recent years because of its huge potential [1]. It can be
classified into three types: computers to computers,
computers to telephones, and telephones to telephones
(see Figure 1). In particular, the third type is useful to the
general public which may have difficulties in operating
computers or accessing to the Internet. It makes use of
telephone gateways to bridge local telephone network and
the Internet for voice transmission [1-2]. Compared with
traditional telephone services, Internet Telephony can
significantly reduce maintenance cost and service charge,
especially for long-distance calls [2]. Qovia’s study [3]
shows that delay and packet loss significantly affect voice
quality. To tackle these problems, packet loss recovery [4]
and concealment [4] methods are used.
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Figure 1. An Internet telephony system based on
telephones to telephones

Packet loss recovery methods include XOR Packet
Recovery [4] and Forward Error Correction (FEC) [4]. In
the XOR Packet Recovery scheme, the source adds a
redundant packet by performing bit-by-bit exclusive-OR
on n packets. The destination recovers a lost packet by an
XOR operation if n — I packets are received. In FEC,
erasure coding [5] is used to produce n — k redundant
packets from the original k£ packets. If the destination can
receive any k out of n packets, the lost packets can be
recovered. Erasure coding is adopted in shared packet
loss recovery [2]. As shown in Figure 2, there are
multiple active voice streams in a telephone network. The
telephone gateway uses erasure coding to produce
redundant packets from these streams. Then the streams
can share the redundant packets for loss recovery.

speaking voice packet 1 voice packet 1
speaking voice packet 2 voice packet 2
—
Erasure
o > Upload channel
fistening coding to the Internet
-
e

Figure 2. Shared packet
multiple active voice streams
Telephony [2]

loss recovery for
in Internet

Error concealment methods comprise interpolation [4],
interleaving [4] and piggybacking [6]. Interpolation
means that the destination can use neighboring packets to
estimate the lost packet. If interleaving is used, audio data



units are re-sequenced before transmission. This
minimizes the chance of consecutive packet loss. For
piggybacking, the source produces low-bit rate audio
packets and attaches them to neighboring packets. When
a packet is lost during transmission, it can be replaced by
the piggybacked packet.

In this paper, we propose an enhanced version of
piggybacking called Lightweight Piggybacking. The key
feature of this scheme is to integrate piggybacking and
shared packet loss recovery. Adopting multilayer coding
and erasure coding, the source can compress and produce
extra lightweight redundant packets from multiple voice
streams. These packets provide a low-bit-rate voice
stream for packet loss recovery. They are piggybacked to
the voice streams during transmission. In every two
contiguous packetization periods, the lightweight packets
are shared among multiple voice streams. The destination
can use the lower quality stream to substitute multiple lost
streams. With packet sharing, the total size of redundant
packets and packet loss probability are significantly
reduced. Lightweight Piggybacking not only saves
bandwidth, but also enables more efficient packet loss
recovery.

n voice streams

=) AN - =)
[ »

_ \V gl
= o > =——
Telephone (1) Producing shared redundancy Telephone
gateway from n lightweight voice streams gateway

(2) Piggybacking shared redundancy
te n voice streams

Figure 3. Piggybacking shared redundancy to
voice streams

2. Lightweight Piggybacking

In this section, we discuss the details of Lightweight
Piggybacking. Four main steps are involved in the
proposed scheme, i.e. forming compressed voice packets,
computing redundant voice packets, computing
lightweight redundant voice packets and piggybacking.

Step 1: Forming Compressed Voice Packets

In this step, we produce compressed voice packets by
dropping less significant bits of voice streams.

A telephone session is active [7] if there is voice
stream transmission. We denote the number of active
sessions as n. Thus the total number of voice packets in
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each packetization period is n [2]. The destination
continuously buffers packets in two consecutive
packetization periods. In case there is packet loss in
current period, redundant packets in next period can
provide packet loss recovery. Using multilayer coding [8-
9], compressed voice packets can be produced. Given that
the user receives more layers, the voice quality is better.
But the required bandwidth is therefore larger.

. n compressed
n voice packets

packets

Voice packet #1 C#f
Voice packet #2 C#;’

L] L]

. —Jp» Compression —Pp» o

L] L]
Voice packet #3 (;gp
Voice packet #10 ;:1%

Figure 4. Compression of voice packets. In
current period, the less important bits of n voice
packets are dropped to form n compressed
packets (number of original voice packets n =
10).

Based on the idea of multilayer coding, the source
produces compressed voice packets by dropping the less
important bits of original voice packets. As shown in
Figure 4, n compressed voice packets are produced in
current period. We define the compressed packets as
lightweight packets because the packet size is much
smaller than original packets. Since the compression
method does not require many complicated calculations,
it will not significantly delay packet transmission. The
source can adjust the compression ratio of voice packets
depending on bandwidth requirement. It can choose to
drop different number of bits provided that the voice
quality is acceptable after compression.

Step 2: Computing Redundant Voice Packets

Having produced lightweight packets, we use erasure
coding to compute redundant voice packets.

Instead of producing redundant packets from original
voice packets, the source uses the n lightweight packets.
The redundant information from these packets will be
used for packet loss recovery. Erasure coding [5] is



adopted in producing redundant packets. The key idea of
this coding is to encode k blocks of source data into n
blocks of encoded data where & is smaller than n. As a
result, there is redundant information in the n — k blocks
of encoded data. In each packetization period, there are
originally k packets. The source produces n — k redundant
packets and transmits all » packets to the destination. If
the destination can receive any k out of n packets, the lost
packets can be recovered. In short, the received k packets
contain redundant information of the original k& packets.
The destination can use erasure coding to recover the lost
packets.

n compressed r redundant
packets packets
CP RP
#1 #1

CP
#2
L]
) Erasure ) RP
: coding #2
CP
#9
CP RP
#10 #3

Figure 5. First erasure coding of voice packets.
There are r redundant packets produced from n
compressed packets (number of compressed
packets n = 10, number of redundant packets r =
3).

At this point, there are n lightweight packets at the
telephone gateway (see Figure 5). The source uses erasure
coding to produce r redundant lightweight packets from n
lightweight packets. These redundant packets contain
redundant information from original voice packets. They
can act as substitutes for original voice packets when
there is packet loss. The number of redundant packets r
can be adjusted for better bandwidth utilization. If the
source intends to increase the chance of packet loss
recovery at the receive side, it needs to produce more
redundant packets. Then there is more redundant
information to recover lost packets. However, increasing
the number of redundant packets will expand the required
bandwidth for transmission. There is always a tradeoff
between packet loss recovery and bandwidth. Too many
redundant packets produced at this step will also affect
packet loss recovery. Details will be discussed in next
step.
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Step 3: Computing Lightweight Redundant Voice
Packets

In this step, we further reduce the size of redundant
lightweight packets by fragmentation.

The source needs to fragment the r» redundant
lightweight packets into smaller pieces before
transmission. To illustrate more clearly the detailed steps,
consider Figure 6. Each redundant lightweight packet is
fragmented into p pieces, forming extra lightweight
packets. If a packet is fragmented into more pieces, the
size of each piece is smaller. Consequently, the total size
of redundant packets will be greatly reduced. However,
this may reduce the chance of packet loss recovery. The
receiver needs to receive more pieces correctly in order to
recover all lightweight packets.

r redundant rxp

; n - k pieces
packets = k pieces P
P
RP - —
#1 p— p pieces RP
P #1
#2
] R
# £2
RP . Erasure >
#2 1 p pieces coding —
P RP'
# #3
P —_—
/ #5 RP'
RP p— p pieces #
#3 \ —
P
#e

Figure 6. Fragmentation and second erasure
coding of voice packets. Each redundant packet
is fragmented into p pieces. After fragmentation,
there are totally rp pieces (number of redundant
packets r = 3, number of pieces p = 2). The
source then produces n - k redundant pieces
from second erasure coding (humber of original
voice packets n = 10, total number of pieces k =
rp = 6).

After fragmentation, there are totally 7p pieces. To
achieve better results in packet loss recovery, the total
number of pieces 7p should not exceed the number of
outgoing voice packets n, i.e. rp < n. Under this scheme,
the destination gets at least £ out of n packets for packet
loss recovery. It should receive all rp pieces so as to
reconstruct » redundant packets. Therefore, the %
described in Step 2 should be equal to rp. Now the source
has k pieces of redundant packets. To attach the & pieces
on n voice packets, it still needs to produce n — &
redundant pieces by second erasure coding. Eventually,



there are totally n redundant pieces (extra lightweight
packets) for n voice packets.

Step 4: Piggybacking

To achieve the goal of packet sharing, we need to
attach the extra lightweight packets to original voice
packets.

Together with the original & pieces, the n — &k
redundant pieces from second erasure coding are attached
to the voice packets in next period. This scenario is
depicted in Figure 7. This approach is different from
traditional Piggybacking, which requires redundant
packets to be attached to packets of the same period. Each
voice packet now contains an extra lightweight redundant
packet for packet loss recovery. In case there is packet
loss in current period, the lost packets can still be
recovered by the extra lightweight packets in next period.
When the destination receives any k out of n packets in
next period, it can use erasure coding to produce
compressed packets from received packets and extra
lightweight packets. After substitution, the lost packets
are replaced with compressed packets. Although the voice
quality produced by compressed packets is relatively
lower, it is better than inserting silence or noise to replace
the lost packets. The total size of redundant packets is
significantly reduced compared with the existing method
of piggybacking as well.

n pieces n voice packets
P
#1 P
— ] Voice packet #1 #1
P #1
#2
— Voice packet #2 :2
P RP
#3 #2
L L L]
— ___ —» Piggybacking +—» .
F .
%
— Voice packet #9 F:g
P -
#1 IRrp
— #4 ,
— ) RP
P Voice packet #10 #4
#6

Figure 7. Piggybacking of voice packets. The n -
k redundant pieces are combined with the
original k pieces to become n pieces (total
number of pieces n = 10, number of original
pieces k = 6). They are piggybacked on the n
voice packets of next period.
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3. Further Work

We plan to conduct simulation experiments for
performance evaluation.
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The Client-based Framework For Privacy-Preserving
Location-based Data Access

DU Jing

Abstract

In many applications adopting spatial databases, clients
desire not only the server to respond as soon and correctly
as possible, but also the client’s precise location can be
cloaked from the server. Thus we propose such a novel
client-based framework to meet the requirement of privacy
preserving . At the time of writing this paper, some research
jobs concerning such a framework have been finished and
some are still in progress. In this paper we present the main
idea of our framework first. Then we discuss details of fin-
ished research tasks, which concern R-tree, range nearest
neighbor search, dynamic location cloaking and etc. Fi-
nally we briefly present the research tasks still in progress.

1 Introduction

We consider a client-server architecture, where clients
are mobile and equipped with wireless interface to commu-
nicate with the server. We assume clients are location-aware
- they can position their own locations (e.g., using GPS or
WLAN based positioning) or obtain their locations from a
trusted location server. Clients are interested in querying in-
formation related to their current locations with location pri-
vacy retained. Existing middleware-based solutions heavily
rely on the trust in middleware service provider. Further-
more, the middleware must seek for the client’s consent be-
fore use of location data in accordance with laws, which
complicates the system administration. We propose a novel
client-based framework in which the needs of trust in ser-
vice provider and consent from client are relieved.

As shown in Figure 1, the proposed framework em-
ploys a query rewriter in the client to transform a location-
based query to a region-based query such that the reso-
lution of current location is reduced before it leaves the
client, thereby protecting location privacy. Based on re-
ceived region-based query, the server evaluates a result su-
perset, which is returned to the client. Finally, the actual
result set is computed by a result refiner in the client. To
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Figure 1. Proposed client-based framework
for privacy-preserving location-based data
access

illustrate, in Figure 2a, instead of providing current loca-
tion q and the query of finding the nearest object, the client
submits an uncertain region r, and the query to the server.
The server then returns the set of objects that are poten-
tially a nearest object of some point in r, , i.e.,{b,c,d}. At
last, the client uses the exact location q to find out the ac-
tual nearest object, i.e., c. Many challenging issues arise
in this framework, including how to efficiently transform
queries, how to evaluate result supersets, and how to or-
ganize the data within a superset. Moreover, the proposed
framework includes an optimal caching module to improve
data access performance. We propose a privacy-preserving
caching technique and address various cache based query-
ing and cache management issues.

The location-based queries we shall examine include
range query (e.g., finding the shopping malls within 5
miles), k-nearest-neighbor search (kNN, e.g., finding the
nearest gas station), and k-nearest-surrounders search (KNS,
e.g., finding the surrounding solider in a certain angle).
While range and kNN queries have been extensively re-
searched in the past decade, kNS is an emerging type of
spatial queries.

At the time of writing this paper, the research jobs con-
cerning queries transforming, rectangle-shaped region near-
est neighbor search and circle- shaped region nearest neigh-
bor search has been done. The details are discussed in the
following sections.
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Figure 2. An lllustrative Example
2 Cloaking Techniques

How should we transform a location-based query before
it is sent to the server? In essence, the problem is how to
cloak the current location by an uncertain region. In this
paper we assume the area of an uncertain region is used
to specify the privacy requirement. For example, a user
can specify it’s acceptable to be located within an area of
1 square mile when she is in a shopping mall or within an
area of 10 square miles when she is in the Disneyland. We
propose two cloaking techniques:

e Dynamic Cloaking. A random uncertain region is dy-
namically generated based on current location, e.g., 7,
in Figure 2a.

e Static Cloaking. The service area is pre-partitioned
into a set of grid cells, each of which is further di-
vided into a number of sub-cells. As shown in Fig-
ure 2c, the service area is partitioned into 4 cells with
each consisting of 8 sub-cells. Given current location
g, the sub-cell covering q and the corresponding sub-
cells in other cells constitute the (discrete) uncertain
region (i.e., shaded sub-cells in Figure 2c).

Currently we have implemented dynamic circle-shaped
cloaking and dynamic rectangle-shaped cloaking.

3 R-Tree and Range Nearest

Search

Neighbor

One issue concerning the framework is how to evaluate
location-based queries with respect to a cloak region (or a
set of cloak regions) in the server side.
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Some current technologies have been adopted in our
framework.

R-Tree[1] index is used in spatial database to organize
the spatial point data and facilitate executing various kinds
of queries. The evaluation of a range query would be
straightforward since it is still a (larger) range query. It is
more complex to evaluate kNN queries, in which all poten-
tial k nearest objects of some point within the region should
be returned. While point-based kNN search has been ex-
tensively studied, little work has been done on region-based
kNN queries. Regarding that the only work we are aware
of is a recent paper by Hu and Lee[2]. According to it there
are two important observations: 1) all objects within the
region should be returned since they are nearest objects to
themselves; 2) all potential nearest objects outside the re-
gion must be nearest objects to some point on the region
boundary. Thus, a region-based query can be decomposed
into a range query and a kNN query with respect to the re-
gion boundary. When the boundary is composed of several
line segments, finding out kNN of the boundary is equiva-
lent to separately finding out KNN of those line segments.
And this problem has been gently settled by Tao et al[3]. In
our framework, these achievements have been absorbed to
construct the component of handling rectangle-shaped kNN
queries.

4 Circle-shaped kNN

4.1 Motivation

As mentioned earlier, the clients are mobile and are
equipped with wireless interfaces to communicate with the
server. Therefore the energy consumption of clients is a
considerable issue. Based on the current research results
we want to exploit the feasibility of reducing the clients’
load within the framework, say, energy consumed to exe-
cute queries.

Our consideration is we could try to choose an optimal
cloaking shape to reduce the size of result superset returned
by the server side when the cloaking area is fixed, and there-
fore lower energy consumed to download and refine result
supersets.

Immediately the idea of adopting circles as cloaking
shapes occurs to us. As mentioned earlier, a region-based
query can be decomposed into a range query and a kNN
query with respect to the region boundary. As the area of
cloaking shape is fixed, if we can shorten the boundary of
the cloaking shape, theoretically it’s possible to get smaller
result superset. When the area of shape is fixed, of what
type of shape the boundary is the shortest? Of course, a
circle.



Figure 3. An lllustrative Example For Circle-
shaped RNN

4.2 In-Memory Processing Techniques

We first focus on the case when k =1. Very similar to
CNN[3], the objective of a circle-boundary NN query is to
retrieve the set of nearest neighbors of a circle boundary,
c, together with the resulting list SL of split points. For
each split point s; € SL (0 < i<|SL|-1): s; € ¢ and all
points in curve interval [s;, S;y1(mod|sL|)] have the same
NN, denoted as si.NN. Refer to Figure 3 for an example.

In order to avoid multiple database scans, we aim at re-
porting all split and the corresponding covering points with
a single traversal. We start with the SL empty and corre-
sponding covering point sets empty, and incrementally up-
date the SL during query processing. At each step, SL con-
tains the current result with respect to all the data points
processed so far. The final result contains each split point s;
that remains in SL after termination together with its nearest
neighbor s;.NN.

Processing a data point p involves updating SL, if p is
closer to some point u €c than its current nearest neighbor
u.NN (i.e., if p covers u). An exhaustive scan of c is in-
tractable because the number of points is infinite. On the
other hand, the lemma 3.1and lemma 3.2 in [3] does not
hold for the circle boundary. So, for each data point p, a
simple exhaustive scan is performed for each split point and
corresponding curve interval. We use the following algo-
rithm to check whether the new coming data point p covers
part of currently checked split curve interval and identify
new split points, if any. Refer to Figure 4.We compute the
intersection of the curve interval with the perpendicular bi-
sector of p and the covering point. If there are no points
of intersection, we must identify whether the new coming
point p covers the whole curve interval taking the place of
the old covering point or the old covering point still holds.
If there are one or two points of intersection, we must iden-
tify which parts of the curve interval are covered by the
old covering point and which parts are covered by the new
point. After all curve intervals are checked, we scan the up-
dated curve intervals and merge the intervals which share
the same covering point and are connected.
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Figure 4. In-Memory Processing Techniques

4.3 Secondary Memory Pruning Tech-

niques

Still like CNN, our algorithms employ branch-and-
bound techniques to prune the search space. When we tra-
verse the R-tree index, if a leaf entry (i.e., a data point) p
is encountered, we just process it using aforementioned in-
memory processing techniques; if a intermediate entry is
encountered, we will identify whether it’s possible that the
sub-tree of it contains qualifying data points using several
heuristics. Thus we can avoid unnecessary secondary mem-
ory access.

Heuristic 1: Given an intermediate entry E and a circle
boundary c, the subtree of E may contain qualifying points
only if mindist(E, ¢) < SLsax p, where mindist(E, c) de-
notes the minimum distance between the MBR of E and c,
and S L s 4 x p is the maximum distance between a covering
point and the corresponding curve interval.

Heuristic 2: Given an intermediate entry E and a cir-
cle boundary c, the subtree of E must be searched if and
only if there exists a curve interval such that CIy;axp >
mindist(CI, E), where C'In; 4 x p denotes the maximum dis-
tance between this curve interval and its covering point and
mindist(CI, E) is the minimum distance between the MBR
of E and the curve interval.

Heuristic 3: Entries (satisfying heuristics 1 and 2) are
accessed in increasing order of their minimum distances to
the circle boundary c.

These heuristics can be deduced easily from the three
heuristics given in [3].



4.4 The kNN Query(k>1)

In the situation when k>1, the algorithms doing prun-
ing are almost the same as when k=1 except that CIj; o xp
should be replaced by the maximum distance between this
curve interval and its k" (i.e., the farthest) NN.

On the other hand, the in-memory techniques used here
are a little different. For each curve interval, a sweeping al-
gorithm is adopted to identify new split points, if any. Here
we have a new coming data point p. At the beginning, the
sweep point is the starting point of this interval and the can-
didate point is p. Then we find out the intersections between
the curve interval and L (p, N N1), between the curve inter-
val and L(p, N Ns), ..., between the curve interval and L (p,
N Ny) . Intersections that fall out of the interval are dis-
carded. Amongst the remaining ones, the intersection that
has the shortest distance to the starting point becomes new
split point. And new generated sub-interval must be given
updated NNs. We apply the sweeping algorithm on the re-
maining part of the original interval with the candidate point
changed to the point which fails to become one of NNs of
new generated sub-interval. We do sweeping until no new
split point is generated. Finally a scan-and-merge process-
ing is applied.

4.5 Experiments

We have done a series of experiments to compare the
performance of rectangle cloaking NN query handling algo-
rithms and circle cloaking NN query handling algorithms.

The scenario of experiment is as follows. We set up a R-
tree based spatial database server containing about 20000
2D data, which are the coordinates of populated places of
USA plus Mexico[4]. Then we use an iPaq Pocket PC,
which the client software sits on, to communicate with
the server through wireless LAN. And we have done eight
groups of experiments using different parameters. In every
group we randomly send 100 queries to the server, sep-
arately using circle-shaped cloaking and rectangle-shaped
cloaking.

As expected, the average size of result superset of circle-
shaped RNN query is smaller than that of rectangle-shaped
RNN query. Please refer to Table 1.

Unexpectedly, the measure figures of power consump-
tion don’t support our prediction. Please refer to Table
2 first. As we can see, obviously the rectangle cloaking
NN query handling consumes much less power of the iPaq
Pocket PC than the circle cloaking NN query handling.

How does this result come? Following is the analysis.

The energy consumption in the client side consists of
three parts: 1) the energy used to send queries, 2) the energy
used to wait for responses, and 3) the energy used to down-
load and refine result superset. As to part 1 both rectangle
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Figure 5. The spatial dataset used in experi-
ments

and circle consume almost the same energy. As to part 3
circle consumes less due to a little smaller result superset.
But as to part 2, in the process of experiment, we find when
circle cloaking is adopted the waiting time is about twice of
that used by rectangle cloaking; therefore circle consumes
more due to longer waiting time. Finally the consumed
energy from part 3 becomes crucial. And we temporarily
think that the reason why circle cloaking gives responses
slower is the circle-shaped RNN query handling algorithm
is much more complicated than the rectangle-shaped RNN
query handling algorithm.

In one word, when R-tree is adopted to organize spatial
data, the rectangle cloaking is more efficient.

5 Conclusion and Future Work

There are many research tasks to refine the framework
and what we have done is just a small part. In the following
days, we will focus on addressing the following issues.

It’s observed that dynamic cloaking doesn’t work well
for continuous queries. Consider the example shown in Fig-
ure 2b. Suppose the client issues another query at location
q’ with an uncertain region 71/1 . If the system knows the
maximum moving speed of the object , v, it can draw an
ever-expanding region (r¢,) of the previous region r, based
on v and the elapsed time 1 since the last query. Thus, one
can figure out that the client must reside in the intersec-
tion region of ¢, and r’ ., which is smaller than the ex-
pected area for privacy requirement if r; ¢ r°,. We shall
develop analytical models and conduct simulation experi-
ments to study the optimal cloaking techniques for different
scenario.

In the paper by Hu and Lee[2], when handling RNN
query, they evaluate the range query and the kNN query
with respect to the region boundary separately. A more ef-
ficient solution would be to integrate the evaluation of these
two queries: the returned results of range query can be used
to help pruning the search space of kNN query.

Another issue is how to organize data within the result
superset that is returned to the mobile client. When the



Table 1. The comparison of result superset
size between rectangle cloaking NN query
and circle cloaking NN query

Experiment Rectangle-shaped | Circle-shaped
Parameters kNN Query kNN Query
cloaking area: 47 | 209 200
k-value: 1

cloaking area: 47 | 211 218
k-value: 2

cloaking area: 47 | 237 233
k-value: 4

cloaking area: 47 | 261 254
k-value: 8

k-value: 4 81 72
cloaking area: 17

k-value: 4 131 125
cloaking area: 27

k-value: 4 237 233
cloaking area: 47

k-value: 4 428 416
cloaking area: 8

Table 2. The comparison of client side energy
consumption between rectangle cloaking NN
query and circle cloaking NN query ( mdJ per

query)

Experiment Rectangle cloaking | Circle cloaking
Parameters kNN Query kNN Query
cloaking area: 47 | 212.3290452 488.261863
k-value: 1

cloaking area: 47 | 733.9649435 859.8681606
k-value: 2

cloaking area: 47 | 1616.630162 2356.447412
k-value: 4

cloaking area: 47 | 4816.670414 9798.434888
k-value: 8

k-value: 4 550.8215683 664.2931839
cloaking area: 17

k-value: 4 789.806747 1153.908125
cloaking area: 27

k-value: 4 1616.630162 2356.447412
cloaking area: 47

k-value: 4 4816.670414 5097.955781

cloaking area:

8
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size of the result superset is large, efficient refinement of
actual results is important given limited CPU and battery
capacity of mobile devices. Towards this end, the first ap-
proach builds some auxiliary index structure (e.g., quad-
tree-like structure) over the data, which is returned along
with the superset. A disadvantage of this approach is that
more data is transferred on the wireless link, and , hence po-
tentially consuming more energy of the client. The second
approach arranges the data within the superset according to
some well-defined ordering function (e.g., Hilbert Curve or
Z-ordering). We shall examine the performance of these dif-
ferent heuristics. Moreover, we can analyze the probability
of each object being actual result. For the example shown in
Figure 2a, object c has a higher probability to be the actual
NN than b and d because c is the NN for most points inside
rq . We shall investigate how to compute the probabilities
and make use of such probability information to optimize
the index structure (e.g., developing an unbalanced tree).
Moreover, the aforementioned optional caching module
to improve data access performance will also be examined.
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Abstract

Nowadays, it is often desirable to isolate performance of
different services and different classes of requests from each
other. A lot of works have been done on the controller of a
standalone server to allocate resources for different classes
of requests.

However, there are still problems of building a con-
troller for achieving performance isolation in distributed,
clustered servers for distributed resources and requests of
different classes. This paper introduces basic networking
ideas, controller of a single server, design of the dispatcher
of clustered web servers.

Keywords:  QoS, Web Servers, Dispatcher, Resources

1 Introduction

Because of the wide spread usage of web services, the
number of accesses to popular web site is always increasing.
Moreover, the number of service types is increasing. Users
can get static page, dynamic page, database information,
audio, video, etc.

No matter clients request what kind of services, it is a
must for the server to serve it. It is not possible to have a
machine that satisfies all the requirements. Therefore, the
concept of quality of service is addressed.

During overload, not all requests can be served in a
timely manner. Hence, performance-enhancing mecha-
nisms that provide better service to premium customers
even during server overload are of major importance.
In [6], classical Proportional-Integral (PI) controller is
proposed to guarantee the delay ratios between different
classes. However, it cannot satisfy results on some perfor-
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mance measures. A more robust controller design will be
discussed in later section.

The clustered web servers serve the requests in a differ-
ent manner compared with the single server. In [16], lo-
cality aware distribution is proposed. It is more desirable
for different web servers among clustered web servers to
serve requests of different services. It is often expected that
a fraction of server resources is reserved for a service, in-
dependent from the present demand for other services. A
mechanism of request distribution by implementing a cen-
tralized Cluster Reserves has been proposed in [11]. The
distribution of requests is based on objects requested and
the current status information of the back-end servers. The
details of request distribution among clustered web servers
will be discussed later.

We propose to implement a Fuzzy Controller for con-
trolling request distribution of the clustered web servers.
The controller gathers information from the back-end nodes
(servers) and the types of object requested to choose how
the requests are forwarded and to decide which server to
serve the client. The brief idea of the controller, dispatcher
and the distribution algorithm will be discussed.

The rest of the paper is organized as follows. Section 2
introduces some background information of the networking
protocol (HTTP/1.0 and HTTP/1.1), and web server archi-
tecture. As our project mainly focused on web servers. In
Section 3, we introduce the QoS of single web server. Sec-
tion 4 discusses the basic idea of the clustered web server
QoS including the introduction of packet forwarding, TCP
handoff and TCP splicing. In Section 5, we are going to
introduce the dispatcher we designed and the algorithm will
be employed. Conclusion and future work will be presented
in Section 6.



2 Background

Hypertext Transfer Protocol, HTTP [4], is the most im-
portant in web server. HTTP is one of the application of
TCP/IP protocol suite. Moreover, there are two versions of
the protocol, HTTP/1.0 [14] and HTTP/1.1 [13].

In short, HTTP is used between a browser and a web
server. A browser sends a GET request to a server, then the
server send the requested item as a response. The following
sections introduce web server architecture, idea of QoS and
both versions of HTTP thoroughly, in sense of application
differences, characteristics of the protocol suite and how we
can establish the client-server connection. Examples will be
shown by some diagrams drawn by log of tcpdump [17].

2.1 HTTP server architectures

Apache [1] is one of the most well-known web servers.
In order to discuss HTTP server architectures, Apache
server is a good example. The following paragraphs in this
section will focus on the Apache architecture.

Apache is a Process-Based Web Server. At the starting
phase, lots of processes are forked for serving requests. One
of the available, forked processes in the process pool is re-
sponsible to serve one request.

2.2  Quality of Service

Quality of Service is the main idea of this paper. Accord-
ing to the point of view of clients, the quality of the service
depends on how long it can receive the response after the re-
quest is sent (end-to-end delay). The end-to-end delay of a
web service includes communication delay on the network,
connection delay on the server and the processing delay on
the request. It is notices that the server-side delays con-
tribute a significant portion.

In [6], Service Delay Guarantees are introduced. Rel-
ative Delay Guarantee and Absolute Delay Guarantee are
two types of service delay guarantees. For Absolute Delay
Guarantee, a desired absolute delay is assigned to each pri-
ority class. The absolute delay guarantee requires that all
classes receive satisfactory delays if the server is not over-
loaded. For Relative Delay Guarantee, a desired relative de-
lay is assigned to each priority class. It is required that the
connection delay ratio of classes should obey the ratio of
desired relative delays. It is useful only if there are requests
from different priority classes. Otherwise, the correspond-
ing relative delays constraint is considered to be satisfied by
default.

2.3 HTTP/1.0

As discussed in [7], HTTP operates at the application
level, which is stateless, bi-directional transfer. Moreover,
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it supports caching, intermediaries, and is capable for ne-
gotiation. There are two types of HTTP/1.0 message types:
requests and responses [18].

DNS lookup, TCP connection establishment will take
place for the HTTP request. The format of the request is
as follow:

request-line

headers

blank line

The request-line is in form of
GET http://www.comp.hkbu.edu.hk/en HTTP/1.0

On the other hand, the format of the response is as fol-
low:

status-line headers blank line body

The status-line is in form of

HTTP-version response-code response-phrase

The first line of the response is the status-line, [14, 18].
3-digit numeric response code is applied in the categories
of success, redirection, client error and server error. In
the header, there is a numbers of fields, including: Content-
Length, Content-Type, Content-Language and so on. The
details about the HTTP/1.0 implementation will not be dis-
cussed in this section, since it is beyond our purpose of in-
troduction.

HTTP/1.0 uses a TCP connection for each object
transfer. The three-way handshaking is performed to
connect the client and the server. Fig. 1 is the graphical
representation of the connection establishment, serving
and the termination of the TCP. After the setup of TCP
connection, the GET request will be sent. When the server
receives the request, a copy of the requested item will be
sent, and then the TCP connection will be closed. At the
same time, the client reads data from the TCP connection
continuously until it encounters an end of file condition.
When the client side receives end of file, the connection
will be terminated.

HTTP/1.0 is simple and easy to implement. However,
each request consumes one TCP connection which leads a
number of drawbacks affecting both network and the server
performance.

Firstly, the interactive action between server and client is
a big problem for HTTP/1.0. The data size of interactive ac-
tivities is usually small. Therefore, the packet size of each
TCP segment is usually smaller and very likely to have a
size less than Maximum Segment Size (MSS) [17]. Due to
interaction, large amount of small packets are transmitted
between server and client. It leads high overhead. Further-
more, large amount of small size packets leads the network
congestion which lowered the performance. In [8], Nagal



algorithm is introduced to get rid of the problem, but it turns
out to the result of slow reaction and unacceptable response
time for the client.

Besides, the TCP characteristics, slow start [19], also in-
troduces performance problem. As slow start adds addi-
tional Round Trip Time (RTT) [17] to the connection, the
response time of the servers will be affected.

Lastly, it is possible for the control blocks to make server
busy. Control block is a special feature of TCP for Trans-
actions(T/TCP). This is caused by the HTTP server closed
the connection. Then, there will be a TCP TIME_WAIT de-
lay on server [18]. Server receives large amount of control
blocks which degrade the network performance and the ser-
vice provided by the server.

2.4 HTTP/1.1

client

socket
connect (blocks) —.

factive open) SYN_SENT

LI
SYN K, ACK o1, M55 = 160

BLISHED ra——"

SYN_RCVD

ESTABLISHED
ac i

<SEUYE PrOCeSSEs IOqueSE>

write
read (blocks)

read relums

—
ACKMel ey
FIN_WAIT2 """
FNN___
TIME_WAIT """
F—— _ACK N4
N

close
(active close) AIN_WAIT_1 CLOSE_WAIT (passive close)

read returns 0

close

LAST_ACK

- CLOSED

Fig 1. Server and client interaction using HTTP/1.1

HTTP/1.1 is a further developed version of HTTP based
on HTTP/1.0. They share similar properties, including re-
quest, response and header format. However, HTTP/1.1 in-
troduced persistent connections [13] to solve the problem of
HTTP/1.0. Persistent connection allows multiple requests
from the same client to reuse an opened TCP connection,
which makes it unnecessary to establish and terminate new
TCP connection for every request. It is much more efficient
with less overhead.

The chief advantage of persistent connections is reduc-
ing overhead [7], because of less TCP connection establish-
ment and termination. After the TCP connection is opened,
the connection will be kept for certain amount of time,
which can lower response latency, overhead, buffers usage
and CPU time consumption. The performance can be fur-
ther optimized by pipelining request. It is especially attrac-
tive in situations of getting giant files, for example, multiple
images, videos for the requested page.

On the other hand, persistent connections bring a pe-
culiar server bottleneck. When all processes are actively
processing requests or waiting for another request on a per-
sistent connection, all new incoming requests must wait un-
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til a process become available. Therefore, determine when
to terminate the connection is extremely essential. In cur-
rent practice, HTTP/1.1 normally sends a length followed
by the item [7].

3 QoS of Single Server
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-
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Fig 2. The system architecture of fuzzy PI controller

In [6], Lu proposed a classical PI controller to guarantee
the delay ratios, as discussed in Relative Delay Guarantee,
between different classes. Since no accurate model for the
nonlinear web server, the server is modeled as a second or-
der system and the parameter is decided by system identi-
fication. However, PI controller is based on accurate linear
model. Therefore, it cannot guarantee satisfactory results
on some performance measurement, such as oscillating ef-
fect and settling time.

A fuzzy controller [20] is proposed for proportional de-
lay differentiation. It is independent of any accurate models,
so it is a good choice of feedback controller. But the main
drawback of the fuzzy controller is large amount of para-
meters to be tuned which is very difficult to make initial
approximate adjustment [12]. Furthermore, it also depends
on the quality of the expert knowledge.

In previous work, we have proposed a fuzzy PI con-
troller. The controller shares the advantage of classic PI
controller and the fuzzy controller. Comparing with the
classic PI controller, fuzzy PI controller is more robust. In
heavy load situation, the settling time is shortened, less and
lower range of oscillation are shown. Besides, in the steady
state, it performs as well as the classic PI controller. Com-
paring with the fuzzy controller, the fuzzy set defined by
the fuzzy PI controller is much more simpler. Therefore, in
the phase of initial state of parameter, it is more convenient.
Except the variable setting, the problem of oscillation is less
when compare with the fuzzy controller as well.

The system architecture includes Apache web server,
connection scheduler, Fuzzy PI controller and the Delay Ra-
tio Monitor as shown in Fig 2.

The connection scheduler listens to the port and accepts
every incoming connection requests; then it classifies re-
quests into different classes. Moreover, it maintains a FIFO



queue and a process counter for each class. The processes
are the server processes of the Apache web server which
serve requests from clients. Besides, there is a delay ratio
monitor, which is used to monitor the delay ratio periodi-
cally. And the delay ratio will become one of the input of
the fuzzy PI controller for the next period of time. The last
module is the fuzzy PI controller which control the connec-
tion scheduler to distribute request for different time slots.

A series of experiments have been done for the fuzzy
PI controller. First of all, the classic PI controller is im-
plemented to find out the value of parameters by using the
White Noise Input [6]. Then, the values are used to setup
the fuzzy PI controller. At the same time, the controller re-
sults (same as classic PI controller) are gathered, which is
used as a control experiment. The results of fuzzy PI con-
troller are compared with the control results. A better per-
formance can be clearly shown by plotting the graphs for
comparison.

4 QoS of Clustered Web Server

The clustered web servers are different from the single
web server. The classical PI controller, fuzzy controller and
fuzzy PI controller cannot be implemented directly, as we
cannot monitor the performance accurately for the whole
cluster. And the concept of performance measurement of
the whole clustered web server is not clearly defined.

For cluster controlling system, load balancing and the
locality [16] are essential features. The main advantages
of the system are enhancing performance, increasing sec-
ondary storage scalability and the specialized back-end
node. In order to balance the load of web servers within the
cluster and to provide client-blinded service [15], a front-
end machine is required. When request arrived at the front-
end, some decisions are made to determine which back-end
node should serve it.

4.1 Packet Forwarding

‘Web client Layer—4

Web switch

SYN. ACK
T ACK
\\>

HTTP request

Target
‘Web server

| E—

——

Fig 3. Layer-4 routing operations
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Fig 4. Packet forwarding architecture

The packet forwarding mechanism implements a layer-
4 switch that the packet is forward on top of the transport
layer. The operation of layer-4 routing is shown in Fig 3.

Packet forwarding is an approach assuming all web
switch and servers nodes are on the same subnet and all
the machines share the same IP address. The IP address is
shared among all machines. Therefore, Address Resolution
Protocol (ARP) must be disabled to avoid collision.

As discussed in [15], all the machines have the same
IP address, the inbound packets reach the web switch be-
cause the ARP is disabled. Hence, the web switch for-
ward the packets to the target server by rewriting the phys-
ical (MAC) address of the destination server and retrans-
mitting the frame on the network. Rewriting the MAC ad-
dress is to rewrite the Data Link layer without modifying the
TCP/IP header. The target server receives the packets with
the source address of the client and the destination address
of itself, so the server can response to the client directly.
The packet forwarding architecture is shown in Fig 4.

4.2 TCP Splicing
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Target
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Request

arsing

HTTP request

Fig 5. Layer-7 routing operations

Fig 6. TCP splicing architecture



Compare with packet forwarding, TCP splicing [15, 5, 9]
is a layer-7 switch. The operation of layer-7 routing is
shown as Fig 5. The packet forwarding is occurred in
the network level between network interface driver and the
TCP/IP stack. Furthermore, it is directly controlled by the
operating system.

Once TCP connection is established between web switch
and the client, one of the persistent TCP connection be-
tween web switch and the back-end server node will be cho-
sen. And the two connections will be spliced together. The
packets are forwarded from web switch to the target server
node. The web switch changes TCP and IP header of the
packets for the packets going to be forwarded. Since the IP
and TCP header are modified, the source of the request for
the back-end server node is the web switch. Therefore, it
is a must for the response to pass through the web switch
for the changing of IP and TCP header again. As we can
see that all packets from and to the clusters pass through the
web switch, the web switch will become the performance
bottleneck. The TCP splicing architecture is shown in Fig
6.

4.3 TCP Handoff
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Fig 7. TCP Handoff architecture

From the previous section, the performance bottleneck of
TCP splicing is the web switch as all packets from and to the
clusters need to passes through it. TCP handoff mechanism
solves the problem of the bottleneck by using a one-way
architecture [15].

After the TCP connection is established between web
switch and the client, it is handed off to a target server. TCP
handoff serializes the state of the existing client TCP con-
nection and the web switch, and then instantiates a TCP
connection with the chosen back-end servers. The mecha-
nism remains transparent to client, since the response from
the back-end node appeared from the web switch and the
acknowledgement from the client is transmitted to the web
switch and forwarded to the back-end node. TCP handoff
works on top of TCP and runs on the web switch and the
servers, so changing of the operating systems among web
switch and back-end nodes are required. Using a loadable
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kernel modules to the UNIX systems is the usual practice
for the implementation of the TCP Handoff. The TCP hand-
off architecture is shown in Fig 7.

Using the TCP handoff, the problem of performance bot-
tleneck problem is eased. Moreover, the scalability of the
clustered web servers can be enhanced [16].
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Fig 8. Dispatching mechanism of the web clusters
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In [16, 10, 11], Aron raised the idea of Locality-Aware
Request Distribution (LARD) for the dispatching of the re-
quests to the clustered web servers. The idea of this dis-
patching algorithm is considering the request of client and
the status among back-end servers. However, the clustered
web servers consider all the requests at the same priority.
As more and more web sites would like to provide better
service for premium class users, the LARD dispatching al-
gorithm is not very suitable. Therefore, adaptive controller
for the clustered web servers is designed.

However, large amount of difficulties, (e.g., where
to place the monitor, how to dispatch the request to the
back-end servers), present in the design of controller for



clustered web servers.

The decision of how to monitor the server performance
is very important for an adaptive controller. The adaptive
controller is a negative feedback system, so the output of
the previous time period is an important input. We design
to adopt TCP handoff for distribution of the requests. How-
ever, the total output of the clustered web servers is very
hard to determine since TCP handoff is a one-way architec-
ture of layer-7 application. Therefore, we design to imple-
ment a monitor for each back-end server. Then, the output
of each server will be collected by the dispatcher and the
total output will be calculated. According to the output, the
client requests and the output will become the input of the
controller for the next time slot. According to fuzzy logic
and the inputs, the dispatcher (the adaptive controller) de-
cides which back-end node (web server) should serve for
specific requests. Design of the dispatcher (the adaptive
controller) is shown in Fig 8.

As discussed in TCP handoff, a loadable module for the
operating systems of all machines is required. All the ma-
chines in the clustered web servers are running FreeBSD [3]
version 5.4. The back-end nodes are two same configura-
tion server machines. Moreover, the dispatcher is different
from them. On the other hand, the client machines will
be operated on top of the Fedora Core 4 [2]. There are
three lower-end machines acting as the clients machine to
do the trace based experiment for our web clusters. All the
server machines and the dispatcher are connected by a high-
speed(10/100MB) switch, the connection is as shown in Fig
9. The clients generate requests to the cluster via the In-
ternet to the switch, and the switch re-direct the packets to
the back-end nodes act as an distributors. Finally, the dis-
patcher decides which server is responsible to the request.
The architecture is similar to the clusters in [10, 11].

The framework is still in the construction phase. No
experiments have been done on top of our clustered web
servers.

6 Conclusions and Future Works

With the wide spread usage of the web services and the
number of access to popular web sites is ever increasing,
single server for the serving purpose become less feasible.
The use of clustered web servers are more suitable for the
growth trend. According to the investigation of the network
usage, we can see that content aware and load balancing
are extremely essential for the clustered web servers. Fur-
thermore, the proposed controller works well in single web
server, it is foreseeable that the performance of clustered
web servers will be enhanced after applying the controller.

There are lots of improvement area for the dispatcher.
We proposed to implement the fuzzy controller in the
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dispatcher of the clustered web servers. However, large
amount of parameters must be tuned which is closely re-
lated to the expert knowledge. It may be not very good
for the implementation of the clustered systems, which may
lead to design new dispatching controller. Besides, the os-
cillating effect between the steady point may occur. In order
to get rid of the problem, decoupling techniques are crucial
for the dispatcher.

Locality aware and the Weighted Round Robin tech-
niques are used to distributes the requests. For the back-end
node, the hardware configuration may be different. There-
fore, Weighted Round Robin may not be suitable for this
circumstance. The average delay of each server can be ac-
counted by the decision making procedure.

All the above listing may be the future works for fine
tuning the dispatcher of clustered web servers.
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Studies on Location Estimation in Library Environments

Wilson M. Yeung

Abstract

In this paper, we review the current positioning algo-
rithms. Through the revision, we discuss the limitations of
the current algorithms in library environment. A prepara-
tory experiment was conducted and the result shows that
the signal attenuation circumstance due to the metal book-
shelves in library is similar to the situation in office envi-
ronment, in where the signal is distorted by wall.

1 Introduction

Wireless communication technology has gratefully en-
hanced in recent years. People can use mobile devices to
communicate, retrieve information from Internet, and per-
form location estimation. Based on wireless location es-
timation technology, some location-based services such as
library book-finding system and electronic tour guide be-
come available. In fact, there are some limitations, e.g.
Body effect [1] [6], Trailing Effect [6], on location esti-
mation in indoor environment. Positioning in library envi-
ronment is difficult, as the radio signal is blocked and re-
flected by bookshelves and books [6]. Providing location-
aware service in library require high accuracy of estimation,
therefore enhancement on positioning technique is required.

In this paper, we are going to review the mainstream lo-
cation estimation algorithms and investigate the problem of
positioning in library environment. We also present the pre-
liminary research works and the experimental result.

2 Positioning Algorithms
2.1 Triangulation

Triangulation algorithm use signal readings to set up a
propagation model, and then gathers the intersection points
among these models. The smallest triangle among these in-
tersecting points is then formed. The centroid of the small-
est triangle is the result. If the number of intersection points
is not enough to form a triangle, it takes the average of in-
tersection points as the result. The propagation model can
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be empirical either theoretical. Some research works [1][6]
shows that the performance of triangulation using empiri-
cal propagation model is, about 11.8%[6], better than using
radio (theoretical) propagation model.

2.2 Weighted Center of Gravity (CG)

Weighted Center of Gravity is based on competition of
signal strength between neighboring Access Points (An-
tenna). It’s defined as:

xo/T8S§ + x1/rssY + ...+ xy [ TSSE
1/rss§ +1/rss§ + ...+ 1/rssg

Yo /188§ + y1/18ST + ...+ yn/TSSS
1/rss§ +1/rssg + ...+ 1/rssg

>

(1a)

(1b)

<

Where (Z, ) are the coordinate of the estimated location;
the (1, y1)...(Tn, Yn) and rssi...rss, represent the actual
location and signal strength of corresponding Access Point;
and « is a environment dependant variable [3] [6], which
should be calculated based on the signal sample data in the
environment.

2.3 Smallest M-vertex Polygon (SMP)

Similar to Triangulation, SMP looks up the database to
find out the locations with the closest signal reading, i.e. the
shortest Euclidean distance in signal space [1], for each an-
tenna. Suppose M access points exist in the environment,
and each access point promotes at least one possible loca-
tion. These locations are treated as candidates, and used to
from an M-vertex polygon among all combinations. The
centroid of the smallest polygon is the estimation result.

2.4 Fingerprinting

The basic idea of fingerprint is finding out the nearest
neighbor(s) in signal space (NNSS) [1]. A signal strength
tuple (snapshot), is a group of signal readings taken from
multiple access points nearby at a particular moment. The
principle of fingerprinting is looking up a snapshot in the
local database which is the most similar to the current snap-
shot. Euclidean displacement in signal space will be used



to determine similarity [6]. The marker point which pro-
vides the most similar snapshot is the result location. How-
ever, the result would be discrete, which means the result
location must be one of the sampling locations. Therefore
an interpolated [6] design has been proposed to generate a
non-discrete result with top K locations according to their
probability.

3 Problems Definition

3.1 Alogorithm

Both Triangulation and Weighted-CG algorithm are
based on antenna-centric approach [6] which focuses on
the antenna and propagation model. However, the signal
propagation model is distorted by the bookshelves in the li-
brary due to blockage and reflection. Our experiment result
shows the circumstances of signal propagation, we discuss
it in Section 4. Even we can use empirical model, which
is set up by the location data, as a replacement, the en-
hanced performance is still not good enough, comparing [6]
to Fingerprinting. However, antenna-centric approach algo-
rithm is worth to pay effort on it, because the cost of re-
calibration due to the environmental change is smaller than
location-centric approach algorithms. When environment is
changed, we can change the model parameters to adapt.

Fingerprinting and SMP are based on location-centric
approach [6] which is based on sampling location and sig-
nal strength samples. Although fingerprinting obtains the
best result in the library environment [6], the location-
centric approach based algorithms are sensitive to the envi-
ronment changes. In other words, if the library environment
is changed, say by redecoration or reallocating the book-
shelves, re-calibration [4] is required, and the cost of re-
calibration can be considerably high.

3.2 Sliding Window

Although the library environment is a relatively static,
sometimes the fluctuation of radio signal can be consider-
ably large because of body effect or movement. The gen-
eral solution is to use fixed-size sliding window to absorb,
by averaging the value usually, the large fluctuation, hence
to attain a smooth estimation result. However, if the size
of sliding windows is too large, although we can obtain a
smooth estimation result, but the response may be seriously
lagged. On the other hand, if the size of the sliding window
is too small, it cannot absorb the large fluctuation. Cur-
rently, the window size is fixed and environment dependant.
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In order to investigate the real signal propagation circum-
stances in the library environment, we obtained a collection
of sample data from a floor of library. Our test site is the
fifth floor of a seven-storey library building. The total area
of the floor is about 773.78m?. In the test site, signals from
6 access points can be detected. Two of them are installed
on the fifth floor while two of them are installed on forth
floor. The remaining two access point are installed on the
half floor between fifth and forth floor. Our experiment fo-
cused on the access points which installed on the selected
floor, i.e. fifth floor, only. We obtained the relative sig-
nal strength (RSS) information in each of the 4 directions
at 147 distinct locations on the floor (see figure 1). For
each direction, 50 samples signal strength samples are re-
ceived, so we obtained 29400 samples in total. The average
signal reading from both access points at 147 sampling lo-
cations is individually plotted. (See figure 2 & 3.) Besides
that, the relationship between transmitter-receiver separa-
tion distance and signal strength of both access points are
also plotted. (See figure 4 & 5.)

Figure 2 & 3 shows the average signal strength at dif-
ferent location of fifth floor. Generally, the locations near
the access point obtain stronger signal while weak signal is
received at the location far from the access point. However,
some locations obtain weaker signal strength than the loca-
tions nearby. All of these locations are between the book-
shelves. Furthermore, the locations where had line of sight
to access point obtained stronger signal than the locations
between the bookshelves.

Figure 4 and Figure 5 show the signal strength against
the transmitter-receiver separation distance. We observed a
common phenomenon in both figures. The locations where
had approximately same distance from the access point ob-
tained different signal strength, while the difference can be
considerably large. For example, the signal strength re-
ceived at two locations, which had approximately 24.5 m
from access point 1, are approximately 15 db apart. This
phenomenon also occurred on access point 2. (See figure
5). The location with stronger signal is, again, the locations
had line of sight to access point.

In fact, our experimental result is similar to a previous
research [2] which had proposed a location tracking system
in office environment. The main obstacle in their test site
is wall and their result shows that the signal at a location
where between the walls is attenuated. They had proposed
Wall Attenuation Factor (WAF) model which enhanced the
performance of triangulation in indoor environment.



5 Future work

For the future work, we are going to investigate
Weighted-CG with an independent « values [6] for each of
the access point. It is because the signal and empirical prop-
agation model of each access point may not be similar to the
other one. Based on the experimental result shows that the
signal attenuation due to bookshelves is similar as wall, we
are going to investigate Wall Attenuation Factor model [2]
in library environment. Besides that, as the signals from the
access point located at other floor is received, we will work
on Floor Attenuation Factor propagation model [5] too. We
will use these models to set up a better empirical model
for both Triangulation and Weighted-CG. Furthermore, the
adaptive sliding window which can dynamically choose the
size should enhances the performance of positioning, and
we will pay effort on it too.
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